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BeepeHne

PasBuTre 1 ykpensneHne 6aHKOBCKOM cucTembl Poccuiickoli depepalmm, passutme n obecrneyeHune crta-
6UNbHOCTN hMHAHCOBOTO pblHKa Poccuiickoit ®egepaumn U HaLMOHa/IbHON NNATEXHON CUCTEMbI SIBNAOTCA
uensmu festenbHocT baHka Poccum [1J. OAHUM M3 OCHOBHbIX YCMOBWIA peanu3auun aTux Lenein sasnsetcs
ob6ecneyeHne He06X0AMMOro 1 AOCTATOYHOIO YPOBHS 3aLMTbl MHPOPMALMN B KPEAUTHbIX OpraHn3aLusx, He-
KpeanTHbIX (OMHAHCOBBIX OpraHM3auusax P®. a Takke cy6beKkTax HauuoHanbHOM nnaTexHon cnctemMbl (ganee
npy COBMECTHOM YNOMWHaHUN — (PMHAHCOBbIE OpraHn3aymn).

B cnyyasx HacTynaeHns MHUMAEHTOB 3aluTbl MHDOPMALMU MX HEraTUBHbIE NOCNeCTBUS B paboTe OT-
[AenbHbIX PMHAHCOBbIX OpraHn3aLuii MoryT NPMBECTU K GbICTPOMY Pa3BUTUIO CUCTEMHOTO Kpu3nca 6aHKOBCKOM
cucTeMbl, hHaAHCOBOTO pbiHka Poccuiickoin ®egepauun n (M) HaUMOHAILHON NATEXHOW CUCTEMbI, HaHe-
CTV CYLLECTBEHHbIN yuepb nHTepecam COGCTBEHHNKOB U KIMEHTOB (hMHAHCOBLIX OpraHu3auuii. MoaTomy ans
dMHaHCOBbIX OpraHu3aLuii yrpo3bl 6e30nacHOCTV MHhopMaL M NPeacTaBNSAOT CYLLECTBEHHYI0 ONacHOCTb, a
obecneyeHwne 3aWnTbl MHopMaLMK SABAAETCA AN PUHAHCOBbIX OpraHn3auuii O4HUM U3 OCHOBOMNONAraloLLIMNX
acnekToB WX AEATENIbHOCTU.

[ns npoTMBOCTOAHMA yrpo3am 6e30NacHOCTU MHOPMAaLUK N UX BANSHWIO HA ONepawuyMoHHbIA puck dou-
HaHCOBbIM OpraHusauusam cnegyet obecneuntb Heo6XO4UMBIA N [OCTaTOUHbIA YPOBEHb 3alyUTbl UHGOPMaA-
LMK, @ TakKe COXPaHsiTb 3TOT YPOBEHb NPV M3MEHEHUN YC/IOBWIA Kak BHYTPWU, Tak U BHE OpraHu3auuii.

BaHk Poccun B npegenax cBoeit komneTeHuun [1]. [2] no cornacoBaHuto ¢ thegepasibHbIM OpraHom mc-
NOMHWUTENbHON BNACTU, YNOSIHOMOYEHHbIM B 06/1aCTU 06ecneyeHns 6e3onacHocTv, 1 hefepasibHbIM OpraHom
MCNONMTHUTENBHO BNacTu, YNOHOMOYEHHBIM B 06/1aCTU NPOTUBOAENCTBNA TEXHUYECKUM pa3BefKaM U TeXHU-
4ecKoi 3aluTbl MHhopMaumn, ycTaHaBMBaeT B HOPMaTMBHbIX akTax BaHka Poccun ans douHaHCcoBbIX opra-
HM3auuii TpeboBaHnA k 0b6ecneyeHunio 3awuTbl MHhopMaLun Npu ocyLecTBNeHn 6aHKOBCKOM AesATeTbHOCTH
N feAaTenbHOCTN B cthepe pMHAHCOBLIX PbIHKOB.

OCHOBHbIMU LIeNIIMW HACTOSLLLEro cTaHjapTa ABNSOTCS:

- onpejerneHne ypoBHel 3awuTbl UHOPMaLMX U COOTBETCTBYIOWMNX UM TPebOBaHU K cofdepxaHuio
6a30BOro coctaBa OpPraHU3auMOHHbIX U TEXHUYECKUX Mep 3aliuTbl MHOpMauuM (fasee npu COBMECTHOM
YNnOMUHaHUN — Mep 3alnTbl MHhopMaLum), MPUMEHsieMbIX (HMHAHCOBLIMU OpraHM3auusaMu gnsa peannsauum
TpeboBaHuii K 06ecneyeHmnio 3anTbl MHhopMaLymn, YyCTaHOB/IEHHbIX HOPMaTVBHbIMU akTamMu BaHka Poccuu;

- [OCTWXEeHMe afleKBaTHOCTM cOoCTaBa U COAEPXaHUsA Mep 3aluTbl MHOpPMaLun, NpUMeHAeMbIX (u-
HaHCOBbIMUW OpraHn3aLnaMm, akTyanbHbIM yrpo3amM 6e30nacHoOCTU MHAOPMaLMN 1 YPOBHIO NPUHATOTO (hNHAH-
COBOVi OpraHusaLmei onepaLoHHOro pucka (puck-anneTuty);

- obecneyeHne 3(hpHEKTUBHOCTM U BO3MOXHOCTW CTAHAAPTU3NPOBAHHOIO KOHTPOSSA MEpOonpUSTUii
no sawuTe uHchopmaLum, NPoOBOAMMbIX (DUHAHCOBLIMI OpraHu3auvaMm.
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HAUWOHANbHBIA CTAHAOAPT POCCUMNCKOWN OSGEAQEPALUNMN

BesonacHocTb (hUHAHCOBbLIX (6aHKOBCKUX) onepawuii
SAWNTA NHOOPMALMU dUHAHCOBbLIX OPFAHN3ALNI
Ba30Bblli cOCTaB OpPraHM3aLnoHHbIX U TEXHUYECKNX Mep

Security of Financial (banking) Operations. Information Protection of Financial Organizations.
Basic set of Organizational and Technical Heasures

Jarta BBefeHuss — 2018—01—01

1 O6nacTb NpUMeHeHus

HacToswmii ctaHgapT onpefenseTt ypoBHM 3alLMTbl MHOPMaL U 1 COOTBETCTBYIOLME M TpeboBaHus
K cofepXXaHuio 6a30BOro coctasa mMep 3aliuTbl MHOPMaLUK, KOTOPble NPUMEHSATCSA (PUHAHCOBLIMU OpraHn-
3aumsaMu Ana peanusauun TpeboBaHuii K 06ecnevyeHnto 3awmnTbl HhopMaLMK, YCTaHOBNEHHbIX HOPMATHB-
HbIMK akTamu BaHka Poccun.

MonoxeHna HacTosALWero ctaHgapra npefHasHavyeHbl 418 UCMONb30BaHUA KPeAUTHbIMU opraHusauns-
MW. HEKpeAUTHbIMWU (DUHAHCOBLIMM OPraHM3aLMsiMu1, ykazaHHbIMU B YaCTV NepBoli cTaTbn 76.1 ®efepanbHOro
3akoHa «O LleHTpanbHOM 6aHke Poccuiickoii depgepaummn (BaHke Poccumn)» [1]. a Takke cybbekTamyn Haumo-
Ha/lbHOW NNATEXHON CUCTEMBI.

Ba3oBbIii cocTaB Mep 3aluTbl MHOPMaLuK, onpegensieMbllii HacTOAWMUM CTaHA4apToOM, MPUMEHUM K
COBOKYMHOCTU OO6BEKTOB MHGOpMAaTM3aLumM, B TOM Y/AC/e aBTOMATU3MpPoBaHHbIM cuctemam (AC), MCNonb3ay-
eMblM (QPMHAHCOBbLIMW OpraHn3auuamMn Ans BbINONHEHNUA GU3Hec-NpoLeccos 1 (MKN) TEXHONOMMYECKUX Npo-
LileCCcoB. CBSA3aHHbIX C NpefocTaBneHnemM (OMHaHCOBbIX, GAHKOBCKUX YC/yT, @ Takke yCyr no OCyLeCTBAEHMNIO
nepeBofoB [leHeXHbIX CPeACTB (fanee nNpu COBMECTHOM YNOMUHaHUN — (PUHAHCOBbIE YCyrn).

O6nacTb NPYUMEHeHNA HacTosLero ctaHAapTa, onpefenswowas 0653aHHOCTb (PUHAHCOBBLIX OpraHun3a-
LUMiA NPUMEHATb Mepbl 3awWuTbl MHOPMaLMKU, peannsylolwme oAnH U3 YPoBHEN 3aluTbl MHopmauuy ans
KOHKPETHOW COBOKYMHOCTW 06bEKTOB MHdhopMaTu3aumu, B ToM uncne AC. NCnosnb3yembiX hMHaHCOBbIMMN Op-
raHusauvamu Ana npefoctaBneHns OMHaHCOBbIX YC/yr, yCTaHaB/IMBaeTCs B HOPMaTMBHbIX akTax baHka Poc-
CUU NyTEM BK/IIOYEHUS HOPMATMBHOM CCbINIKM Ha HACTOALLMIA CTaHAapT, NPMBOAMMON Ha OCHOBaHUW cTaTbn 27
depepanbHOro 3akoHa «O cTaHfapTM3aunm B Poccuiickoih depepauun» [3).

HacTtoswmii ctaHgapT NpUMeHAeTCs NyTeM BK/IOYEHUS HOPMATUBHBIX CCbISIOK HA HEr0 B HOPMAaTUBHBIX
akTax baHka Poccun v (Mm) NpsiIMOro NCNosb30BaHNsA yCTaHaBMBAEMbIX B HEM TpeboBaHW BO BHYTPEHHUX
[OKyMeHTax (PUHaHCOBbIX OpraHusauuii, a Takke B 40roBopax.

2 HopMaTUBHbIE CChIJTKY

B HacTosLweM cTaHAapTe UCMONb30BaHbl HOPMATUBHbBIE CCbIIKM Ha Creylolme cTaHaapThbl:

FOCT 34.003 NHhopmaumnoHHas TexHonormsa. Komnaekc ctaHgapToB Ha aBTOMaTU3NPOBaHHbIE CUCTe-
Mbl. ABTOMaTU3MpOBaHHbIE CUCTEMbI. TEPMUHBI 1 ONpeaeneHus

FOCT P NCO/M3K 7498-1 NHdopmaunoHHaa TexHonorms. BaamMocBasb OTKPbITbIX cucteMm. basosas
3aTasioHHan mMogenb. YacTtb 1. basoBas mogesb

FOCT P 50739 CpeAacTtBa BbIUMC/IMTE/IbHOW TEXHUKW. 3aljuta OT HEeCaHKLMOHMPOBAHHOIO AOCTyna K
nHdopmauun. ObLime TexHn4yeckne TpeboBaHus

FOCT P 50922 3awwTta nHgpopmaymnn. OCHOBHbIE TEPMUHBI 1 ONpeaeneHmns

N3paHue oduymansHoe
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FOCT P 56545 3awuta nigopmaunn. Y38MMoCTy MHOOPMAaLNOHHbIX cucTeM. MNpasuna onucaHus ysas-
BUMOCTE

FOCT P 56546 3awuta nHgopmauni. YA3BMMOCTU UHOPMAaLMOHHBIX cucTeM. Knaccudukauus ysssu-
MoCTel MHHOPMAaLMOHHBIX CUCTEM

FOCT P 56938 3awmTa nHdopmaumm. 3awmrta nHopmMaLmmn npu UCnosib30BaHU TEXHOMOMMN BUPTYa-
nmsayun. O6Lme NoNoXeHNs

FOCT P UCOJMIO 13569 ®uHaHCcoBbIe ycryrn. PekoMeHaaumm no nHhopMauMoHHo 6e3onacHoCTH

FOCT P MCO/M3K TO 18044 WNHhopmaunoHHasas TexHosorusa. MeTogbl U cpeactBa obecnevyeHus
6e30nacHOCTU. MeHeKMEHT VHUWUAEHTOB MH(OPMaLMOHHON 6e30MnacHoCTu

FOCT P NCO/M3K 27033-1 VHdopmMaLMoHHas TexHonorus. Metoapl U cpefcTBa obecneveHns 6esonac-
HocTu. BesonacHocTb ceTeli. YacTb 1. O630p U KOHUEeNuum

FOCT P CO/M3K 15408-3 NHdhopMmauoHHas TexHonorus. MeTtogpl 1 cpeacTsBa obecneyeHns 6esonac-
HocTW. KpuTepun oLeHku 6e30nacHoCTU MHPOPMAaLMOHHBIX TexHonoruit. Yactb 3. KOMMNOHEHThLI AoBepus K
6e3onacHocTu

NMpumeuyaHue — TMlpy NOL30BAHUN HACTOAWMM CTAaHAAPTOM LEIECO06PA3HO NPOBEPUTL AENCTBUE CCbINOY-
HbIX CTaHAaPTOB B MH(YOPMALMOHHOI cucTeMe 06LLero nosib3oBaHWs — Ha oguuManbHOM caiite defepanbHOro areHT-
CTBa MO TEXHWYECKOMY PEry/iMpoBaHWI0 U METPOIOTUM B CETU VIHTEPHET UM N0 eXEerogHoMy MHGOPMaLNOHHOMY yKasa-
Ten «HaumoHanbHble CTaHAAPTbI», KOTOPbIA ONY6/IMKOBAH MO COCTOSHWIO HA 1 iHBaps TekyLiero rofa, W no Bbinyckam
€XeMeCsYHOro MHGOPMALMOHHOTO yKasaTenst «HayMoHaibHble CTaHAAPTbI» 32 TeKyLuii rod. ECv 3aMEHEH CCbINTOYHBbII
CTaHAapT, Ha KOTOpbI AaHa HeAaTMpOBaHHAsA CCblaka, TO PEKOMEHAYeTCs UCNO0/b30BaTh AeliCTBYIOLLY0 BEPCUID 3TOTO
cTaHfapTa C YYeTOM BCEX BHECEHHbIX B AaHHYI0 BEPCUI0 U3MEHEHWIA. ECNN 3aMeHEH CCbINTOYHbIA CTaHAAPT, Ha KOTOPBbIi
[laHa AaTNpoBaHHas CCbinka, TO PEKOMEHAYeTCs WCMo/b30BaTh BEPCUIO 3TOrO CTaHAapTa C yKasaHHbIM Bbille rofoM yT-
BepXAeHus (NpuHATUSA). ECnv nocne yTBEPXAEHUS HACTOSLLEro cTaHAapTa B CCbIIOYHbIA CTaHAapT, Ha KOTOPbIA AaHa
[aTMpoBaHHas CCblfka, BHECEHO M3MEeHeHWe, 3aTparvBaloLLee nonoXxeHne, Ha KOTOPOe JaHa CCblfiKa, TO 3TO MNOIoXeHue
pekoMeHAyeTCs NPUMEHSTL 6e3 yyeTa faHHOro N3MEHEHUS. EC/N CCbITOYHbIA CTaHAAPT OTMEHeH 6e3 3aMeHbI, TO NOJOo-
XEeHWe. B KOTOPOM JjaHa CChIsIka Ha Hero, PeKOMeHAyeTCsl MPUMEHATL B YacTu, He 3aTParnBarwLLeil 3Ty CCbIKY.

3 TepmuHbl 1 onpepeneHus

B HacTofwem ctaHgapTte npuMeHeHbl TepMmuHbl no FOCT P 50922. FOCT 34.003, TOCT P 56545.
FOCT P 56546. a Takke cnegytoLime TepMUHbI C COOTBETCTBYIOLLVMW ONpeaesieHNAMU:

3.1 mepbl 3aWwnThl MHGOpMaLun: OpraHusaLlnoHHbie (B TOM Y1C/e yNpaB/eHYeckne) n TexHu4yeckme
Mepbl, NPYMeHseMble ANS 3awWuTbl MHopMauumn 1 obecneyeHns fgoctynHocTu AC.

MpumeuvaHune — AgantupoBaHo U3 FOCT P ICO/M3K TO 19791.

3.2 TexHMyeckas mepa 3awuTbl MHQOpmayun: Mepa 3awmTbl MHOpPMaLMK, peanmdyemMas ¢ NoMo-
b0 MPYMEHEHNsT annapaTtHbIX, NPOrpaMMHbIX, annapaTHO-NPorpaMMHbIX CPeACTB U (M) CUCTEM.

3.3 opraHu3aumoHHas Mepa 3awuTtbl MHoOpmauumn: Mepa, He ABNAIOWANACA TEXHNYECKON Mepoli 3a-
WMTbl MHpOopMaLMK, nNpedycMaTpuBatoLLas YCTaHOB/IEHNE BPEMEHHbIX, TEPPUTOPUabHbIX, MPOCTPAHCTBEH-
HbIX. MPaBOBbIX, METOANYECKNX Y UHbIX OTPAHUYEHUIA Ha YCOBUSI NCMOMb30BaHUSA U PeXMMbI paboTbl 06beKTa
UHdopMaTm3aumm n (UIm) UHbIX CBA3AHHbIX C HAM OOGBHEKTOB.

3.4 cuctema 3awnTbl MHopMauumn: CoBOKYNHOCTb Mep 3alLnTbl MHDOPMALLMK, NMPYUMEHEHWE KOTOPbIX
HanpaB/ieHO Ha HenocpefcTBEHHOe obecneyeHune 3alnTbl MHDOPMALLMK, NPOLLECCOB NPUMEHEHNS YKa3aH-
HbIX Mep 3awWwuTbl MHOPMaLUK, PECYPCHOIO 1 OpraHn3aloHHOro obecneyeHuns, Heo6Xo4MMoro ansa npume-
HEeHWA yKasaHHbIX Mep 3aLiuTbl MHOPMaLuK.

3.5 cucTema opraHusaumm n ynpasneHus 3awmnToin nHcopmaymm: COBOKYNHOCTb MEP 3alUTbl WH-
dhopmauun. npYMeHeHne KOTOpbIX HanpaB/ieHo Ha obecneyeHne NoIHOTLI U KayecTBa 3aLuTbl MHhopMaLmn,
npefHasHayYeHHbIX 4151 NIaHUPOBaHNSA, peannsalmmn, KOHTPOAA U COBEPLUEHCTBOBAHUS NPOLLECCOB CUCTEMbI
3aWmUTbl HhopMaLmu.

3.6 06beKT nHhopmaTnlaunn rHaHCOBOW opraHunsaumyn (06bekT nHpopmaTusayumn): CoBoKym-
HOCTb OOBEKTOB M pecypcoB AOCTyna, CpeAcTB U cuctem o6paboTku nHcbopmauum, B Tom uucne AC. uc-
nonb3yemMbix Ans obecneveHns MHopmaTm3auum 6usHec-NnpoLeccoB 1 (M) TEXHONOTMYECKUX MPOLECCOB
dhvHaHCOBOW OpraHv3aLun, NCNoNb3yeMbIX ANA NpefocTaBnieHnss (OUHAHCOBbIX YCAYT.

MpuMmeuyaHne — AgantupoBaHo u3 FOCT P 51275.

3.7 TexHonormyeckuii npouecc hnMHaHCOBON opraHuMsauum (TexHonornyeckuii npouecc): Habop
B3aVMOCBA3aHHbIX onepauuii ¢ uHcopmaymeii u (Mnn) o6bekTaMn MHopMaTU3auum, UCNosb3yembix Npu
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hyHKUMOHNPOBaHUM (hMHAHCOBOI OpraHu3auum n (MmM) HeobxoAMMbIX AN NPefocTaBneHns (HMHAHCOBbIX
ycnyr.

3.8 06bekT goctyna: O6bekT uHdopMaTusauun, NpeacTaBAslOWMiA coboil annapaTtHoe CpencTso,
CPOLCTBO BbIYUC/IUTENbLHOM TEXHUKM K (MNK) ceTeBoe 06opyaoBaHue, B TOM yucne Bxogsawme B coctaB AC
dhvHaHCOBOW opraHu3auun.

NMpumeyaHue — B cocTaBe OCHOBHbIX TWNOB OGBLEKTOB AOCTyNa PEKOMEHAYETCS Kak MWHUMYM paccmart-
puBatb:

aBTOMaTM3UpOBaHHbIe paboune mecta (APM) nonb3osarteneii;

APM 3kcnnyaTtauMoHHOro nepcoHana:

cepBepHoe o6opyAoBaHue;

ceTeBoe 060pyaoOBaHue;

CUCTEMbl XPaHEHUS [aHHbIX:

annapatHble Mogynu 6e3onacHocTn (HSM);

ycTpoiicTBa nevatn U KONMpoBaHWUA MHhopmaymu:

06beKTbl 4OCTyNa, pacnosioXeHHble B Ny6AnyHbIX (06LLeA0CTYNHbIX) MecTax (B TOM Yncne 6aHKoMatbl, NaoaTex-
Hble TepMUHanbl).

3.9 pecypc goctyna: O6beKT nHpopmaTmaumm, npeacTasisowmii coboli COBOKYNHOCTb MHpopMaLm
1 nporpammHoro obecnedexus (MO) 06paboTKM MHGOPMALUN.

MpumeyaHne — B cocTaBe OCHOBHbIX TUMNOB PECYpPCOB [OCTyna PEKOMEHAYEeTCsl Kak MUHMMYM paccmart-
pvBaTh:

- AC;

- 6asbl JaHHbIX;

- ceTeBble haiinoBble pecypcsl;

- BMpTyasibHble MalluHbl, NpeAHa3HauyeHHble 415 pa3MeLleHns cepBepHbIX KOMMOHeHToB AC;

- BUpTyasibHble MallWHbl, NpefHa3HayeHHble ANs pasmelieHns APM nonb3oBaTesneil M 3kKcnayaTaumoHHOro
nepcoHana:

- pecypchl 4OCTyna, OTHOCSILLMECS K CepBUCAM INIEKTPOHHOM NOYTHI;

- pecypcbl gocTyna, oTHocswmecs k WEB-cepelicam dpviHaHCOBOW opraHusaunm B ceTax VIHTpaHeT n VHTepHeT.

3.10 KoHTYp 6e3onacHocT: COBOKYNHOCTb 06BEKTOB MHAOpMaTU3auum, onpegensemas 061acTbio
NpYMEHEeHNs HaCTOSALEro cTaHAapTa, UCMOAb3yeMbIX AN peanunsauum 6usHec-npoueccoB u (ManM) TEXHO-
nlormyeckmx npoLeccoB UHaHCOBO OpraHu3aunn eauHoON CTeneHn KPUTUYHOCTU (BaXHOCTW), ANSA KOTOPOM
hMHaHCOBOW opraHunsaumeil NpuMeHseTCa egnHas NoNNTUKa (PexuMm) 3alnTbl nHopMalmu (eavHbln Habop
Tpe6oBaHWii K 06ecneyeHmnio 3aluTbl MHhopMaLmm).

3.11 ypoBeHb 3awuTbl UHhopmayuu: OnpegeneHHas COBOKYMHOCTb Mep 3aluTbl MHOpMaLum, BXO-
OALWNX B COCTaB CUCTEMbI 3aLUTbl MHOPMALUN U CUCTEMbI OpraHu3aLun 1 ynpasieHnsa 3awmnToin nHgop-
Mauumu. NpUMEHAEMbIX COBMECTHO B Npeaesnax KoHTypa 6e30nacHOCTV ANna peanv3auum noamTuki (pexuma)
3aWuUTbl MHhopMaLMK, COOTBETCTBYIOLLE KPUTUYHOCTY (BaXKHOCTK) 3alyuiiaemoli nHdopmauuy 6usHec-npo-
LeccoB 1 (Mn) TEXHOMOTMYECKMX NPOLLECCOB (PMHAHCOBON OpraHM3aLmu.

3.12 chusmueckunii goctyn K 06bekTy goctyna (pusnueckuii goctyn): [JocTyn K 06beKTy AOCTyna,
BK/lOYasA 4OCTYN B NOMELLEHNE, B KOTOPOM PacnosioxXeH 06bekT AoCTyna, NO3BONAIOWMIA OCYLLEeCTBUTL U3N-
Yyeckoe BO3AENCTBME Ha HETO.

3.13 nornyeckunii 4OCTYN K pecypcy gocTyna (noruyeckuin goctyn): [JocTyn K pecypcy foctyna,
B TOM 4uCNe yAasieHHbI, peann3yeMblii C UCMOb30BAHNEM BbIYUC/INTESbHbIX CETeR, NO3BONALWNA, B TOM
yncne 6e3 U3nMyeckoro AocTyna, oCyLecTBUTb 4OCTYN K 3alMLaemMoi nHhopMaLm nam BeINONHUTL onepa-
LM no obpaboTke 3awuLiaemMoii nHopmauum.

3.14 cy6bekT goctyna: PaboTHVMK (OMHAHCOBOW opraHusauuv Uiy MHoe NnLL0, OCYLLeCTBASALWNIA du-
3UYEeCKUi 1 (M) NOrMYECKNA OCTYM, WK NPOrPaMMHBIA CEpPBUC, OCYLLECTBSAIOLWMA NOrMyecknini 4ocTyn.

NMpumevyaHne — B cocTaBe OCHOBHbIX TMNOB Cy6bEKTOB JOCTYNA B HACTOSILLEM CTAaHAAPTE Kak MUHUMYM pac-
cmaTpuBalTCs cnegyolime:

- nonb3oBaTenn — CyGbekTbl AOCTyna, B TOM YuCne KANeHTbl (UHAHCOBOI opraHusauuu, ocylecTBasiowme go-
CTyn k o6bekTam u (U1n) pecypcam focTyna € Lefibio UCN0Nb30BaHNA (OUHAHCOBbIX YCYr, NpejocTaBaseMbliX MHopma-
LMOHHOI UH(PACTPYKTYPOIl (DUHAHCOBOI OpraHu3auuu;

- 9KCM/yaTalMOHHbI NepcoHan — CcybbekTbl 40CTyna, B TOM 4uc/e npeAcTaBuTeny NOApPAAHbIX OpraHu3auuii,
KOTOpble pellalT 3ajayun obecneyeHns akcnayaraymm u (Maun) agMMHUCTPUPOBAHUA 06HEKTOB 1 (UKN) pecypcoB AOCTY-
na. N9 KOTOPbIX HEOOGXOAMMO OCyLLeCTB/IEHNE I0TMYeCcKoro A4ocTyna, BkAoYasa 3afjauyn, cBA3aHHble C aKkcnayaTtauyuei n
afAMUHUCTPUPOBAHNEM TEXHUYECKUX Mep 3alnTbl MHChopMaLuK;

- TeXHU4Yeckuii (BcnomoraTenbHblil) NepcoHan — cy6bekTbl 4O0CTyna, B TOM Yucne npeAactaBuTeny noapsagHbIX op-
raHu3auuii. pelawlme 3agaym, cBsizaHHble ¢ obecneyeHnem akcnayaTaunm o6bEKTOB f0CTyNa, A5 BbIMOMHEHNUS KOTOPbIX
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He TpebyeTcs OCYLLEeCTB/IEHNE NIOTUYECKOTO AOCTYNA, WM BbINOMHAKWME XO3ANCTBEHHYIO AeATE/IbHOCTb 1 OCYLLECTBS-
owme usnyeckuii 4ocTyn K 06bekTam focTyna 6e3 Lenu ux HenocpeAcTBEHHOTO UCMO/b30BaHUS:

- NPOrPamMMHbIE CEPBUCHI — MPOLECCHI BbINOHEHWUS NPOrPaMM B MH(OPMALMOHHON UH(PACTPYKTYpe, OCYLLEecT-
BAsIOLLME NOTUYECKNA AOCTYN K pecypcam gocTyna.

3.15 asTopu3auusa: lNposepka, NOATBEPXAEHNE U NpefoOCTaB/IeHNe npas SIOfMYecKkoro AocTyna npu
ocylLecTBNeHun cy6bekTamMmm JoCTyna S0rMyeckoro gocTyna.

3.16 naentudmkayma: MNMpruceBoeHne ANA OCYLLECTB/IEHNSA SIOTMYECKOro AocTyna Cy6bekTy (06BbekTy)
[ocCTyna yHUKasnIbHOro npusHaka (MaeHTudukarTopa); CpaBHEHME NPU OCYLLECTB/IEHUM NIOTUYECKOro focTyna
npesbaBAsAeMoro cy6bekTom (06beKToOM) JOCTyNa naeHTudrKaTopa ¢ nepeyHeM NPUCBOEHHbIX NAEeHTUdVKa-
TOPOB.

3.17 ayTeHTudnkauma: MNMposepka Npu OCyLLECTBIEHUN NTOTMYECKOrO [0CTYNa NPUHaA/IeXHOCTU CyOb-
ekTy (06bekTy) gocTyna npefbaBAeHHOro UM ugeHTudmrkaTopa (NogTBEPXAEHNE NMOASIMHHOCTY).

3.18 peructpauuns cobbiTuii 3awWwnuTbl MHOPMaLUUn (perncTpauns): Pukcaunsa JaHHbIX O COBEPLLEH-
HbIX Cy6beKkTaMmn foCcTyna AelCTBUAX UIN faHHbIX O COBbITUAX 3aLUnTbl MHDOpMAaLUN.

3.19 yyeTHasa 3anucb: Jlornyecknii 06beKT (MHdOopMaLums), CyLWwecTBYOWNI B npegenax of4HOro wnu
HEeCKO/IbKMX pecypcoB foCTyna v npefcTaBnsowuii cybbekta foctyna B ero (Mx) npegenax.

3.20 TexHMYeckas yyeTHas 3anucb: YYeTHasa 3anucb, UCNosiblyemas /19 OCYLLeCTB/IEHNUS N1OTMYECKOo-
ro foctyna nporpamMmmHbIMU CEPBUCAMM.

3.21 npaBa nornyeckoro goctyna: Habop AeicTBuUiA, pa3peLlleHHbIX 418 BbINOSIHEHNS CYObEKTOM A0-
CTyna Haj pecypcom focTyna C UCNo/sib30BaHNEM COOTBETCTBYHOLLEN YYeTHOW 3anucu.

3.22 ponb normvyeckoro goctyna (ponb): 3apaHee onpefesieHHas COBOKYMHOCTb (OYHKLMIA 1 3agad
cybbekTa goctyna, Ans BbINONHEHNS KOTOPbIX HEO6XOAUM OnpefenieHHbIi Habop nNpas I0rMYeckoro focTyna.

3.23 ponb 3aWmThl MHhOpMaLuKn: 3apaHee onpegeneHHas COBOKYNHOCTb YHKUNI 1 3aaa4 cy6bekTa
JocTyna, B TOM yncne paboTHMKa (PUHAHCOBOW OpraHu3auumn, CBSA3aHHbIX C MPUMEHEHeM OpraHu3aLunoHHbIX
1 (Wn) TEXHUYECKMX Mep 3aluTbl MHhopmaLlmn.

3.24 neranbHblil cy6bekT gocTyna: CybbekT focTyna, HafeneHHbli hMHaHCOBOW opraHu3auuein non-
HOMOYMAMU Ha OCYLLEeCTB/IEHNE (PU3NYECKOTO U (MIK) NOTUYECKOTO JOCTyna.

3.25 ayTeHTMdMKaLWOHHbIE AaHHble: [laHHble B N060i hopme 1 Ha to6OM HocuTene, U3BecTHble
Unu NpuHagnexatyme nerasibHoMy CyobekTy AocTyna — nerasibHoMy Bnagesbly ayTeHTUUKALMOHHbIX faH-
HbIX. WU faHHble, KOTOpbIMK 0b6nadaeT nerasbHblii CybbekT foCTyna, UCnofib3yemble AN BbINOSHEHUS NPO-
Leaypbl ayTeHTUduKaummn npu ocyLLLeCTB/IEHNN IOTMYECKOTo foCcTyna.

3.26 komnpomeTauus ayTeHTUPUKALNOHHBIX AaHHbIX: Co6bITUe, CBA3aHHOE C BO3HUKHOBEHWEM
BO3MOXHOCTW MCNO/b30BaHNA ayTeHTUPUKALMOHHBIX flaHHbIX CYObEKTOM, He ABMAIOLWMMCA NerasabHbiM BNa-
AenbleM yKa3aHHbIX ayTeHTUNKALNOHHBIX JaHHbIX.

3.27 hakTop ayTeHTUdMKauum: Bnok gaHHbIX, UCNOMb3YEMbIX NPU ayTeHTUdUKauuu cybbekta nm
ob6bekTa gocTyna.

MpumeyaHns

1 dakTopbl ayTeHTUMKaLnM nogpasfensioTcs Ha cneadytolme Tpyu KaTeropum:

- YTO-TO, YTO CyOBbEKT WK 06BEKT AOCTYNa 3HAEeT, HaNpMMep, Naponu neranbHbIX Cy6bekToB focTyna, NMUH-koabl:

- YTO-TO, YeM CyBBEKT UM 06BEKT fOCTyNa o6nagaeT, HanpumMep, AaHHble, XpaHUMble Ha NepCcoHasbHbIX TEXHUYe-
CKMX yCTpOWCTBax ayTeHTUMKaLUN: TOKEHAX, CMapT-KapTax U UHbIX HOCUTeNAX;

- YTO-TO, YTO CBOWCTBEHHO CY6BLEKTY MU 06bLEKTY AOCTyna, Hanpumep, GUomMeTpuyeckne gaHHble PU3NUYECKOro
nuua — neranbHOro cybbekTa gocryna.

2 AganTupoBaHo u3 [4].

3.28 ogHohakTOopHas ayTeHTudukaunsa: AyTeHTudnkauns, 418 oCyLWeCcTBIEHUS KOTOPO NCNONb3y-
eTca oAvH hakTop ayTeHTUdUKaLmK.

3.29 MHOrodpakTopHasa ayTeHTUdMKauma: AyTeHTudukauus, Ans ocyLecTB/IeHNs KOTOPO NCNosb3y-
10TCA ABa 1 60/1€0 pasMyHbIX DaKTopoB ayTeHTUdMKaLuy.

3.30 ABYXCTOPOHHAA ayTeHTudukauusa: MeTog ayTeHTUdmKaumm 06B-LEKTOB U pPecypcoB A0CTyna,
obecneumBaoLwnii B3avMHYyl0 NMPOBEPKY NPUHAANEXHOCTU NpefbaBeHHbIX 06bEKTOM (pecypcom) goctyna
NAEHTUMKATOPOB NPY NX B3aVMOAENCTBUN.

MpunmevaHne — ApanTupoBaHo u3 (4].

3.31 co6bITUE 3aWuTbl MHOPMaLnn: NaeHTUULMPOBAHHOE BO3HWUKHOBEHUE U (UIM) U3MEHEHUe
COCTOSHNS 00BbEKTOB MHGOpMaTM3auun (OUHAHCOBOW OpraHusauuu, AeicTBus paboTHUKOB (hMHAHCOBOIA
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opraHusauuy 1 (WIn) UHbIX NULL. YKa3biBaloLwme Ha BO3MOXHbIV (MOTEHLMaAsbHbIN) MHUMAEHT 3alWuTbl MHop-
mauum.

MpumevyaHne — ApantuposaHo n3 FOCT P MCO/M3K 27001.

3.32 MHUMAEHT 3awnTbl HopMaLmn: OLHO UM CEPUA CBA3AHHbIX HEXeNnaTesNbHbIX WK HEeOXu-
[aHHbIX COObITUIA 3aWmnTbl MHOPMALMK, KOTOPbIE MOTYT MPUBECTU K PUCKY HApYLIEHWUS! BbINOJIHEHWUA 6GU3-
Hec-npoLeccoB, TEXHOMOIMMYECKMX NPOLECcCoB (PUHAHCOBOI OopraHusauum u (Mnn) HapywmnTb 6e30nacHoOCTb
UHdopMaLum.

MpumevaHnsa

1B cocTaBe TUNOB VHUWAEHTOB 3aWuUTbl MHOPMaLUN PEKOMEHAYETCA KaK MUHMYM paccMaTpuBaTh:

- HecCaHKLMOHMPOBaHHbI/ 4OCTYN K MH(hopMaLuu;

- HapylweHue B o6ecrneyeHunn 3awutbl MHGOPMaLMKM, BKAKOYAA HapylleHne paboTbl TEXHUYECKUX Mep 3aluUTbl UH-
dhopmaLumn. nossneHne yasBuMocTell 3awmnTbl UHopMaLK;

- HapyuweHue TpeboBaHuii 3akoHogaTenbcTBa Poccuiickoit degepauuv, B TOM YMC/e HOPMATUBHbIX akToB BaHka
Poccum, BHYTPEHHNUX AOKYMEHTOB (DMHAHCOBOI opraHm3anumn B 061acT o6ecneyeHus 3awmTbl MHopMaymm:

- HapylleHne pernamMmeHTUPOBaHHbIX CPOKOB BbIMOMIHEHUA Mpoueayp v onepauywii B pamkax npegoctasieHus du-
HaHCOBbIX YCNYT;

- HapylleHue yCTaHOB/IEHHbIX NoKa3aTtenei npefocTasneHns PUHaHCOBLIX YCAYT;

- HaHeceHue (hrHaHCOBOrO yllep6a (hHAHCOBOW opraHM3almmn, ee KNMeHTaM U KOHTpareHTam;

- BbIMOJIHEHME Onepayunii (TpaH3akuuii), NpMBOAALMX K (OMHAHCOBbLIM MOCNeACTBUAM (hMHAHCOBOW opraHusauuu,
ee K/IMEHTOB U KOHTPareHToB, OCYLeCTBNEeHNE NepeBoA0B AEHEXHbIX CPEACTB N0 PacNopsHKEHUIO NnL. He obnagatoLmnx
COOTBETCTBYIOLMMU NOTHOMOUUSIMU, WU C UCMOSIb30BAHMEM MNCKAXEHHOI MHhopMaLuun, cogepxatleiic B COOTBETCTBY-
IO MX pacnopsHXeHnaxX (3N1eKTPOHHbIX COOBLLEHNAX).

2 AganTtupoBaHo n3 FOCT P MCO/M3K 27001.

3.33 ynpaBnieHne MHUMAEHTAMW 3alWmnTbl MHDoOpMaLuumn: [leaTenbHOCTb N0 CBOEBPEMEHHOMY O6Ha-
PY>XXEHWUI0 MHLUNAEHTOB 3alynTbl MHOPMaLVK, afekBaTHOMY 1 OnepaTMBHOMY pearpoBaHuio Ha HUX. Hanpas-
NIeHHas Ha MUHUMMU3auMio U (MNKN) NUKBUAALMIO HETaTUBHBIX MOCNEACTBUA OT UHLMAEHTOB 3aluTbl MHAOP-
maumun gnsa prmHaHCOBOI opraHm3auuy n (UNn) ee KINEHTOB, a Takke Ha CHKEHNE BEPOSITHOCTW NOBTOPHOIO
BO3HUKHOBEHWA UHLMAEHTOB 3aluUTbl MHpopMaLIK.

3.34 rpynna pearvpoBaHus Ha UHLWAEHTbI 3alunTbl UHhopmayun; FTPU3N: OelicTByowas Ha no-
CTOSIHHOW OCHOBe rpynna paboTHMKOB (hMHAHCOBOW opraHu3auun u (Mn) UHbIX UL, NPUBIEKAEMbIX €. KO-
TOopas BbINOMHAET pernaMeHTpoBaHHble B (hMHAHCOBON opraHu3aumn npoueaypbl pearMpoBaHna Ha MHLK-
OEeHTbl 3aWuTbl MHOpMaLnK.

3.35 nHdhopmauns koHduaeHuManbLHoOro xapakrepa: Hdopmaums, Ana KOTOPO B COOTBETCTBMN C
3aKkoHoAaTeNIbcTBOM Poccuiickoli ®efepaunu, B TOM Yuciie HOpMaTvWBHbIMU akTamu BaHka Poccun, n (nn)
BHYTPEHHUMU AOKyMEHTaMn (OUHaAHCOBOV OpraHusaunm obecneyrBaeTcsi COXpaHeHWe CBOMCTBA KOH(UAEH-
LnasibHOCTH.

3.36 yTeuka uHtopmaumn: HekoHTponmpyemoe (hVHAHCOBOW OpraHusauvei pacnpocTpaHeHue WH-
hopmaummn KoHnaeHLManbLHOro xapakrepa.

MpumevaHune — AgantuposaHo ns FOCT P 53114,

3.37 3awuTa nHpopmaymm oT yTeuku: 3almta UHopMaLuUu, HanpasieHHas Ha npejoTBpalleHue
HEKOHTPO/IMPYEMOro (hMHAHCOBOI OpraHu3auueli pacnpocTpaHeHnst MHopMaLMU KOH(UAEHUNANBHOIO Xa-
paktepa.

MpumevaHune — ApantupoBaHo n3 FOCT P 50922.

3.38 cepBepHble KOMNOHEHTHI BUpTyanu3auun: CoBOKyNmHOCTb rMNepBu3opa, TEXHUYECKUX CPeACTB,
HeobXxoAMMbIX ANS (PYHKLMOHUPOBAHUS TMNEpPBU30pa, TEXHUYECKNX CPeACTB, NpeAHas3HayYeHHbIX Ans ynpas-
NeHVs1 U aAMVHUCTPUPOBaHUS runepeusopa. MO. NnpefHas3HauYeHHOro 415 NpeAocTaBeHns 4ocTyna K BUPTY-
anbHbIM MawwmHam ¢ APM nonb3oBaTteneli (Hanpumep, 6pokep coeanHeHui).

3.39 6a30BbIii 06pa3 BUPTyanbHO MawnHbl: O6pa3 BUPTYasibHOM MallUHbI, UCNOJIb3yEMbINA B Kave-
CTBe NMepBoHayasibHOro obpasa npu 3anycke (3arpy3ke) BUPTyasibHOM MalLnHbI.

3.40 Tekywnii o6pa3s BUPTyanbHON MalwmnHbl: O6pa3 BUPTyanbHOW MallvHbl B ONpeAesieHHbIn (Teky-
M) MOMEHT BPEMEHN ee (PYHKLNOHNPOBaHWS.

341 nHopMaLOHHbIA 06MeH MexAy BMPTyasbHbIMWU MalwunHaMmn: MexnpoueccopHoe B3auMo-
[JelicTBMe. a Takke ceTeBble MH(POPMAaLMOHHbIE MOTOKM MeXAy BUPTyalbHbIMM MaluMHamu, B TOM YMcne pea-
nv3yemble cpefcTBaMu runepem3opa v BUPTyasibHbIMU BbIYNCIUTENbHBIMU CETAMM.
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3.42 cnctema XpaHeHus fgaHHbIX BupTyanusaummn (cuctema XpaHeHuss faHHbix): COBOKYMHOCTb
TEXHUYECKUX CpeacTB, NpefHa3HauYeHHbIX 418 XpaHeHUs AaHHbIX, UCMO/b3yeMbIX NPy peanusauny BupTyanu-
3auun. B TOM Yncie 06pasoB BMPTYasibHbIX MALVH U faHHbIX, 06pabaTbiBaeMbiX BUPTyaibHbIMW MalLlMHaMMU.

3.43 3al4mMTa OT BPe4OHOCHOrO Kofa Ha ypoBHe runepsu3opa: Cnocob peanvsalmmn 3awmTbl OT Bpe-
[OOHOCHOTO Koa BUPTYasbHbIX MallnH C UCMO/Ib30BaHMeM NPOrpamMMHbIX CPeACTB 3aluTbl OT BPEeAOHOCHOIo
Koga, PyHKLMOHMPYHOLLMX KaK OTAeNbHble BUPTya/ibHble MallvHbl Ha YPOBHe runepsusopa, 6e3 Hemocpea-
CTBEHHOW YCTAHOBKM areHToB Ha 3aliuLiaeMble BUPTYasibHble MallWHbI.

3.44 ueHTpann3oBaHHOe yrnpaB/eHne TeEXHUYEeCKUMYU Mepamm 3alnTbl UHOpMaLmnn: YnpaBneHue
cpeAcTBaMu M cUCTEMaMM, peanunsylolMyM TEXHUYECKEe Mepbl 3aluTbl MHOpMaLuM, MHOXECTBEHHO pas-
MelaembiMy Ha APM nosnb3oBaTtesield 1 3KcnayaTalMoHHOro nepcoHana.

NMpumeyaHue — B cocTaBe (hyHKUMIT LLeHTPaNM30BAHHOTO YNpaB/ieHUs paccmMaTpuBaloTCA:

- aBTOMaTW3MPOBAaHHbIE YCTAHOBKA W 0GHOB/MIEHNE MO TEXHUYECKUX MEP 3alMTbl MHOPMALUK, NOMYHAEMbIX U3
€[JMHOrO0 (3TaJIOHHOTO) UCTOYHUKA;

- aBTOMaTW3VMpOBaHHOE 0GHOBMEHNE CUTHATYPHbIX 6a3 B C/ly4Yae UX UCMOo/b30BaHUs, NosyyaemMblX U3 eAnHoro (3ta-
JIOHHOTO) UCTOYHUKA, C YCTAHOB/IEHHOW NepPUOANYHOCTbIO;

- aBTOMaTM3MPOBAHHOE YCTaHOB/IEHWE NapaMeTpPOB HACTPOEK TEXHUUYECKUX MEP 3aLiMTbl MHOpPMaLMK, nosyyae-
MblX U3 €4NHOT0 (3TANIOHHOTO) UCTOYHUKA;

- KOHTPO/b LLeNoCTHOCTM MO TeXHUYECKUX Mep 3aluTbl MHGOPMaLMK, NapaMeTpoB HACTPOEK TEXHWYECKUX Mep
3aLUTbl MHCOPMALMK U CUTHATYPHbIX 6a3 NpY OCYLWEeCTBIEHUN UX aBTOMATU3UPOBAHHOI YCTAHOBKM U (1/11) 0GHOBNEHUW:

- KOHTPO/b L€NOCTHOCTW €4UHOI0 (3TA/IOHHOT0) NCTOYHMKA MO TEXHUYECKUX MEp 3alnTbl UHpopmaLum, napaMe-
TPOB HACTPOEK TEXHUYECKNX Mep 3aLynTbl MHGOPMALMN U CUTHATYPHbIX 6a3;

- LEHTPann30BaHHbI C60p AaHHbIX PEFUCTPALMM O COOLITUSX 3aLUTLI MHGIOPMALMU, (DOPMUPYEMBIX TEXHUYECKN-
MU MepamMu 3anTbl MHhopMaLum.

3.45 ypaneHHblii goctyn paboTHuka hMHAHCOBOWN opraHusauumn (yaaneHHblh gocTtyn): Jlornye-
CKWin 4OCTYN paboTHUKOB (PMHAHCOBbLIX OpraHn3aLnii, peanndyemblili U3-3a NpeaenioB BblYUCNTE bHbIX CETeN
(hUHaAHCOBbIX OpraHn3auuii.

3.46 pecypc nepcoHanbHbIX AaHHbIX: Ba3a AaHHbIX UK NHAas COBOKYMHOCTb NMEPCOHasIbHBIX AAaHHbIX
(CWH) MHOrux cy6bekToB MAH, 06beAUHEHHbIX 06LWMMKM LensaMm o0b6paboTku, obpabaTbiBaeMbIX PUHAHCOBOIA
opraHusauuein ¢ ucnosib3oBaHMeM Uan 6e3 UCNob30BaHNA 06bEKTOB MHhopMaTmsaumm, B Tom ymcne AC.

4 O603HaYeHNs 1 coKpalLeHns

B HacTosleM cTaHgapTe NpYMeHeHbl cnefytoLle cokpalleHuns:
APM — aBTOMaTU3MpOBaHHOe paboyee MecTo;

AC — aBTOMaTM3MpOBaHHasA cUCTema;

MAH — nepcoHanbHble AaHHble,;

NCMAH — nHdopMaLOHHbIE CUCTEMbI NEPCOHaNbHbIX AaHHbIX;
MHW — mMalunHHble HocUTeNn nHhopmalmu;

HC/l — HecaHKLMOHMPOBaHHbI AOCTYM;

MO — nporpammHoe obecreyveHue;

CK3W — cpepcTtBa kpuntorpadunyeckoii 3awutbl nHchopmayuu;
CBT — cpeAcTBO BbIYUCAUTENBHOW TEXHUKY;

CYB[, — cucTtema ynpasrneHusi 6a3aMu faHHbIX.

5 Ha3HauyeHune n CTpykTypa ctaHgapra

Pasgen 6 HacTosLero cTaHAapTa CoAepXuT:

- onucaHue o6Leli MeTOA0M0rM NPUMEHEHUST (PMHAHCOBbLIMW OpraHu3aLmsiMm TpeboBaHui Kk cogepxa-
HWI0 6a30BOro cocTtaBa Mep 3alMTbl MHOPMaLMK, ONpefeeHHOro B HACTOSLLEM CTaHAapTe;

- onpejeneHne ypoBHeit 3almnTbl MHOpMaLum, peanndyemMbix (OMHAHCOBO opraHm3aumvei.

Pazgen 7 HacTosiLero ctaHgapTa COAEPXKUT ANS KaX4Oro M3 ypoBHEN 3awuTbl MHopmaumm Tpebo-
BaHMA K coflepxaHuto 6a30BOro coctaBa Mep 3aluTbl MHpOPMALUW, NMPUMEHEHNE KOTOPbLIX HAMNPABIEHO Ha
HenocpefcTBEHHOE obecneyeHne 3awuTbl nHhopMauum (TpeboBaHns K cucTeMe 3aluTbl MHhopmaLlmn).

Pasgenbl 8 1 9 HacTosLLero cTaHAapTa CoAaepXart AN KaxAoro u3 ypoBHel 3alunTbl MHopMauun Tpe-
60BaHNA K colepXaHnio 6a30BOro CocTaBa Mep 3aluTbl MH(OPMAaLMK, HanpasieHHbIX Ha 06ecneyeHmne fox-
HOW NOMHOTBLI M KayecTBa peasimsauuy CMCTEMbI 3aLMTbl MHopMaLumn (TpeboBaHKs K CUCTeMe opraHusauum
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W ynpas/ieHVo 3awmnToin uHcopmauummn), BkIoYas TpeboBaHUsi K cofepxaHuio 6a30Boro coctaBa Mep Mo
o6ecneyeHunto 3alnTbl MHOPMaLUM Ha 3Tanax XM3HeHHoro yukna AC 1 NpuIoXeHuit.

B npunoxeHun A HacToALWEro cTaHAapTa NPUBEAEHO ONCaHNe OCHOBHbLIX NOMI0XeHwuli 6a30Boi Mogenu
Yyrpo3 1 HapylimTeneit oMHaHCOBbLIX OpraHu3aLuii.

B npunoxeHun B HacTosiwero ctaHgapTa npuBegeHbl COCTaB 1 CoAepXaHne pekoMeHAyeMbIX opraHu-
3aLMOHHbIX Mep. CBA3aHHbIX C 06paboTKon (hHAHCOBOW opraHn3aumnei NnepcoHasnbHbIX AaHHbIX.

B npunoxeHun B HacTosiLero ctaHaapTa NpuBeAeH nepeyeHb CoO6bITUIA 3aWuTbl MHd)OpMaLMK, NoTeH-
UManbHoO cBA3aHHbIX ¢ HCA 1 MHUMAEHTaMU 3alnTbl MH(OPMAaLUK, PEKOMEHAYEeMbIX A5 BbISBNEHUs, peru-
cTpauun 1 aHanusa.

6 OO6wure nonoxeHns

6.1 flesTenbHocTn hMHAHCOBOV OpraHn3auuy CBONCTBEHEH OMEpPaLMOHHbIV PUCK, CBA3AHHbINA C Hapy-
weHnem 6e30nacHOCTU MHhopMaLMK, YTO ABNAETCS 06bEKTUBHONM peanlbHOCTbIO, Y MOHWU3UTL 3TOT PUCK MOX-
HO NVWb [0 ONpefeneHHOro OCTaTOYHOro YPOBHSA. [N ynpaBneHus onepauymoHHbIM PUCKOM, CBA3aHHbIM C
6e30nacHOCTb0 nHopMaL MK, (PUHAHCOBONM OpraHM3auun Heo6xoanMo obecneyunTb:

- MAeHTUdUKaumio 1 yyet 06beKToB MHhopmaTusauum, B Tom yncne AC. BkIOYaeMblX B 061acTb Npu-
MEHEeHWs HaCTOALLEero ctTaHaapTa B COOTBETCTBUM C TpeboBaHMAMM HOpMaTKBHbIX akToB baHka Poccuu, ycTa-
HaBNMBaKLLMX 0683aTeIbHOCTb NPUMEHEHNS ero NOoNoXeHul (fanee — o6nacTb NPUMEHEHUS);

- NMPUMEHEHNEe Ha Pa3fNyHbIX YPOBHAX UHCHOPMALMOHHON UHAPACTPYKTYPbl BblGpaHHbIX hMHAHCOBOW
opraHusauuein mep 3awutbl MHCOPMaLMK, HanpasieHHbIX Ha HenocpeCcTBEeHHOe obecneyeHre 3alnTbl UH-
dopmaLmm U BXOAALWMX B CACTEMY 3alMTbl MHGOPMaLUM, TpeboBaHNS K COAepXaHuio 6a30BOro coctasa
KOTOPbIX YCTAHOB/IEHbI B pa3fjene 7 HacTosALWero cTaHaapTa;

- NMpUMeHeHue BbIbpaHHbIX (hMHAHCOBOI opraHu3aunein Mep 3awutbl MHOPMaLun, obecneyrBaroLLmnx
npvemnemblie Ans UHAHCOBOWN OpraHn3aluu MNOSIHOTY UM KayecTBO 3alinTbl MHGOpMaunn, BXOAALWMX B CU-
CTEMY OpraHusauum 1 ynpasfieHus 3alMToin nHdopmauun, TpeboBaHusa K coaepXaHuilo 6a30BOro cocrasa
KOTOPbIX YCTAHOB/IEHbI B pa3gene 8 HaCTOALLEero ctaHjapTa;

- NpuMMeHeHune BblGpaHHbIX (DMHAHCOBOW OpraHm3auuein Mep 3alnTbl MHpopMaL iy, Hanpas/eHHbIX Ha
obecneyeHne 3aWwuTbl MHPOPMALMM HA BCEX CTAAMAX XU3HEHHOTO Lukna AC 1 NpuoXeHunidi, TpeboBaHnsa K
cofepXaHuio 6a30BOro CocTaBa KOTOPbIX YCTaHOB/EHbI B pasfene 9 HacTosALero cTaHaapTa;

- OLLEeHKY OCTaTO4YHOro OnepaLyoHHOro pucka (OMHaHCOBOrO 3KBMBa/IEHTa BO3MOXHbIX NOTEPb), BbI3BAHHO-
rO HEMosIHbIM UM HEKAYECTBEHHbIM BbIGOPOM U NPUMEHEHUEM Mep 3awmTbl MHhopmauun, TpebosaHus K cofep-
XaHuto 6a30BOro coctaBa KOTOPbIX YCTaHOB/IEHbI B pa3fenax 7.8.9 HacTosLero ctaHgapTa, v 06paboTky ykasaH-
HOro pucka B COOTBETCTBMU C MPOLEAYpOii, onpeaeneHHon TpeboBaHsMM HOPMATUBHLIX akTOB BaHka Poccun.

MpumeyaHne — PekomeHfaLun No oLeHKe PUCKOB MHChOPMAaLMOHHON 6e30nacHOCTM nNpuBeaeHbl B [5] u [6].
Pe3ynbTaTbl OLEHKN PUCKOB MHOPMAaLMOHHON 6€30NacHOCTM MOFYT 6biTb UCMOMb30BaHbI MPU OLLEHKE OCTAaTOYHOro one-
PaLMOHHOr0 puUckKa, BbI3BAHHOTO HEMOJIHLIM MU HEKaYeCTBEHHbIM BbIGOPOM 1 MPUMEHEHNEM OPraHN3aLMOHHbIX U TEXHU-
YeckMx Mep 3awuTbl HOpMaLuu.

6.2 Mpu naeHTUdmKauMmn nyyete 06bEKTOB MH(hOpMaTM3aLnm (oMHaHCOBON OpraHn3aLmMmn Ao/KHbI pac-
cMaTpvBaTbCa. Kak MUHUMYM, ClefytoLlmne OCHOBHbIE YPOBHU MHDOPMALMOHHON MHPaCTPYKTYpbI:

a) CUCTEMHbIE YPOBHU:

- YpOBeHb annapaTHoro obecneyeHus;

- YpOBeHb ceTeBOro o6opyaoBaHus;

- YPOBEHb CETeBbIX MPUMOXEHWNIA N CEPBUCOB;

- YPOBEHb CEpPBEPHbIX KOMMNOHEHTOB BUPTyann3aLum, NporpaMMHbIX MHCOPaCTPYKTYPHbIX CEPBUCOB;
- YPOBEHb OMepaunoHHbIX CUCTEM, CUCTEM yrnpaBieHns 6a3aMn faHHbIX, CEPBEPOB MPUNOKEHWIA:

6) ypoBeHb AC 1 NPUNIOXEHWIA, IKCNIyaTUPYeMbIX NS OKa3aHNA hMHAHCOBbIX YCNYr B pamkax 6usHec-
MPOLLeCCOB MK TEXHOMOMMYECKMX NPOLEeCCOB (DUHAHCOBOV OpraHusaLmnm.

6.3 Bbi6op 1 NpumeHeHne UHaHCOBOW opraHunsauneli mep 3awuTbl MHOPMaLMK BKIKOYAET;

- BbI6Op Mep 3aWunTbl MHChOpPMaLuK, TpeboBaHUs K CoaepXaHuio 6a30BOro coctaBa KOTOPbIX YCTaHOB-
NeHbl B pasfenie 7 HacTosALWero craHjapTa,;

- aganTtauuio (YyTOYHEHME) Npyv HEOBXOAMMOCTM BbIOPAHHOIO COCTaBa U CoAepXaHus Mep 3aluTbl UH-
dopmaLum c y4eToM Mogenu yrpo3 u Hapywuteneit 6e3onacHocT nHgpopmauum hHaHCOBOW opraHu3auum
N CTPYKTYPHO-(DYHKLMOHA/IbHBIX XapakTepUcTMK 06beKToB nHdopmaTusauum, B ToMm yucne AC. BKIOYaeMbIX
B 06/1aCTb NPMMEHEHWS HaCTOALWEro ctaHjapTa;
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- UCKoYeHMe 13 6a30BOro coctaBa Mep. He CBA3aHHbIX C UCMOMb3yeMbIMU MHAOPMAaLMOHHBIMU TEXHO-
nornsamMu;

- AOMOJIHEHNE NPU HEOOXOAMMOCTM aAanTMPOBAHHOIO (YTOYHEHHOrO) COCTaBa W CofepxaHusa mep 3a-
LWMTbl MHOpPMaLMU Mepamu, o6ecneyrBaLL MMy BbINOSIHEHUE TPEBOBAHWI K 3aLnTe UHGOpPMaLMK, yCTaHoB-
NEeHHbIX HOPMAaTMBHbIMU NPaBOBLIMY akTaMu B 06/1acT 06ecneyeHns 6e30nMacHOCTY 1 3auTbl MHopMaLuu;

- NMpUMeHeHne AnA KOHKPeTHOW 06nacTv afAanTMpOBaHHOTO (YTOYHEHHOr0) W [OMNO/IHEHHOrO cocTasa
Mep 3aluTbl MHOpMaLMn B COOTBETCTBUM C NOMIOXEHNAMN pa3fenos 8 1 9 HacTosLero ctaHaapTa.

6.4 Tpy HEBO3MOXHOCTW TEXHUYECKOW peann3auum oTAe/bHbIX BbIOPaHHbIX Mep 3alMTbl MHhopMaLmK,
a TaKKe C y4eTOM 3KOHOMWYECKON LenecoobpasHocTy Ha atanax agantauuy (yTouHeHus) 6a30BOro cocta-
Ba Mep MOryT pa3pabatbiBaTbCs MHble (KOMMEHCHPYOLME) Mepbl, HanpaB/ieHHble Ha HelTpanusauno yrpos
6e30nacHoOCTM MHopMaLmu, onpegeneHHbIX B MOAeNN Yrpos, 1 Hapywuteneii 6e3onacHocT! MHdopmauum
(hMHaAHCOBO opraHmn3auun.

B aTom c/nyyaB (hvHAHCOBOW opraHu3aunein foMKHO 6biTb NPOBEAEHO 060CHOBAHME MPUMEHEHNSI KOM-
NeHcupyrLWwmx Mep 3alnTbl MHopMaLmu.

MprYMeHeHVe KOMMEHCHPYOLWNX Mep 3alnTbl MHOpMaLMN JO/MKHO ObiTh HaMpaB/ieHo Ha 06paboTky
onepaLMoHHOro pucka, CBA3aHHOIO C peanu3aumeli Tex xe yrpos 6esonacHocTy MHopmauuu, Ha HelATpanu-
3aLMi0 KOTOPbIX Hanpas/ieHbl Mepbl M3 6a30BOr0 cocTaBa Mep 3aluTbl MHOPMaLMN HacToALWEero cTaHaapTa,
He npumeHsieMble (DUHAHCOBO opraHv3aLmeli B CBA3M C HEBO3MOXHOCTbIO TEXHUYECKON peanunsaunm n (unw)
3KOHOMMYECKOW L,enecoobpasHoCTbIo.

6.5 CHMWXeHne onepaLMoHHOIO pucka, CBA3aHHOIO C HapylueHnem 6e3onacHocTu uMHdopmauun, obe-
creynBaeTcs NyTem Hajsexalero Bbibopa, MOBbILWEHWSA MOSIHOThI U KayecTBa NPYMEHeHNs COOTBETCTBYHO-
WMX Mep 3awuTbl nHcopmMauun. MoaHoTa 1 KayecTBO NPUMEHEHUA Mep 3awuTbl MHopMaLlMn gocturaeTcs
nnaHMpoBaHneMm, peanusauveil, NPOBEPKO N COBEPLUEHCTBOBAHNEM CUCTEMbI 3alyWTbl MHOPMaLUK, OCy-
LLeCTBNSIEMbIMU B PaMKax CUCTEMbI OpraHu3aLuy 1 ynpasneHns 3almToin nHopmauum, a Takke npuMeHe-
HVeM Mep 3aLnTbl MHOPMALMKU Ha 3Tanax XU3HeHHOro Lukna AC v NpunoxeHuit.

6.6 OLeHKka OCTaTOYHOr0 OnepaLMoHHOro0 pUCKa, CBA3AHHOMO C HEMOJHbIM WM HeKauyeCTBEHHbIM Npu-
MEeHeHMeM Mep 3aluTbl MHPOPMAaLMKM, BXOAALWMX B CUCTEMY 3aluUTbl MHhopMaLmn, OCyLLecTBASETCA B CO-
OTBETCTBMM C MpoLeaypoli, onpefeneHHo TpeboBaHNAMY HOPMAaTUBHbLIX akToB BaHka Poccun, Ha ocHoBe
OLIeHKW nokasaTesnieil COOTBETCTBUA peasm3aluy CUCTEMbI 3alnTbl MHhopMaLum hHaHCOBOW opraHu3auum
TpeboBaHMAM pas3genos 7, 8 n 9 HacToALwero cTaHgapTa.

OueHKy nokasartesieli COOTBETCTBUSA peasiv3aLuy CUCTEMbI 3aLnTbl MHQOpMaLnM hMHaHCOBOI opraHu-
3auum TpeboBaHMAM, YCTAHOB/EHHbIM B pasfenax 7.8 n 9 HacTosLero ctTaHaapTa, crefyeT ocylWwecTBNSATh B
COOTBETCTBUW C METOAMKOW, NPMBEAEHHON B COOTBETCTBYIOLLLEM HALMOHA/IbHOM CTaHAapTe.

6.7 Hactoawuii ctaHgapT onpeaensieT TPy YPOBHSA 3aLinTbl MHhopMaLn:

- YpOBEHb 3 — MUHVMaSIbHBbIN;

- YPOBeHb 2 — CTaHAaPTHbIN;

- YPOBEHb 1 — YCU/IEHHbINA.

B chmHaHcoBOI opraHu3aumn hopmMypyoTCa OAUH UM HECKONbKO KOHTYpOB 6e30nacHocTu, ANS KOTO-
PbIX MOXeT ObITb YCTAHOB/IEH Pa3HbIii yPOBEHb 3aLynTbl MHOPMALN.

YpoBeHb 3aWuTbl MHpopMaLM UHAHCOBOM opraHu3auun ANns KOHKPETHOro KOHTypa 6e30nacHocTu
ycTaHaB/MBaeTCsa HOpMaTUBHbIMK akTamu BaHka Poccumn Ha ocHoBe;

- BuAa AeATeNbHOCTN PMHAHCOBOW OpraHu3auun, coctaBa npegocTasBnsgeMbix (hHAHCOBBIX YCNyr, pe-
anusyembix 6MU3HeC-NpoLeccoB 1 (UNKN) TEXHOOTMYECKMX MPOLECCOB B pamkax faHHOro KoHTypa 6esonac-
HOCTW;

- 06bema (hMHaHCOBbIX Onepauuii:

- pa3vepa opraHusauuun, OTHeCeHUs (PMHAHCOBOW OpraHusauuMn K KaTeropuu Masbix NpeanpuaTuii u
MUKpONpeanpuaTuii,

- 3HAYMMOCTN (DMHAHCOBOW OpraHusauMn ANsS PUHAHCOBOIO PbIHKA W HALMOHA/IbHON NAaTexHon cu-
CTEMBI.

6.8 Peanusauuio TpeboBaHuWil kK cogepxaHnto 6a30BOro coctaBa Mep 3aluTbl UHOpPMaLun Ana cnegy-
O MX YPOBHEN 3awwuTbl UHPOPMaLUM, YCTAHOB/IEHHbIX HACTOALLMM CTaHAapTOM, PEKOMEHAYeTCS UCNOMb30-
BaTb (PUHAHCOBbLIMW OpraHm3aunaMn ans obecnevyeHnss BbINOMHEHMSI TPEGOBaHWI K 3aLUMTe NepPCOHasbHbIX
[JaHHbIX Npu UX 06paboTke B MHPOPMALMOHHbBIX CUCTEMAX NepcoHanbHbIX AaHHbIX (MCMAH):

- AnA obecnevyeHns COOTBETCTBUSA YETBEPTOMY YPOBHIO 3aALLUMLLEHHOCTU MEPCOHasbHbIX AaHHbIX MpU
nx o6paboTke B CMAH. ycTaHOBNEHHbIX MpaBuTenscTBoM Poccuiickoii degepauun (7). pekoMeHayeTcs uc-
nonb3oBaTh TpeboBaHUS, YCTAHOB/IEHHbIE HACTOALMM CTaHAAPTOM A8 YPOBHA 3 — MUHUMANbHbIA:
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- Ansa obecneyeHns COOTBETCTBUSA TPETbEMY U BTOPOMY YPOBHAM 3alLMLLEHHOCTN NEPCOHAsIbHbIX faH-
HbIX Npu ux o6paboTke B VCIIOH. ycTaHOBEHHbIX MpaBuTenscTBom Poccuiickoii depnepaunu [7]. peKoMeH-
fAyeTca ncnonb3oBaTb TpebOBaHUS, YCTAHOB/IEHHbIE HACTOALWMM CTaHAAPTOM A1 YPOBHA 2 — CTaH4apTHbIN:

- ANns obecneyeHns COOTBETCTBUS NEPBOMY YPOBHIO 3aLUULLEHHOCTN NEPCOHAsbHbIX faHHbIX NpU UX 06-
paboTke B NCIMAH. ycTaHOBNEHHbIX [MpaBuTenscTBoM Poccuiickoit defepauum [7]. pekoMeHAyeTcst UCNO/b-
30BaTh TPe6OBaHNA, yCTAHOB/IEHHbIE HACTOALLMM CTAHAAPTOM A1 YPOBHA 1 — YCUNEHHbIN.

CnpaBoyHas vHgopmauns no cocTaBy M COAEPXKaHWNIO PEKOMEHAYyEMbIX OpraHu3aunoHHbIX Mep. nog-
nexauwux peanusauum omHaHCOBOI opraHu3almeli B cBA3W ¢ 06paboTkoii MNAH B cOOTBETCTBUM C TpeboBaHu-
amu [81. npvBegeHa B NpuaoxeHun b k HacTosAwemy cTaHaapTy.

6.9 OcHOBOI1 ANs peanusayumn NpaBUILHOrO 1 3(hHEKTUBHOIO CNoco6a MUHUMU3ALUN BO3MOXHbIX MO-
ABNEHUI B AeATeNbHOCTU (hMHAHCOBOW OpraHn3aunm HenpuemMiembix An8 Hee onepaunoHHbIX PUCKOB, CBA-
3aHHbIX C HapyLleHrem 6e30nacHoCTN MHhopMaLum, ABAAIOTCA NPUHATLIE U KOHTPOMPYEMble PYKOBOACTBOM
dhvHaHCOBOW OpraHun3aLmn OKYMEHTbI, onpesensiowue:

- NoNUTUKY obecneyeHuns 3awmutbl MHchopMaLum hHaHCOBOW opraHu3auum;

- 06nacTb NPUMEHEHUS CUCTEMbI 3aLLMTbl MHOPMaLUK, ONMCaHHOW Kak nepeyeHb G13HeC-NpoLeccos,
TexHonormyeckmx npoueccos n (Mnm) AC dhMHaHCOBOW opraHv3auum;

- ueneBble nokasaTesiv BeIMUMHbI f0NYCTUMOrO OCTAaTOYHOro ONepaLoHHOro pucKa, CBA3aHHOIO C Ha-
pyweHnem 6e30nacHoOCT MHopmaLuu.

CogepxaHue nonuTrkm obecneyeHns 3aLmTbl MHOpMaL M1 (OMHAHCOBOM opraHnM3aunm AO/IHKHO cpeau
npoyero onpeaenaTtb:

- uenv v 3agauv 3aluTbl nHhopmalmuu;

- OCHOBHble TUMbI 3alLMLLaeMOoi UHhopmaLm;

- OCHOBHbIE MPUHLMNbLI U MPUOPUTETLI BbIGOPA OPraHn3aLMoHHbIX Y TEXHUYECKUX MEeP CUCTEMBI 3aLLUThbI
NHgOpPMaLUK 1 CUCTEMbI OpraHn3aLnn 1 yrnpasieHns 3aluToin nHopmalun;

- MNOJIOXEHNA O BblAENEHNN HEOBXOANMBIX U OCTATOUHbBIX PECYPCOB, NCMO/b3YEMbIX MPU NPUMEHEHUN
OpraHn3auMOoHHbIX N TEXHUYECKUX Mep. BXOAALUNX B CUCTEMY 3alnTbl MHOpMaLUK.

6.10 lMpv npoBeAeHnn paboT No NpegocTaBNEeHNo AOCTyNa K 3alyuiiaemol nHopmaumun puHaHCcoBO
opraHusauuun cnegyeTt pyKoOBOACTBOBATLCA CeAyOWMMU NPUHLMNAMKW, YCTaHOBNEHHbIMU AN PbiHKA PUHAH-
coBbix ycnyr B FOCT P MICO/TO 13569:

- «3HaTb CBOErO K/AWEeHTa»: MPUHUWM, peasn3alus KOTOporo B OCHOBHOM Hamnpas/fieHa Ha obnafaHuve
nHhopmaLmeli B OTHOLIEHNM 6/1aroHafeXHOCTH KNMEHTA, ero OCHOBHbIX NOTPEGHOCTE!, OTCYTCTBUSA €ro Hesa-
KOHHOW vNun HeneranbHON feATeNbHOCTU:

- «3HaTb CBOEro paboTHMKa»: NPVMHLMM, peannsauns KOToporo B OCHOBHOM Hanpas/ieHa Ha obnajaHue
nHopmaLmeii 06 OTHOLIEHUM PaGOTHMKOB (DMHAHCOBOW OpraHu3auuy K CBOMM Cy)Xe6HbIM 06A3aHHOCTAM,
HaMuMU y HUX BO3MOXHbIX NpPo6sieM, B TOM uYucne (PUHAHCOBLIX, VUMYLLECTBEHHbIX WIN JINYHbIX, KOTOPble
MOryT NMOTEHUMaNbHO NPMBECTYN K [eiCTBUAM, HanpaBieHHbIM Ha HapylleHne TpeboBaHuii K 3awute nHdop-
VETITZI7

- «Heob6XxoAMMO 3HaTb»: MPUHLMM, peanusauus KOTOPOro B OCHOBHOM Harpas/ieHa Ha orpaHuyeHve
npas 10rMYeckoro n (nun) rnsnyeckoro Aoctyna paboTHUKOB (HMHAHCOBON OpraHu3auun Ha YpoBHE, MUHU-
MasibHO HEOOXOAMMOM A5 BbINOIHEHUSI CYXXEOHbIX 06513aHHOCTEIA;

- «[lBOHOE ynpasfieHne»: NPUHLMM, peanu3aumns KOTOpPoro B OCHOBHOM HampaB/ieHa Ha COXpaHeHue
LLe/IOCTHOCTU M HEN3MEHHOCTU MHDopMaLMmn NyTem Ay61MpoBaHns (aairopuTMUYECcKoro, BpEMeHHOro, pecypc-
HOTO MM UHOTO) fleiCTBUIA CY6BEKTOB AOCTYNa B paMkax peanmsauuy pMHaHCOBbIX onepauuii u TpaH3akLuii,
BbINO/IHAEMOrO [0 UX OKOHYAaTesIbHOTO 3aBepLUEHNS.

6.11 dnHaHCOBOI OpraHu3auMn pekomeHayeTcs obecneyrBaTb aBToMaTU3aL Mo NpeAocTaBnseMbIx hu-
HaHCOBbIX YCNyr, 6GU3HEC-NPOLLECCOB, TEXHOIOMMYECKMX NPOLECCOB 1 (UNK) 06paboTKy 3alnLLaeMOi NHGOP-
mMauum c ucnonb3oBaHvem AC v NpUNOXeHWA, co3gaBaembix (MoAepHU3MpyeMbIiX) OUHAHCOBOW opraHusa-
Lnein camocToATeNbHO U (MNK) C NPUB/IEYEHNEM CTOPOHHMX OpraHu3auuii.

0O65a3aHHOCTbL 06ecneyeHns hMHAHCOBOM opraHu3aumeil aBTomaTusauum 6U3HeC-NPoLECCOB, TEXHOSO-
rMyeckmnx npoueccos u (nam) o6paboTku 3awmiaemMoin MHchopmalmn ToNbKo ¢ npuMmeHeHnem AC ycTaHaBnu-
BaeTcsA TpeboBaHMAMN HOPMATUBHBIX akToB BaHka Poccuu.

6.12 drHaHCOBas opraHu3auns caMoCcToATEIbHO onpeaensieT He06XoA4MMOCTb UCNOIb30BaHUA CPEACTB
KpunTorpadmyeckoi 3awmutbl nHpopmauum (CK3W), ecnu nHoe He npefycMOTpeHo dhefepasibHbIMU 3aKo-
HaMn 1 MHbIMW HOPMAaTUBHBLIMW NPaBOBbIMK akTamn Poccuiickoli ®efepaunmn, B TOM Ync/ie HOPMATUBHBLIMU
aktamu baHka Poccum, cTaHgaptamu, npaBunaMu NpPogeccMoHasIbHOW AeAaTensHocTH, U (Mnun) npasunamu
nnaTeXxHoin cucTeMbl.
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PaboTbl (huHaHCOBOI opraHu3aLmmn no obecneyeHnto 3aLnTbl Hopmauun ¢ nomolsbio CK3W nposo-
[OSITCS B COOTBETCTBUM € TpeboBaHUsIMU 3akoHogaTesnbeTea Pd [9]. [10] u [11] u TexHUYeckoli AoKyMeHTauunelh
Ha CK3W.

B cnyyae ecnu dpmHaHcoBasi opraHmsaumsa npumensieT CK3W poccuiickoro npousBoguTens, ykasaHHble
CK3W pomkHbl MMeTb cepTudmkaTtbl UK paspelueHns egepasnbHOro opraHa, yrnosiHOMOYeHHOro B o6n1actu
obecneyeHns 6e30nNacHOCTW.

6.13 HOpuauueckne nuua nn MHAMBUAYanbHblE NpeanpuHUMaTeny, NpuBaekaemble (OMHAHCOBOW op-
raHusauvei ana nposedeHus paboT no obecneyveHnio 3awuTbl MHQOPMaLMK, AO/MKHbI UMETb JIMLEH3NI0 Ha
[eATeNbHOCTb MO TEXHWYECKON 3awmTe KOHPUAEeHUNanbHOW nHopmaLlun.

7 TpeboBaHuA K cucteme 3awutbl MHDOpMaLUn

7.1 O6wme NoNOXeHNN

7.1.1 HacTtosiwwmin pasfen yctaHaBnuBaeT TpeboBaHNA K coAepXaHuio 6a30BOro coctTaBa Mep 3aliuThbl
UHdopMaL MM AN crefyoLmxX NpoLeccoB (HanpasneHwuii) 3aWwuTbl MHhopMaLmn:

a) npouecc 1 «ObecneyeHne 3almTbl MHOOPMALMK NPU YNpaBIeHUN JOCTYNOM:

- ynpaBfieHue y4yeTHbIMU 3anucamMn 1 NnpaBamMn Cy6bLEeKTOB I0rMYeckoro AocTyna;
- naeHTUdUKauma, ayTeHTudmkauus, astopmsaumns (pasrpaHuyeHre gocTyna) npu ocyllecTsrie-

HUK N10TMYECKOro JocTyna:

- 3awWwmTa uHdopmalmn Npu ocyLwecTBeHnn hn3nYeckoro 4ocTyna;
- naeHTUdMKaums, knaccudukaumsa n yyeT pecypcos 1 06bEKTOB JOCTyna:

6) npouecc 2 «ObecneyeHne 3alUnTbl BbIYNCIUTENbHBIX CeTel»:

- CerMeHTauusa v MexXceTeBoe 3KpaHWPOBaHWE BbIYUCUTENbHbIX CeTel;
- BbIIBNIEHNE CEeTeBbIX BTOPXEHWIA U aTak;

- 3awmTa uHdopmauuu, nepefaBaemoi No BbIYUC/IUTENbHLIM CETAM;

- 3awmTa 6ecnpoBOAHbIX CeTe;

B) npouecc 3 «KOHTPO/Ib LLeNOCTHOCTY M 3aLUMNLLEHHOCTU MHPOPMALMOHHON NHPPACTPYKTYPbI»;

r) npouecc 4 «3awuta oT BPeAOHOCHOTO Kogax;

4) npouecc 5 «lMpegoTepatleHne yrevek MHhopmaLlumn»;

e) npouecc 6 «YnpasneHne NHUMAEHTaMu 3awmTbl MHhopMaLMmn»:

- MOHWTOPWHT 1 aHann3 cobbITUiA 3aWwuTbl MHhopMaLmu;
- 06HapyXeHne NHUMAEHTOB 3aluTbl MHCHOPMaLUN N pearnpoBaHne Ha HIX;

X) npouecc 7 «3awmTa cpefbl BUpTyanusauum»;

1) npouecc 8 «3alymTa MHopMaLuy Npu OCYLLECTB/IEHNN YAANIEHHOIO SI0TMYeCKOro AoCcTyna ¢ UCnosb-
30BaHMeM MOOUbHBIX (TEPEHOCHBIX) YCTPOWCTB».

7.1.2 Mepbl 3alnTbl MHOPMAL K, BXOAALLME B CUCTEMY 3alUTbl MHCIOPMaLUK, peann3yoTcs:

- B COOTBETCTBUW C MOJIOXEHNAMU pa3fenos 6.8. 9 HacToAWero ctaHaapTa,;

- C OrpaHuMyYyeHVsAMK 1 yCNoBUSIMU, OnpeaeneHHbIMU B pasfene 6 HacTosLwero ctaHgapTa, 06ycnoBneH-
HbIMW TEXHWYECKO BO3MOXHOCTbIO M 3KOHOMMWYECKOW LenecoobpasHoCTblo (pUcK-anneTuTom) OUHaHCOBO
opraHusauuu.

7.1.3 B cnyyae BO3HWMKHOBEHUSI B MHDOPMALMOHHON MHpacTpykType hMHaHCOBOI opraHu3auun 3a-
hVKCUPOBAHHbIX HeLITaTHbIX CUTyauuii (aBapuii AN CyLLECTBEHHOTO CHKEHUSA PYHKLMOHANbHOCTU KOMMO-
HEHTOB VH(pOPMAaLMOHHOW NHPPACTPYKTYPbI), NP KOTOPbLIX BPEMEHHO OTCYTCTBYET TEXHUYECKas BO3MOXHOCTb
NPUMEHEHUs BCeX Mep 3awuTbl MHOpPMaLMKU, BXOAAWMUX B CUCTEMY 3aliuTbl MHdOpMauum, duHaHcoBas
opraHv3auusi Ao/KHa NpefycMOoTpeThb OCYyLLeCTBNIEHNE SKCNTyaTaluoHHbIM NepcoHanoM AeicTBui, Hanpas-
NIEHHbIX Ha BbIMOJ/IHEHNE CBOUX CNYXeOHbIX 06A3aHHOCTEN B YCNOBUAX OTCYTCTBUSA NPUMEHEHUS OTAE/bHbIX
Mep 3aluTbl UHPOPMAaL MK, a TakKe AOHKHbIA KOHTPO/Ib YKa3aHHbIX AeACTBUIA.

7.1.4 Mepbl 3alWmnTbl MHhOPMaLMK, BXOASLME B CUCTEMY 3aliuTbl MHhOpMaLmMK, peanusyloTcs B TOM
yncne gna obecneyveHns 3aunTbl:

- pe3epBHbIX KOMWIA pecypcoB AocTyna, 6a3 faHHbIX U apXMBHbIX XpaHWUAULL, MHchopmaLuum;

- UHdopmauumn, obpabaTbiBaEMO Ha BUPTYasbHbIX MallvMHaX, a Takke npu peanusauuy TEXHONoruu
BUpTyanm3auuu.

7.1.5 Mpu hopmrpoBaHUN AaHHBIX PerncTpauuy o CobbITUAX 3aluTbl UHGOPMaLUK, NpesycMoTpeH-
HbIX HACTOALLUM CTaHAapTOM (PeKoMeHAyeMblli AN BbIABMEHNSA, perncTpauum n aHannsa nepeyeHb cobbiTuit
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3alnTbl UH(hOpMaLMK YCTaHOB/EH B MPU/IOXEHMN B HacTosiwero ctaHgapTta), AN Kax[oro mkecmpyemoro
AelcTBuA u (Mnun) onepaumm onpegensieTcs cnegylwnii Habop napameTpoB:

- [aHHble, NO3BONAIOWME NAEHTUANLMPOBATL BbINOSIHEHHOE AEeCTBME UM ONepaLuio:

- [aTta u BpeMs OCYLLEeCTB/IEHUsI AeCTBMS UK onepauuu;

- pe3ynbTaT BbIMNOSIHEHNSA AEACTBUA UK onepauun (YCrnewwHo Uin HeycneLiHo);

- UAEHTUdMKaLMOHHbIE AaHHble CyObekTa A0CTyNna, BbIMOHMBLLETO ONepauuio;

- MAeHTUdUKaLNOHHbIE AaHHbIE pecypca A0CTyna, B OTHOLWEHMN KOTOPOro BbIMOSIHEHA Onepauus;

- UAEHTUUKALMOHHbIE AaHHble, UCMOJb3yeMble ANA aapecauun o6bekTa A0CTyna, KOTOpPbIA UCMOMb-
30Basica cy6bekTamu focTyna A5 BbiNOSIHEHUS onepauuunl).

7.1.6 Cnocobbl peanunsauum mep 3awnTbl MHhOpMaLUn, yCTaHOBMEHHbIE B Tabimuax pasgena 7 HacTo-
sllero ctaHaapTa, 0603HayYeHbl cneaywmum obpasom:

- «O» — peanusauus nyTeM NMpUMEHEHNS OpraHn3aLVoHHOW Mepbl 3aWwuTbl HQOPMaL M2,

- «T» — peanusayus nytem NPUMeEHEHNA TEXHUYECKO/ Mepbl 3aluUTbl UHGopMaLmu;

- «H» — peanusauus ABnseTcA Heo6sA3aTeNbHON.

7.2 Mpouecc 1 «O6ecneyeHre 3aWuTbl MHHOPMAL MK NPU yNpaBaeHUN JOCTYNOM»

7.2.1 MNopnpouecc «YnpasieHne yyeTHbIMKU 3anucaMu 1 npaBaMun cy6bekTOB /S1IOTMYECKOro 40-
cTtyna»

7.2.1.1 MpumeHsiemMble (DMHAHCOBOI OpraHu3aLlmeil Mepbl N0 YNPaBAEHUIO YHETHbIMY 3anucamu 1 npa-
BaMu CyObEKTOB /IOTMYECKOro A0CTyna AO/MKHbI obecneunsathb;

- OpraHM3aumio U KOHTPO/b UCNO/b30BaHMSA YYETHbIX 3anuceii Cy6bekToB OrMYecKoro 4ocTyna;

- OpraHusauuio 1 KOHTPOsb NpefocTaBieHns (0T3biBa) U 6/IOKMPOBAHNSA IOTMYECKOro A0CTyna;

- perucTpaumio cobbITUiA 3awWuThl UHCHOPMALUK, CBA3AHHbIX C ONepaLusiMu C YYETHbIMW 3anucsiMun u
npaBamMu I0rM4eckKoro AocTyna, 1 KOHTPOJIb UCNOJIb30BaHUA NMPefoCTaB/IEHHbIX NPaB IOrMYecKoro AocTyna.

Mpu peanusauymn nognpouecca «YnpasieHne yYeTHbIMU 3anMcaMn U npaBaMn Cy6beKTOB SI0rMYeCcKoro
[ocTtyna» pekomeHgyetcs ucnosb3osaTte FTOCT P 50739.

7.2.1.2 ba3oBblil COCTaB Mep NO OpraHM3aLuy U KOHTPOSIIO NCMOMb30BaHNA YYETHbIX 3anuceli Cy6bekToB
JIOTMYECKOro [OCTyna NPYMEHNTENbHO K YPOBHAM 3alluTbl MHhopMaumn npusefeH B Tabnuue 1.

Ta6nuuya 1— Ba3oBblii COCTAB Mep NO OpraHu3aLmy U KOHTPOIO UCMO/b30BaHUSA YYeTHbIX 3anuceil Cy6bLeKToB Noru-
ueckoro gocTyna

YcnosHoe YpoBeHb 3aLLmThbI
MHdhopmaLm
0603HaveHne CopepxaHue Mep crcTeMb! 3aLLyTbl HopMaLmm
1 HOMep Mepbl 3 2 1
Y3n.1 OcyuecTB/IEHNE NTOTMYECKOT0 fOCTyna Nosib30BaTeniiMy U 3KCnayaTalMoHHbIM T T T
NepcoHasiom Noj YHUKanbHbIMU W NEPCOHNMULMPOBAHHBIMW YYETHbIMU 3anu-
cAMU
y3n.2 KOHTpo/b coOTBETCTBUA (DAKTUYECKOro coctaBa pPa3b/ioKMPOBaHHbIX YUYeTHbIX (0] (@] T
3anuceii hakTMyeckomy cocTaBy fierasibHbIX CyGbEeKTOB SIOrMYecKoro AocTyna
Y3r.3 KOHTpO/b OTCYTCTBUA HE3a6/10KMPOBaHHbIX YUETHbIX 3anuncei: (0] 0] T
- YBOJIEHHbIX pabOTHNKOB;
- paboOTHMKOB, OTCYTCTBYHOLWMX Ha paboyem MecTe 6onee 90 kaneHAapHbIX
OHel;
- paboTHNKOB BHELIHUX (MOAPSAHBIX) OpraHu3auuii, NpekpaTMBLLNX CBOK Aes-
TeNbHOCTb B OpraHu3auun
y3n.4 KOHTpO/Ib OTCYTCTBUA HE3a6/10KMPOBaHHBIX YYEeTHbIX 3anuceil HeonpeaeneHHo- [0} [0} [0}

ro LesieBoro HasHadyeHuna

1B 3aBNCUMOCTM OT TEXHUYECKON peanusauun ngeHtTudmrkaymoHHolh nHdopmauvein asnsetca IP-agpec. MAC-
agpec. Homep SIM-kapTbl U (MK) UHOIN nAEHTUdKKATOP 06bEKTA fOCTyNa.

2* Mo pelueHnio OMHAHCOBON OpraHusalumn, cnocob «O» MOXeT 6biTh peann3osaH NyTeM NpUMEHeHUs TexHuue-
CKOVi Mepbl 3aLnNTbl UH(OPMALMY.
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7.2.1.3 BasoBblii cOCTaB Mep N0 opraHu3auun, KOHTPOJIO NpefocTaBneHns (0T3biBa) U GI0KMPOBaHNIO
NOTNYECKOro focCTyna NpYMEHNTENbHO K YPOBHSM 3aluTbl MHhopMaLmMn npusegeH B Tabnuue 2.

Ta6nuya 2 — Ba3oBblii COCTAB Mep MO OpraHn3aLmu, KOHTPOsI0 NpegocTaBneHuns (0T3biBa) U 6/10KMPOBAHMIO floTnYe-
cKoro goctyna

YpoBeHb 3aLmThI

YcnosHoe
MHdhopmaLm
0603HaveHne CopepxaHve mMep cvcTeMb! 3aLLyTbl HCopMaLmn chopmay
1 HOMEP Mepbl 3 2 1
Y3rn.5 [lokymeHTapHoe onpegeneHne npasun npegocrasneHunsa (0T3biBa) U 610KMpo- H (0] (6]
BaHVA N0rnMyYecKoro goctyna
Y3r.6 HasHauyeHne ans Bcex pecypcoB AoCTyna pacnopsiantesia 10rM4yeckoro 4ocTy- (0} (0} (0]
na (Bnagenbla pecypca fgocTyna)
y3n.7 MpepocrtaBnexHne npas /10rMYECKOro A4oCTyna fno peweHnto pacnopaanTens no- (0} (0} (0]
royeckoro goctyna (Bnagenbua pecypca focrtyna)
Yy3r.8 XpaHeHune aTaNoHHON MHGOpMaLun 0 NpesocTaBeHHbIX NpaBax I0rM4yeckoro (0} T T
AocTyna n obecneyeHne Lef0CTHOCTY yKa3aHHOW nHgopmaumm
Y3n.9 KOHTpO/b COOTBETCTBUA (DAKTUYECKNX NpaB SIOrMYeckoro focTyna aTasloHHOW (0] T T
MHOpMaL N 0 NpeAocTaB/eHHbIX NpaBax /IorMyeckoro goctyna
Y30.10 VicknoueHre BO3MOXHOIO 6€CKOHTPOJIbHOr0 CaMOCTOSITE/NIbHOTO paclUMpeHus T T T
nosb3oBaTeNIAMY NpefoCcTaB/IEHHbIX MM MpaBs SIOrMYeckoro goctyna
y3n.11 VicknoueHre BO3MOXHOro 6€CKOHTPO/IbLHOIO M3MEHEHUS Mosib3oBaTensamMu na- T T T
pamMeTpoB HacTpPOeK CPeACTB 1 CUCTEM 3aluTbl MHOPMaL MK, NnapaMeTpoB Ha-
cTpoek AC. CBSiI3aHHbIX C 3alMTOI nHpopmalmm
y3n.12 KOHTpOoNb HEO6XO0AMMOCTM OT3bIBA NpaB CyObEKTOB JIOTMYECKOro AocTyna npu (e] (e} (0]
N3MEHEHUN NX JO/MKHOCTHbLIX 06513aHHOCTEN
Y3M.13 KOHTpo/b NpekpalyeHnsa npeaocTaB/IeHNs JIOTMYeCcKoro goctyna u 61okMpoBa- (e] T T
HMe y4YeTHbIX 3anuceil Npu ncteveHnn nepruoga (cpoka) npegocTaBneHNs n0ru-
Yyeckoro gocryna
Y3n.14 YcTaHoBneHWe (hakToB HEWCnosb30BaHusl Cy6bekTamu foravyeckoro gocTyna (0] T n
npefocTaB/IEHHbIX UM NpaB Ha OCYLLeCTB/IEHUE /IOTMYECKOro AoCTyna Ha npo-
TSHKeHUV neproja BpeMeHu, npesbiwarowero 90 gHe
Y3n.15 YcTaHoBneHne (hakToB HEeUcnonb30BaHUSA CybbekTamu N0rM4yeckoro goctyna H H T
npeaocTaBfeHHbIX UM NPaB Ha OCYLLeCcTB/IEHUE SIOFMYeCKoro AocTyna Ha npo-
TSHKEHUW Nepuoaa BpeMeHu, npesbiwatowero 45 gHei
Y3M.16 Peanun3auusa KOHTPOSA CO CTOPOHbI pacnopsigMTens I0rMyeckoro goctyna ue- (0] (0] [0}
necoobpasHoOCTN ganbHelillero npegocTaBfeHNs npas JI0rMYeckoro gocTtyna,
He MCMNO/Ib30BaHHbIX Cy6bekTamn Ha NPOTSXEHUU Nepuoga BpeMeHU, ykasaH-
Horo B mepax Y3M.14. ¥3I1.15 HacToswwel Tabnuubl
Yy3n.17 Peanusauua BO3MOXHOCTM onpefesieHnsa coctasa npefocTaB/ieHHbIX Npas /10- (0] T T
rMYecKkoro focTyna A1 KOHKPETHOro pecypca gocTtyna
Y30.18 Peanusauua BO3MOXHOCTW onpefesieHnsa coctasa NpefocTaB/ieHHbIX Npas /10- (0] T T
rMyecKoro AocTyna A5 KOHKPEeTHOro cy6bekTa IorMYeckoro goctyna
Y3r.19 OnpegenexHne coctaBa posieid, CBSI3aHHbIX C BbINOJSIHEHWEM onepauumn (TpaH- (0] T T
3akuyun) B AC. nmerowwmnx hrHaHcoBble NocneacTesna Ans UHaHCOBOW opra-
HW3aLuKn. KIMEHTOB 1 KOHTPAreHToB, ¥ pPosieil, CBA3aHHbIX C KOHTPO/IEM BbINO/-
HEeHVA yKasaHHbIX onepauuii (TpaH3akuuii), 3anpeT BbIMOJIHEHNA YyKa3aHHbIX
ponei ogHUM Cy6bEKTOM NIOrMYecKoro gocTyna
Y3M.20 Peanusauns npaBun ynpas/jieHUA npaBaMy JIOTMYECKOro AocTtyna, obecneuu- (6] T T

BaloLLMX 3anpeT COBMELLEHNS OAHUM CyGBEKTOM SIOTMYECKOro focTyna ponei,
npeaycMOTPeHHbIX Mepoii Y3MM.19 HacTosiwen Tabnuubl
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OKoHYaHue Tabnuubl 2

YpoBeHb 3aWNTbl

YcnosHoe
nHcbopmayun

o603HaueHne CopepxaHne Mep cUCTeMbl 3alUTbl NHOPMaLUN

n HOMEp Mepbl
P P 3 2 1

y3n.21 Peanusauna npasun ynpas/fieHUa npaBaMy IOTMYECKOro gocTtyna, obecneuu- H O T
BaloLMX 3anpeT COBMELLEeHNs OAHUM CyBbeKTOM /IOrMYeckoro goctyna cneay-
HOLWUX PYHKLWIA:

- aKkcnnyaTauus u (Mnu) KOHTPO/b 3KCMyaTaumn pecypca foctyna, B TOM Yuc-
ne AC. ogHOBpEMEHHO C UCMONb30BaHNeM MO Ha3Ha4YeHnto pecypca gocTyna B
pamkax peanusauuu 6usHec-npotecca puHaHCOBOI opraHusayuu;

- cosgaHue n (Unn) mofepHusauua pecypca goctyna, B Tom yncne AC. ogHo-
BPEMEHHO C UCNo/Ib30BaHMEM MO Ha3HaYeHUo pecypca ocTyna B pamkax pea-
nunsauyum 6usHec-npouecca hrHaHCOBOW OpraHunsaymm;

- aKkcnnyaTauus CpefcTB M CUCTEM 3aluTbl MHDOpMaUUU OAHOBPEMEHHO C
KOHTpOMEM 3KcnyaTauun cpeicTs U CUCTEM 3aluUTbl MHOpMaLun:

- ynpaB/fieHue y4eTHbIMU 3anncamu Cy6bEeKTOB JIOFMYECKOro fOCTyNna OfHOBpe-
MEHHO C ynpaB/ieHneM npaBaMn Cy6beKTOB IOrMYeckoro goctyna

7.2.1.4 Bas3oBbIii cocTaB Mep MO perncrpaumm cobbITUn 3anTbl UHCpOPMaL MM U KOHTPOIKO UCMO/b30-
BaHWsA NpefoCcTaBNeHHbIX NPaB JIOrMYeckoro A4ocTyna NPUMEHNTE TIbHO K YPOBHAM 3alluTbl UHhopMauuy npu-
BefeH B Tabnuue 3.

Ta6nuuya 3 — Ba3oBblil cOCTAB Mep No PerucTpauny cobbiTUii 3alnUTbl MHOPMALMU U KOHTPOJIIO WCMOMb30BaHWs
NpeAoCTaB/IEHHbIX MPAaB SIOTMYECKOro f4oCTyna

YponeHb 3auWnTbl
nHpopmaynuun

Ycnosuoe
o6o03HaueHue CopaepxaHune Mep cucTeMbl 3alUTbl MHGOpMaLum
n Homep Mepbl 3 2 1
Y3n.22 Pernctpauns cobbiTnit 3awmnTbl MHOPMaLMKN, CBA3AHHbLIX C AENCTBUAMU, U H T T
KOHTPONb AeiicTBUIA aKcnyaTalMoHHOro nepcoHana, obnajaioLiero npusune-
rMPOBaHHLIMU MpaBaMu, /TOTMYECKOro J0CTyna, NO3BOMAIOWMMUN OCYLWEeCTBUTb
[eCcTpyKTUBHOe BO3feiicTBMe, NPUBOASALLNE K HAPYLUEHWUIO BbINOHEHWUA 6U3-
Hec-NpoLeccoB UK TEXHOMOMMYECKUX NpoLeccoB (hMHAHCOBOW opraHusauum

Y3M.23 Pernctpauus cobbiTuii 3awmTbl MHGOPMaLUK, CBA3aHHbIX C AeWCTBUAMU, WU T T T
KOHTPONb AeiCTBUIA 3KcnayaTalMOHHOIO nepcoHana v nosb3oBaTtenei, obna-
[aloLWyx npaBamMmyn S0rM4yeckoro foctyna, B Tom ynucae B AC. NO3BOASIOWMMM
ocyLecTBMTb onepauuun (TpaH3akuum), npueoaslMe K hMHaHCOBbIM nocnes-
CTBUAM AN19 (PMHAHCOBOW opraHn3anum, KIMEHTOB U KOHTPAreHToB

Y3n.24 Pernctpauus cobbiTuil 3awmTbl MHOpPMaLUKN, CBA3aHHbIX C AEWCTBUAMU, WU T T T
KOHTPONb AeiCcTBUiA aKcnnyaTaluMOHHOIO nepcoHana, obnajatowero npaBamu
no ynpas/ieHWNo 10TMYEeCKUM AOCTYNnom

Y3n.25 Pernctpaums cobbiTuii 3awuTbl MHOPMaLUK, CBA3AHHLIX C AeicTBUAMM NO T T T
ynpaB/ieHNI0 yY4eTHbIMU 3anucAmMM 1 NpaBaMun Cy6bEKTOB SIOrMYECKOro gocTyna

Y30M.26 Pernctpauus cobbiTuil 3awmTbl MHOPMaLUN, CBA3aHHbIX C AEWCTBUAMU, WU H T T
KOHTPONb AeiCcTBUiA aKcnyaTaluMOHHOIO nepcoHana, obnajatwowero npaBamu
no ynpaBneHNo TEXHUYECKUMU Mepamu, peasm3ylonumMm MHOroakTopHyo
ayTeHTudukaymo

y3n.27 Peructpauus cobblTuidi 3awWmTbl MHOPMaLUK, CBSI3aHHbIX C AelcTBUSIMU, U H T T
KOHTPONb fecTBUIA aKCcnyaTaLMoOHHOrO NepcoHana, o6najatLLero npasamu
Nno M3MeHeHWo NapamMeTpPoB HACTPOEK CPEACTB U CUCTEM 3alinTbl UHOpPMA-
Lunn. napamMeTpoB HacTpoek AC. CBA3aHHbIX C 3aLiuUTOl MHhopmMaLmm

Yy3Mn.28 Peructpauus cobbiTUil 3alUTbl MHGOPMALMK, CBSI3aHHbLIX C AeUCTBUAMU, U T T T
KOHTPO/Nb AEeNCTBMIA aKCNyaTaLnoHHOro nepcoHana, obnajatoLuero npasamu
no yNpaBeHN0 KpUNTOrpauyeckuMmn Knroyamm

y3n.29 3akpennenne APM nonb3oBaTenieil 1 3KCMAyaTaLWOHHOTO NepcoHana 3a KoH- H H (o]
KPETHBLIMW Cy6bEKTAMU JIOTMYECKOTO AOCTYNa
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7.2.2 Mognpouecc «geHTndunkaumns, ayteHTudurkaumsa, astopusanynsa (pasrpaHnyeHme gocryna)
npw OCyLL,eCTB/IEHNN TOTUYECKOTo AOCTynax»

7.2.2.1 NprMeHseMble (hMHAHCOBON opraHu3aunein Mepbl Mo naeHTudukaLum, ayTeHTudmkauns, asTo-
pr3auun (pasrpaHnyeHnto 4OCTyna) Npy ocyLLeCTBIEHUN TOTMYECKOro f0CTyna A0/MKHbI o6ecneynBaTh:

- naeHTuukaumo 1 ayTeHTuuKaumio cybbeKkToB IOrMYeckoro AocTyna;

- OopraHv3auuio ynpasfeHuss 1 opraHv3aunio 3almTbl NAEHTUMUKALNOHHBIX U ayTeHTU(UKaLNOHHbIX
[aHHbIX:

- aBTOpM3aumio (pasrpaHnyeHne AoCTyna) npy ocyLwecTBAEHNN I0TMYeCcKoro AoCTyna;

- perucTpauuto cobbITUiA 3alnTbl MHPOPMALMKN, CBA3AHHbIX C naeHTuduKauueid, ayteHTudkauuei n
aBTOpM3aumeli Npy OCyLLeCTBIEHUI TOTMYECKOro AoCTyna.

Mpu peanusauun nognpouecca «WMaeHTudpmkaunsa, ayteHTudmkaums, aBTopusaumsa (pasrpaHuyeHve
[ocTyna) Npu OCyLLLeCTB/IEHNI IOTMYECKOT0 AOCTyNa» pekoMeHgyeTcs ucnone3osats FTOCT P 50739.

7.2.2.2 bas3oBblii cOCTaB Mep No MAEHTUMKALUN 1 ayTeHTUUKALMN CYGBEKTOB IONMYECKoro Aoctyna
NPUMEHNTENBHO K YPOBHAM 3alLmTbl MHchOpMaLun npusegeH B Tabnuue 4.

Ta6nuua 4 — BbasoBblii cOcTaB Mep No UAEHTUGUKALUN 1 ayTEHTUUKALUN CYGBEKTOB JIOFMYECKOTro AocTyna

YpoBeHb 3aLLmThbI

YcnosHoe
MHchopmaLmmn
0603HaveHve CopfepxaHne Mep cucTeMbl 3aLmTbl MHGopMaLmm chopmayy
1 HOMEP MepbI 3 2 1

PO.1 MaeHTudmnkayma n ogHoakTopHaa ayTeHTudukaumsa nonb3osarenei T T H

PAO.2 NpeHTudrkaums n MHorodaktopHas ayTeHTudnkaumsa nonb3osatenei H H T

PA3 NaeHTndukaumsa n ogHoakTopHas ayTeHTudukaumsa skcnayaTalMoHHOro nep- T H "
coHana

PO-4 NaeHTudmkauma n MHoropaktopHass ayTeHTUduMKauns akcnayaTauuoHHOro H T T
nepcoHana

PAO-5 AyTeHTUMKaLMA NPOrpaMMHbIX CEPBUCOB, OCYLLECTB/IALWMX NOTMYECKNI f0- T T T
CTYN C UCMO/Ib30BAHNEM TEXHMYECKNX YUETHbIX 3anucei

PO6 AyTeHTudukayma APM akcnayaTayMoHHOrO nepcoHana, WCnosb3yembiX Ans H T T
OCYyL,eCTB/IEHNSA SIOTMYECKOro gocTtyna

PLO.7 AyTeHTudukauma APM nonb3osarteneid, MCNOMb3yeMbIX ANS OCYLLECTBAEHNA H H T
noruyeckoro goctyna

PO-8 CokpbliTvie (HeorobpaxeHue) naponeii npu nx BBoge cybbekTamu gocTtyna T T T

PA9 3anpeT 1cnosib3oBaHNsA yYyeTHbIX 3anuceii cy6bekToB /IOrMyYeckoro focTtyna c o o (o]
He3ajaHHbIMU ayTeHTUPUKALNOHHBIMN JaHHBIMU WA 3adaHHbIMU N0 yMonya-
HWI0 pa3paboTymkom pecypca AocTyna, B TOM yucne paspaboTunkom AC

pa.to 3anpeT Ha UCMOMb30BaHNe rPynnoBbIX, OOWMUX U CTaHAAPTHbIX YYEeTHbIX 3anu- (o] (o] o
ceiil n naponeii, a Takke NPoOYNX NOAOGHLIX METOAOB NAEHTUMKALUN N ayTeH-
TUdMKaLMN. He NO3BOMSOLMX ONPeAeUTb KOHKPETHOTO cyGbekTa AocTyna

PA.11 BpemeHHas 6/710K/pOBKa yyeTHOl 3anucu nonb3oBaTeneli Nocne BbIMOMHEHUA T T T
psAa HeycnewHblIX nocnefoBaTeslbHbIX MOMNbITOK ayTeHTUUKALUMN Ha Nepuos,
BpemeHu He meHee 30 MUH.

RQ.12 3anpeT MHOXeCTBEHHOI ayTeHTUdUKaunm cy6beKkToB NOrnyeckoro fgoctyna c H T T
NCNosib30BaHNEM O HOI YYeTHOI 3annucu nyTem OTKPbITUS napasienbHbIX cec-
Cuii nornyeckoro focTyna ¢ NCnonb3oBaHneM pasHbix APM. B TOM uucne Bup-
TyasnbHbIX

PA.13 ObecneyeHne BO3MOXHOCTU BbINOSIHEHNA Cy6BLEKTOM S1I0rMYeckoro goctyna — T T T

paboTHMKAMU (DMHAHCOBOI OpraHuM3auuu npoueaypbl NPUHYAUTENLHOMo npe-
pbIBaHWSI CECCUM JTOTUYECKOTO A0CTyna U (MM) NPUOCTAHOBKM OCYLLECTBEHUS
norMyeckoro AocTyna (c npekpaweHneMm oTobpaxeHuss Ha MoHuTope APM wH-
chopMauuu. JOCTyn K KOTOPOM NOJIyYeH B paMKax CeCCUM OCYLLECTB/IEHUS /10~
rnyeckoro focTyna)
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OKoHYaHue Tabnuubl 4

YcnosHoe ypmﬁggb“:a”'“wr bl
0603HaveHne CopepxaHve Mep cycTeMb! 3aLLyTbl HChopMaLmm pmaLy
1 HOMEp MepbI 3 2 1
PA.14 ABTOMaTUYECKOe NpepbiBaHWE CECcCcUu NIOTMYEecKoro Aoctyna (npuoctaHoBka T T T
oCyLL,eCcTB/IEHNS SIOFMYECKOro J0CTyna) No UCTeYEHUN YCTaHOB/IEHHOTO Bpeme-
HW 6e3aelicTBuA (HeakTMBHOCTM)CY6bekTa N0OrMyeckoro JocTyna, He npesbilwa-
touiero 15 MuH., ¢ npekpalieHnem otobpaxeHus Ha MoHuTope APM uHdopma-
LMK, 4OCTYN K KOTOPOIi NOly4eH B paMKax CeCCUM OCYyLLeCTBIEHUSA NOTNYECKOro
poctyna
PA.15 BbinonHeHne npoueaypbl NOBTOPHON ayTeHTUMMUKALMN 418 NPOAO/HKEHUSA OCY- T T T
LLLeCTB/IEHUS JIOTMYECKOro A0CTyna nocsie ero NpUHyANTEIbHOro UK aBToMaTu-
4yecKoro npepbiBaHns (MPUOCTAHOBKM OCYLLECTB/IEHUS JIOTMYECKOro Joctyna),
npegycMmoTpeHHoro mepamu PA.13 n PA.14 HacTosiweli Tabnuubl
PA.16 Vcnonb3oBaHne Ha APM cybbeKkTOB /1OrMYecKoro AocTyna BCTPOEHHbIX Mexa- T T T
HU3MOB KOHTPO/ISI U3MEHeHNs 6a30BOI KOH(Urypauum o6opyaoBaHus (Naponb
Ha 3MeHeHue napaMmeTpoB KOH(UTypaLun CUCTEMbI, XPaHALLUXCS B 3HEPIoHe-
3aBUCUMOI NamaTm)
7.2.2.3 Ba3oBblii cocTaB Mep No opraHusaunm ynpasneHusa U opraHnsaunn saunTbl MAeHTM(*)MKaLLMOHHbIX

n ayTeHTMd)MKaLlMOHHbIX AaHHbIX NTPUMEHNUTESIbHO K YPOBHAM 3allnTbI VIH(*)OpMaLWIVI npmeeneH B Ta6}'IVILI,e 5.

Ta6nunuya 5 — Ba3oBblii cocTaB Mep No OpraHu3auuu ynpasieHus U opraHn3anun 3aluTsl UAEHTUGPUKALUOHHBIX 1
ayTEHTUPMKALUOHHBIX JAHHbIX

YcnosHoe Yponemb 3aluyThbl

MHGpopmaLm
0603HaueHve CopepxaHre Mep CUCTeMb! 3aLLyTbl MHdopMaLmm dhopmaly
1 HOMEP Mepbl 3 2 1
PO.17 3anpeT Ha UCnosib30BaHne TEXHOMOTMN ayTEHTUDUKALIMN C COXPAHEHNEM ayTeH- T T T
TUUKALVOHHBIX JaHHbIX B OTKPbITOM Buje B CBT
PO.18 3anpeT Ha nepefavy ayTeHTU(UKALMOHHBIX AaHHbIX B OTKPbITOM BUAe Mo Ka- T T T
Hanam n IMHWAM CBA3M U NX Nnepegavy Kyaa-nnbo, Kpome cpefcTB UM cuctem
ayTeHTudmkaymmn
PAO.13 CmeHa naposeil nonb3oBaTesieil He pexe 04HOro pasa B roj, T T T
PA.20 CMeHa naposeii akcnayaTauMoHHOIo nepcoHasna He pexe OAHOro pasa B KBap- T T T
Tan
PO-21 Vcnonb3oBaHne nonb3oBaTensaMu naponeii AMHON He MeHee BOCbMU CUMBO- T T T
nos
RQ.22 Vcnonb3oBaHne aKcnayaTaunoHHbIM NepcoHasoM naponeii AnMHON He MeHee T T T
LecTHaguaTn CMMBOJIOB
PA.23 Mcnonb3oBaHne npu hopMyrpoBaHMn naponeii cy6bekToB S10rM4ecKoro focTy- T T T
na CMBOJI0B, BK/OYALWNX BYKBbI (B BEPXHEM U HWXKHEM perucrpax) u uudpsbl
PAO.24 3anpeT NCNonb30BaHNA B kayecTse naponeii Cy6bLekToB OrMYeckoro goctyna H o o
NErko BbIYUCASIEMbIX COYETaHU GYKB U LMdp (Hanpumep, UMeHa, amunum,
HanMeHOoBaHus, 06LENPUHATbLIE COKpaLLLeHUs)
RQ.25 O6ecneyeHne BO3MOXHOCTWN CAMOCTOATE/IbHO C/IOHbI CyGbeKTaMmn 10rnYecko- T T T
ro focTyna CBOWX naponei
PA.26 XpaHeHune konuii ayTeHTUHUKALMOHHbIX JaHHbIX 3KCNyaTaLloHHOro NepcoHa- o o o
na Ha BblgeneHHbix MHU nnu Ha 6ymaxHbIX HOCUTENsax
PAO.27 Peanusauusa 3awmnTbl KOMUA ayTeHTUNKALMOHHBIX AaHHbIX 3KCAyaTalMOHHO- o o o

ro nepcoHana ot HCJ, npu nx xpaHeHmn Ha MHU nnn 6ymaxHbIX HOCUTENAX
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OkKoHuaHue Tabnuubl 5

YcnosHoe
0603HaueHve
1 HOMEp Mepbl

PA.28

PA.29

7.2.2.4

CKOro gocrtyna npuMeHuUTeIbHO K YPOBHAM 3allnTbl VIHCt)OpMaLI,I/IVI npmeeneH B Ta6n|/|u,e 6.

CojiepxaHue Mep CUCTEMbI 3aLLMThI MHGopMaLn

Pernctpayumsa nepcoHudukaumnm, Bbigaun (nepegadv) m YHUUTOXEHUS MNepco-
HasnbHbIX TEXHUYECKUX YCTPOWCTB ayTeHTunKaLmm, peanmsyomnx MHorodak-
TOPHYI0 ayTeHTudrkKaymo

CMeHa ayTeHTI/I(*)I/IKaLU/IOHHbIX AaHHbIX B C/ly4aB UX KOMNpomeTauun

YpoBeHb 3awmThbl

3
(6]

o

nHpopmaLmn
2 1
O (¢}
o (0]

BasoBbIii cOCTaB Mep No aBTopu3alumn (pasrpaHuyeHnio oCTyna) Npy oCyLLecTBeHUN ormye-

Ta6nuuya 6 — Ba3oBblil coCTaB Mep N0 aBTOpM3auuu (pasrpaHWyeHnio JOCTyna) Npu OCYLLeCTBAEHNW SIOTMYEecKoro

focryna

YcnosHoe
0603HaveHne
1 HOMep Mepbl

P/1.30
PL,.31

RQ.32

P0.33

PA.34

P35

P36

PA.37

P/1.38

7.2.2.5

CofepaHue Mep CUCTEMbI 3aLLyTbl MHdopMaLmn

ABTOpUM3aLMS NOTUYECKOTO AOCTYNa K pecypcam JocTyna, B ToM uucsie AC

Peanuzaumsi He06XOAUMbIX METOA0B (AWCKPEUWMOHHbI, MaHAaTHbIN, ponesoi
WU MHOV MeTof) NMpW pasrpaHnyeHun NorMyeckoro 4octyna k pecypcam goctyna

Peanusauus ponesoro mMetoga (C onpegeneHvuem Ansi KaX4OM ponu npas fo-
CTyna) npu pasrpaHuyeHnmn normyeckoro goctyna B AC

Peanusauus Heo6xoAUMbIX TUMOB (YTEHWE, 3anucb, BbIMOJIHEHWE WAW WHOW
TVN) U NpaBuA pasrpaHWyeHunst NIOTMYECKOro AocTyna K pecypcam foctyna, B
ToM yucne AC

3anpeT peanusauuu Nonb3oBaTeNsMU 6U3HEC-NPOLECCOB Y TEXHONOTUYECKUX
npoteccoB (PUHAHCOBOW OpraHn3aLMm ¢ UCNOb30BaHNS YYETHbIX 3anuceii aKc-
nnyaTtaluoHHOro nepcoHana, B Tom uncne B AC

3anpeT BbINOSIHEHNA NO/Nb30BaTENAMU BU3HEC-NPOLLECCOB C UCMNO/Ib30BAHUEM
NPUBUIErMPOBaHHbIX NPaB NOrMYeCcKoro AocTyna, B TOM uncne paboTbl No1b30-
BaTesieli ¢ NnpaBamu IoKkasbHOro agMuHucTpatopa APM

OnoselyeHne cybbekTa 10rMyeckoro 4octyna nocsne ycnewHoii asTopmusanum o
narte v BpeMeHu ero npeabiaylieli astopusauum B AC

KOHTposib cocTaBa paspeLleHHbIX AeiicTBuii B AC [0 BbINOSIHEHUS UAEHTUDM-
Kauum n ayTeHTuduKaLmum

PasmeLleHre ycTpoiCcTB BbiBOAA (0TOOpaxeHns) nHpopmaummn, ncknvawLiee
ee HecaHKLMOHMPOBaHHbI NpocmMoTp

YponeHb 3awmTbl

—

MHEhopmaLm
2 1
T T
T T
H T
T T
T T
T T
H T
T T
0] 0]

Ba3oBblIii cOCTaB Mep No perncrpawumn cobbITuii 3aluThl MHhopMaLLMK, CBA3AHHbIX C MAEHTU(N-
Kauuen. ayTeHTudmKaLumen n asTopusaumenn (pasrpaHnyeHnem A0CTyna) npy OCyLLECTBIEHUN /TOTMYECKOro
[oCTyna, NPUMEeHNTEsTbHO K YPOBHAM 3aLluTbl MHbopMaLun npusedeH B tabnauue 7.

Tab6bnuuya 7 — Ba3oBblii cOCTaB Mep NoO perncrpaunm cobbiTUi 3aWnTbl MHPOPMAL MK, CBA3AHHbIX C UAEHTUdUKALMEN,
ayTeHTudrkaymein n aBTopmnsauneii (pasrpaHmyeHnem 4ocTyna) npu ocyLw,ecTB/IEHUN TOTMYECKOTO f0CTyNna

YcnosHoe
0603HaveHve
1 HOMEp Mepbl

P39

16

CopepxaHvie Mep CUCTeMbI 3aLLyTbl MHGopMaLmn

PerucTtpaumsa BbINOSIHEHUSA Cyﬁ'beKTaMVl nornyeckoro goctyna psaga Heycnew-
HbIX NOCnefoBaTeNbHbIX NONbITOK ayTEHTU(MKALUN

YponeHb 3awmTbl

3
H

MHEhopMaLmn
2 1
T T
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OKoHuaHue Tabnuubl 7

YpoBeHb 3aWnThbl

YcnosHoe
nHcbopmayun
o603HayeHune CopaepxaHue mMep cUcTeMbl 3alWuUTbl MHGOpPMaLUmn
n HOMEp mepbl 3 2 1
PA.40 Perncrpayms ocylecTBneHus cybbekramm n10rm4eckoro goctyna ngeHtuduka- T T T
LUmn 1 ayTeHTUudunkaummn
PA.41 PerncTtpauumsa aBTopusaunu, 3aBeplieHus u (Mnu) npepbiBaHnsa (MPUOCTaHOBKN) T T T
OCyLLeCTBNEHMA 3KCNyaTauMOHHbIM MepPCOHasIoM 1 Monb3oBaTenaMy noruye-
CKoro goctyna, B Tom uucne B AC
PA.42 Pernctpauus 3anycka nporpamMmmHbIX CEPBMCOB, OCYLLECTBAAILLNX NOTNYeCcKnii H T T
poctyn
PA.43 Peructpauus n3aMeHeHuin ayTeHTUMKALNOHHbBIX AaHHbIX, UCNOJIb3YyeMbIX ANS H T T
OCYLLECTB/IEHNA NIOTUYECKOTO JOCTyna
RQ.44 Peructpauus peiicteuii nonb3oBaTteneli U 3KcNyaTaLlUOHHOTO NepcoHana, H [0} [0}
npeAyCMOTPEHHBIX B Clly4yae KOMMpoOMeTauun mx ayTeHTU(UKALMOHHBIX AaH-
HbIX

7.2.3 TMopnpouecc «3awmuTta uHhopmaLnum npu ocyLwecTBieHnn rU3nyYecKoro goctyna»

7.2.3.1 lMpumeHsiemble YMHAHCOBOW opraHu3auvein Mepbl No 3awuTe MHgOpMaLMM Npu OocyLLecTBIie-
HUM hm3nyeckoro AocTyna Ao/MKHbI obecneynBaTh:

- opraHuM3auuilo 1 KOHTPOsb hM3NMYEeCcKoro AoCTyna B NMOMELLEHUs, B KOTOPbIX PacnonioXeHbl 06beKTbI
poctyna (fanee — nomMeLeHus);

- opraHM3aumio 1 KOHTPO/b hN3MYECKOro AoCcTyna K 06bekTam A0CTyna, PacnosiokKeHHbIM B MyGINYHbIX
(obLwenocTynHbIX) MecTax (ganee — obLWefoCTynHbIE 06bEKTbI 40CTYNA);

- perucTpaumio cobbITWA, CBA3AHHbIX C (OU3NYECKUM LOCTYNOM.

7.2.3.2 ba3oBblii cOCTaB Mep M0 OpraHv3auun U KOHTPOJ0 PM3NYeCcKoro AocTyna B NoMeLLleHus npu-
MEHUTENbHO K YPOBHAM 3aluTbl MHOpMaLMn npusedeH B Tabnvue 8.

Ta6nvnuya 8 — Ba3oBbIli cOCTaB Mep MO OpraHM3aLnu 1 KOHTPOIO IM3NYECKOro JOCTYNa B NOMELLEHNS

YpoBeHb 3aluThl

YcnosHoe
nHopmaymmn
o603HavyeHUue CopepxaHue Mep cucTeMbl 3alWuUTbl MHDOpMaLUmn
n HOMEp mMepbl 3 P 1

o1 [lokymeHTapHoe onpegeneHve npasun npefocTasneHns usnyeckoro goctyna H 0] 0]

0.2 KOHTpO/Ib MepeyHs NuL. KOTOPbIM MpPefoCcTaB/IeHO NMpaBo CaMOCTOATE/NIbHOTO (0] 0 T
hm3nyeckoro gocTtyna B NOMeLLeHNA

®0.3 KOHTpO/1b camMOCTOATENBHOTO (PM3MYECKOro AOCTyna B NOMeLLeHUs ANs nuL,. He H (0} T
ABNALWMXCA paboTHMKaMN (DUHaAHCOBON opraHu3auum

0.4 KOHTpO/Ib CaMOCTOATEIbHOTO (PU3NYECKOTO A0CTYNa B MOMELLEHNUA ANA TEXHU- H [0} T
yeckoro (BcnomorartesibHOro) nepcoHana

0.5 OcyuiecTBneHve punsnyeckoro AocTtyna nuMuamu, KOTopbiM He npegocTasB/ieHo H (0] (0]
npaBo CaMOCTOSATE/NIbHOTO A0OCTyna B NOMELLEeHNs, TO/IbKO NoA KOHTpoem pa-
60THNKOB (hMHAHCOBOIA OpraHm3aLlun, KOTOpbIM NpeAoCcTaB/IEHO Takoe Npaso

0.6 HasHaueHvie Ans Bcex NoMeLLeHnii pacnopaanTens dusmyeckoro goctyna

®0.7 MpegocTaBnexHne npaBa caMoCTOATENbHOrO (YU3NMYeCcKoro 4ocTyna B nometye-
HUA N0 peLleHnto pacnopaanTens guanyeckoro goctyna

4.8 O6opyAoBaHVe BXOAHbIX ABepeli NOMeLeHNs MexaHUn4eckummn 3amkamu, obe- (0] (0] (0]
crneyvBalLWUMN HagexXHoe 3akpbiTue NomeLleHnin B Hepaboyee Bpems

®0-9 O6opyfoBaHne nomeLleHunii cpeacTsamu (CUCTEMaMM) KOHTPONA W ynpaBneHus H H T

focTynom
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OkoHYaHue Tabnuubl 8

YpoBeHb 3aWnThbl
uHpopmaunmn

YcnosHoe
o603HaueHne CopepxaHne Mep CUCTeMbl 3alUTbl NHOPMaLUN
M HOMED Mepbl

w
N
=

®4.10 O6opyAoBaHue NoMeLleHunii cpeacTBamMy BuAeoHabnoaeHns H H T
®a.11 O6opyaoBaHne NOMeLLeHnii cpefcTBamMy OXPaHHOM 1 NOXapHON curHanusaymm H H T
oA-12 PacnonoxeHune cepBepHOro n ceteBoro 060pyAoBaHns B 3annpaembix cepeep- H O (0]

HbIX CTO€YHbIX LUKa(*)aX

¢A-13 KOHTpoO/ib OoCTyna kK cepBepHOMyY 1 ceTeBOMY 060pyA0BaHNI0, PACNOIOXEHHO- H (0} (0]
My B 3anuMpaeMblX CEPBEPHbIX CTOEYHbIX LWKadax

.14 XpaHeHne apxuBoB MHOpMauun cpeacTB (CUCTEM) KOHTPONSA W ynpasrieHus H H T
[OCTYNOM He MeHee Tpex neT

®a-15 XpaHeHne apxvWBOB WHGOPMaLUUW CPeACTB BWAEOHAGNIOAEHUS He MeHee H T H
14 pHeit"

®[.16 XpaHeHue apxuBoB WHoOpMauunm cpeacTB BuAeoHAbNOeHUss He MeHee H H T
90 pHelk

B cnyyaB npvMeHeHuA cpeacTs BMAeOoHabNaeH .

7.2.3.3 Bas30BbLIii COCTaB Mep N0 OpraHu3aLuu 1 KOHTPO0 (PU3NUYECKOro J0CTyna K 06LeA0CTyNHbIM
o06bekTam JoCcTyna NpUMEHNUTENIbHO K YPOBHAM 3aluUThl MHChOpMaLMy NpuBeseH B Tabnuue 9.

Ta6nunuya 9— Ba3oBblii cOCTaB Mep Mo OpraHU3aLnUm 1 KOHTPOIO OM3NYECKOro JOCTYNa K 06LLe0CTYNHLIM 06bekTam
pocrtyna

YpoBeHb 3aWnThbl

YcnosHoe ®o a
o603HaueHune CopepxaHne Mep cuCTeMbl 3alUTbl MHGOpMaLum H puaumu
n HOMEpP Mepbl 3 > 1
on17 Peructpauus goctyna K o6uefocTynHbIM 06bekTaM AocTyna ¢ UCMOMb30BaHN- H T T
eM cpeAcCTB BUAeoHabnaeHuns
/.18 XpaHeHne apxvBOB MHOpPMaLuu CpeAcTB BUAEOHABNIOAEeHNS. PerncTpupyio- H T T
LWMX AOCTYN K 06Lef0CTYNHbIM 06bEKTaM A0CTyna, He MeHee 14 nHeli
$0.19 KOHTpO/b COCTOAHNA 06LWef0CTYNHbIX 06BEKTOB J0CTYNa C Lefblo BbIABIEHNN (0] (0} (0]
HECaHKLUMOHUPOBAHHbIX M3MEHEHWIH B MX annapaTtHom obecneyeHumn n (unu) Mo
$A.20 MpuBeneHve o6LWEeA0CTYNHbIX 06BEKTOB A0CTyNa, ANS KOTOPbIX GblAv BbISAB- (0] (e} [0}
NeHbl HECAHKLMOHMPOBAaHHbIE M3MEHEHMS B MX annapaTtHOM ob6ecrnevyeHun u
(nnn) MO (A0 yCTpaHEeHUs yKa3aHHbIX HECAHKLMOHUPOBAHHbLIX U3MEHEHWIH), B
COCTOSIHME, NPV KOTOPOM HEBO3MOXHO UX MCNO/Ib30BaHMe AN OCYLLeCTBNEHNA
onepauun (TpaH3akuuu), NnpusoasiLieid K (oHAHCOBLIM NOCNeACTBUSM ANa du-
HaHCOBOI OpraHun3aunn, KIMEHTOB 1 KOHTPAreHToB
7.2.3.4 Ba3oBblii cocTaB Mep No perncrpauum cobbITUiA, CBA3AHHbLIX C (OU3NYECKUM AOCTYNOM, npumMe-

HUTEJIbHO K YPOBHAM 3alunTbl nHopmMaLmm npuseseH B Tabnuue 10.
Ta6nuua 10— Ba3oBblii cocTaB Mep Mo perucTpauum cobblTUiA, CBA3aHHbIX C PU3NYECKAM JOCTYNOM

YpoBeHb 3aWNTbl

YcnosHoe
o603HayeHune CopepxaHne Mep cucTeMmbl 3aWuTbl MHDoOpMauum uHGopmaynm
n Home Mepbl
pwep 3 2 1
o4 21 Pernctpauuns cobbiTuil 3awnTbl MHOPMaLNK, CBA3AHHbIX C BXO4OM (BbIXOAOM) H H T

B NOMeLLEeHUs (U3 NOMeLLeHNit), B KOTOPbIX PAcnooXeHbl 06beKTbl JocTyna
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7.2.4 NMopgnpouecc «MaeHTudmrKaumna 1 yyeT pecypcos 1 06beKTOB goCTyna»

7.2.4.1 NpvMeHseMble (hMHaHCOBOV opraHu3auvein Mepbl Mo MAEHTUMKALMN U YYeTy PecypcoB 1 06b-
eKTOB JoCTyna Ao/MKHbI obecneynsaTb:

- opraHuMsaumio yyeta 1 KOHTPO/b COCTaBa PecypcoB 1 06bEKTOB AoCTyna:

- perucTpaumio cobbITUIA 3awWwuThl MHhopMaLMK, CBA3AHHbIX C onepauusamu No U3MEHeHW cocTaBa
pecypcoB 1 06BbeKTOB AoCTyna.

Mpn peanusauun nognpouecca «aeHTudmnkauus n yuet pecypcoB 1 06beKTOB AOCTyna» pekoMeHAay-
eTca ucnons3osatb FOCT P 50739.

7.2.4.2 ba3oBblii COCTaB Mep NO OpraHM3aluy yueta n KOHTPOsIA cocTaBa PecypcoB M 06bEKTOB AOCTyna
NMPUMEHUTENBHO K YPOBHAM 3aluTbl MHgOpMauum npuseaeH B Tabnvue 11.

Ta6nuuya 11— basosblil cocTas Mep Nno opraHusayum yyeta u KOHTPOIA coCcTaBa pPecypcoB u 06beKToB Aoctyna

YenosHoe Yposers saujr
0603HaueHve CopepxaHne Mep cUCTeMbl 3alLyTbl MHChopMaLmm pmay
1 HOMep Mepbl 3 2 1
ny.1 YyeT co3fiaHHbIX, UCNOMb3yeMbIX U (M1K) 3KCMyaTMpyeMbiX pecypcos gocTyna (e} T T
ny.2 YueT ncnonb3yemblix n (M1un) skcnayaTupyemMbix 06bEKTOB AocTyna (0] T
ny.3 YyeT akcnayaTvpyemMbix 06e0CTyNHbIX 06eKTOB ocTyna (B TOM yncne 6aH- (0] T
KOMaTOB, MAATEXHbIX TEPMUHAN0B)
ny.4 KoHTponb thakTuyeckoro coctaBa CO3[aHHbIX, UCNONb3yeMbIX U (MAK) 3Kcnaya- (0] T T
TUpyeMbIX pecypcoB focTtyna (6a3 faHHbIX, ceTeBbIX (haii/ioBbIX Pecypcos,
BUPTYyasibHbIX MaLIWH) N UX KOPPEKTHOrO pasMeLLeHNs B CEIMEHTax BblYNCU-
TeNbHbIX ceTeil (hHaHCOBOI opraHusauuu
ny.s KOHTpO/Ib BbINOJIHEHMA OnepaLmii No co34aHuio, yaaneHnio U pe3epBHOMY KO- H T T
nMpoBaHNio pecypcos gocTyna (6a3 AaHHbiX, ceTeBbiX (DaiiioBbIX Pecypcos,
BUPTYasIbHbIX MaLUUH)
ny.6 KOHTpO/b hakTnyeckoro coctaBa 3KCM/yaTMpyeMbiXx 06bEKTOB fOCTyna U ux H (0] T
KOPPEKTHOro pa3MelleHnst B CerMeHTax BblYMCAUTENbHbIX ceTell hHaHCOBOW
opraHusaumu
7.24.3 BazoBblIii cocTaB Mep Mo perucTpauuy cobbITUiA 3almTbl MHOPMAaL UK, CBA3aHHbIX C onepauus-

MW MO U3MEHEHMIO COCTaBa PeCcypcoB M 0O6EKTOB A0CTyNa, NPUMEHNTENIbHO K YPOBHAM 3aluTbl MHOpMaLnm
npveegeH B Tabnuue 12.

Ta6bnuya 12 — ba3oBblii cocTaB Mep No perncrTpauun cobbITUiA 3awuTbl MHQOPMAaLMK, CBA3aHHbLIX C onepayMamu no
M3MeHeHMo cocTaBa pecypcoB 1 06beKTOB AocTyna

YpOBeHb 3aLmThI

YcnosHoe al
0603HaveHIe CofiepxaH1e Mep CUCTEMbI 3aLLMTbI MHAHOPMALM UHchopmaLyyn
1 HOMEp Mepbl 2 1
ny.7 Peructpauus cobbITUin 3awWmTbl MHOPMaLUK, CBA3AHHbLIX C CO34aHMEM, KOMU- H T T
poBaHMEM. B TOM uucC/ie pe3epBHbIM, U (UNK) yAaneHMeM pecypcoB AocTyna
(6a3 faHHbIX, ceTeBbIX (haiifIoBbIX PecypcoB, BUPTyasbHbIX MaLUNH)
ny.8 Peructpaumsi cobbiTnil 3aluTbl MHOPMALMK, CBA3AHHLIX C MOAKMOYEHUEM H H T
(peructpaumeii) 06EKTOB AOCTYNA B BbIYNC/INTE/bHBLIX CETAX (hMHAHCOBOI Op-
raHu3asum

7.3 Mpouecc 2 «ObecneyeHne 3aWnTbl BbIYNCANTENBbHbIX CETEN»

7.3.1 Noanpouecc «CerMeHTauns U MeXceTeBoe 3KpaHMpPOBaHNE BbIYNCAUTENbHbIX CeTel»

7.3.1.1 NpumeHsiemble (PMHAHCOBOW opraHun3auueli Mepbl N0 CErMeHTaLMn N MexXceTeBOMy 3KpaHMpo-
BaHUIO BbIYNC/IUTE/IbHBIX CEeTell lO0/KHbI 06ecneynBaTth:

- CermMeHTauuio 1 MeXceTeBoe 3KpaHUpPOBaHME BHYTPEHHUX BbIYUCUTENbHbIX CETEN;
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- 3alWTy BHYTPEHHUX BbIYNC/IUTE bHbIX CETE Npy B3aMMOAENCTBUMN C CETbIO VIHTEPHET;

- perucTpaumio cobbITWA 3aWwnTbl MHDOPMAaL MK, CBA3aHHbIX C onepauvsamMy No N3MEHEHUI0 NapaMeTpoB
3aWUTbI BbIYUC/TUTENbHBIX CETeA.

Mpn peanusaummn nognpouecca «CermeHTauus U MexceteBoe 3KpaHMpPOBaHWE BbIYNC/IUTE/IbHbLIX Ce-
Teli» pekomeHayeTcs ucnonb3osaTs FOCT P MICO/M3K 27033-1.

7.3.1.2 Ba3oBbIli cocTaB Mep N0 CerMeHTaunMn N MexceTeBOMY 3KpaHWPOBaHWUIO BHYTPEHHWX BbIYUCN-
TeNIbHbIX CeTell NPUMEeHNTE IbHO K YPOBHSIM 3aluUThbl MHhopMauum nprueedeH B Tabnvue 13.

Ta6nuya 13— Bas3oBblii COCTAB Mep Mo CerMeHTaLnn U MEXCETEBOMY 3KPAHVPOBAHUIO BHYTPEHHUX BbIYNCANTE/bHbIX
ceTeit

YpoBeHb 3aLnTbI
YcnosHoe p

MHEpopMALYM
0603HaueHre CojepxaHvie Mep CUCTEMbI 3aLLIUTbI MHGopMAaLn chopmay
11 HOMEpP MepbI 3 2 1

CM3.1 BbifeneHne B BblUNCIUTENbHBIX CETAX (DUHAHCOBOI OpraHu3aunn OTAESbHbIX H T T
CermMeHToB (Fpynn CerMeHToB), NpegHa3HavYeHHbIX 419 pasmelleHns nigopma-
LIMOHHOW MHGPACTPYKTYpPbl KaXA0ro 13 KOHTypoB 6e3onacHocTu (fanee — cer-
MEHTbl KOHTYPOB 6€30NacHOCTN)

CM3.2 Peanusauua ceteBoro B3avMOAENCTBUA U CeTeBOW M30NSALUN Ha YPOBHE He H T T
Bbllle TPeTbero (CETeBOl) NO CEMWYPOBHEBOI CTaHA4apTHOW Mogenu B3au-
MOAEWNCTBMA OTKPbITbIX cUCTeM, onpegenerHHoii B TOCT P NCO/M3IK 7498-1,
CErMEHTOB KOHTYPOB 6€30MaCHOCTY U BHYTPEHHUX BbIYMC/IUTENbHBIX CeTel (u-
HaHCOBOI OpraHu3auuu, He npefHasHauYeHHbIX 471 pa3MelleHus nHpopmaym-
OHHOW MHPACTPYKTYPbI, BXOAALLEA B KOHTYpPbI 6€30NacHOCTU (fanee — WHble
BHYTPEHHUE BbIYNCINTENbHbIE CETU (hMHAHCOBOI OpraHusauum)

CM3.3 MexceTeBoe 3KpaHWpOBaHWE BblYNCIUTENbHBLIX CeTeli CerMeHTOB KOHTYpOB H T T
6e30macHOCTM, BKkIOYas (UAbTPaLMIO AaHHbIX Ha CeTeBOM U NpUKIafHOM
YPOBHAIX CEMWYPOBHEBOW CTaHAApPTHOW MOAENN B3auMOAENCTBUA OTKPbIThIX
cucTem, onpegeneHHoli B FOCT P ICO/M3K 7498-1

CM3.4 Peanusauuns n KOHTPOsb UHDOPMALMOHHOTO B3aVMOAENCTBUSA MeXay CerMeH- H T T
Tamy KOHTYPOB 6€30MacHOCTU U UHBIMWU BHYTPEHHUMW BbIYUC/INTENbHBIMU CETH-
MW (hMHAHCOBOIi opraHn3aLuuny B COOTBETCTBMM C YCTAHOB/IEHHbIMU Npasuiammu
1 NPOTOKO/MIaMN CeTEBOr0 B3aMMOAENCTBUA

CM3.5 Peanusauns v KOHTPO/Ib MHPOPMAaLMOHHOTO B3aUMOAERCTBUS C MPUMEHEHNEM H H T
NpOrpaMMmHbIX LU/TIO30B MeXAy CerMeHTamn KOHTYpOB 6e30MacHOCTU U UHbIMU
BHYTPEHHNMMN BbIYUCUTENbHBIMW CETAMU (DUHAHCOBOW OpraHn3aummn ¢ Lenbio
obecrneyeHnss orpaHMYeHNs U KOHTPONSA Ha nepefadvy faHHbIX NO WHUUMATUBE
Cy6BEKTOB I0rMYeckoro goctyna

CM3.6 BblfeneHne B BbIYNCNTENbHbIX CETAX PUHAHCOBOW OpraHum3auun oTAeNbHbIX H T T
CerMeHTOoB (rpynn cerMeHTOB), NpeAHa3Ha4YeHHbIX 418 pasMelleHnss nigopma-
LMOHHOW MHppaCcTPYKTypbl, NCMNONb3YEMON TONbKO Ha aTane co3faHusa u (unn)
MogepHusaunn AC. B TOM uucne tectuposanusa MO n CBT (ganee — cermeHTt
pa3paboTkn 1 TeCTUpoBaHus)

CM3.7 Peanusayus 3anpeTta ceTeBOro B3auUMOAENCTBUA CerMeHTa pas3paboTku U Te- H T T
CTMPOBAHUSA U WHbIX BHYTPEHHMX BbIYNCANTENbHbIX CeTell (hMHaHCOBOW opraHu-
3auum nNo MHULMaTBe cerMeHTa paspaboTkn U TeECTUPOBAHUSA

CM3.8 BblfefieHne B COCTaBe CErMEHTOB KOHTYpPOB 6€30MacHOCTM OTAE/bHbIX MOsb30- H H T
BaTe/IbCKUX CETMEHTOB, B KOTOPbLIX pacrnosiaraloTcs To/ibko APM nosb3osateneit

CM3.9 BbigeneHne B cocTaBe CErMEHTOB KOHTYPOB 6€30NacHOCTU OTAE/bHbIX CETMEH- H H T
TOB ynpaB/fieHus, B KOTOPbIX pacnonaratlTcsi Tonbko APM akcnayaTauMoHHOro
nepcoHana, ucnosnb3yemble A8 BbIMOMHEHUA 3afay aAMUHUCTPUPOBAHUA WH-
hopmaLMOHHON NHGPACTPYKTYPbI

CM3.10 BblgeneHne B COCTaBe CErMEHTOB KOHTYpOB 6e30MacHOCTV OTAEeSbHbIX cer- H H T
MEHTOB XpaHeHusi 1 06paboTKM AaHHbIX, B KOTOPLIX PacnofiaralTcsi pecypcbi
focTyna, npefHasHauyeHHble A8 06paboTkM U XpaHEHUs! AaHHbIX, CepBepHoe
060pyj0BaHNE U CUCTEMbI XPAHEHWS faHHbIX
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OKoH4aHve Tabnuuybl 13

YpoBeHb 3aWnThbl

YcnosHoe
nHcbopmayun
o603HayeHune CopaepxaHue mMep cUcTeMbl 3alWuUTbl MHGOpPMaLUmn
n HOMEp mepbl
3 2 1
CM3.11 BbigeneHve oTaeNbHbIX CETMEHTOB ANA pa3MelleHus 06LWwefocTynHbIX 06bek- H T T
TOB focTyna (B TOM yncie 6aHKOMATOB, NaTEXHbIX TEPMUHANOB)
CM3.12 Peanusaumsi 1 KOHTPO/Ib MHPOPMALMOHHOTO B3aMMOAENCTBUA MeX Ay CerMeHTa- H H T
MW BbIYNCIUTENbHbIX CETel, onpeAesneHHbIx mepamm CM3.8 — CM3.11 HacTos-
el Tabnuupl, U UHBIMWU CerMeHTaMun BblYUCANTE IbHbIX CeTeli B COOTBETCTBUM C
YyCTaHOB/IEHHbIMW NpaBuaaMmn 1 NPOTOKO/IaMN CeTeBOr0 B3anMOAeCTBUSA
CM3.13 KOHTpo/ib coAepXnmMoro nHpopmauum npu ee nepeHoce W3 CerMeHToB WK B H o T
CerMeHTbl KOHTYpPOB 6€30MacHOCTU C UCMOJIb30BaHNEM NEPEHOCHBIX (OTUYX-
AaeMbiX) HocuTenei nHdopmaunm
7.3.1.3 BasoBbIli cOCcTaB Mep MO 3alnUTe BHYTPEHHUX BbIYUCUTE/IbHBLIX CETel Npu B3auMOLencTeum ¢

ceTblo VIHTepHeT NPUMEHNTENLHO K YPOBHAM 3al4uUThl MHChOpMaLun npuBefeH B Tabnuue 14.

Ta6bnuuya 14 — ba3oBblii cocTas Mep No 3aluTe BHYTPEHHUX BblYNCANTENbHBIX CeTel nNpu B3aumoaeiicTBnmn ¢ ceTbio
NHTepHeT

YpPOOCHb 3auWnThbl
nHopmayun

YcnosHoe
o603HaueHne CopepxaHue Mep CUCTEMbI 3alWUTbI MHp OpPMALUY

n HomMme Mepbl
p mep 3 2 1

CM3.14 Peanusauyus ceTteBoro B3auMoAeiiCcTBUA U CETEBOW M30MALUN HA YPOBHE He H T T
Bbllle BTOPOro (kaHasnbHbI) N0 CEMUYPOBHEBOW CTaHAapTHOW MoAenu B3au-
MOAEeNCTBMA OTKPbITbIX cucTeM, onpegeneHHolt B FTOCT P UCO/M3K 7498-1,
BHYTPEHHNX BbIYNCANTENbHbLIX CeTell (hHAHCOBOI opraHusauun u cetn WH-
TepHeT

CM3.15 Peanusauyus ceTeBoro B3aumMoAeiiCcTBUA U CETEBOW M30MALUN Ha YPOBHE He T H H
Bbllle TpeTbero (ceTeBoll) N0 CEMWYPOBHEBOW CTaHAApTHOW Moaenu B3awu-
MOAEeNCTBMA OTKPbITbIX cucTeM, onpegeneHHoi B FTOCT P UCO/M3K 7498-1,
BHYTPEHHUX BblYNCUTENbHbIX ceTell hnHaHCOBO opraHusaunm u cetn UH-
TepHeT

CM3.16 MexceTeBoe 3KpaHMpOBaHWE BHYTPEHHUX BblYMCAUTENbHbIX CeTeil hnHaHco- T T T
BOIi opraHu3auuu, BkIoYas UAbTPaLU0 AaHHbIX HA CETEeBOM U NMpUKNagHOM
YPOBHAX CEMWYPOBHEBOI CTaH4apTHON MOAeN B3aumMoeiiCTBUSA OTKPbITbIX CU-
cTem, onpegeneHHoilt B TOCT P ICO/M3K 7498-1

CM3.17 Peanusayua n KOHTPO/b MHPOPMALMOHHOIO B3auMOEeiCTBUA BHYTPEHHUX Bbl- T T T
YNCNUTENbHLIX ceTeli (hMHAHCOBOV opraHusauun u cetn VIHTepHeT B COOTBeT-
CTBWW C YCTAHOB/IEHHbIMMW NPABUIAMU N NPOTOKO1aMV CETEBOTO B3auMoelicTems

CM2.18 COKpbITVE TONONOTUN BHYTPEHHUX BbIYUCANTENbHbIX ceTeli (huHaHCcoBOW opra- T T T
Hu3auumn

CM3.19 Peanusauus ceteBoro B3anMOAeliCTBUA BHYTPEHHUX BbIUMCAUTESbHbIX ceTei T T T
¢hmHaHcoBOI opraHu3auun u ceTu VIHTepHeT Yepes orpaHNYeHHoe KO/IM4ecTBo
KOHTPO/IMPYyEeMbIX TOuek gocTyna

CM3.20 Peanusauua noytoBoro o6MeHa c ceTblo VIHTEPHET Yepes orpaHNYeHHoe Konu- H T T
YeCTBO KOHTPONMPYEMbIX TOYEK MHOPMALMOHHOTO B3aMMOAENCTBNS, COCTOS-
LMX 13 BHeLWHero (NoAKMUYEHHOTo K ceTn VIHTepHeT) n BHYTpeHHero (pasme-
LLLEHHOTO BO BHYTPEHHUX CeTAX (DMHAHCOBO OpraHn3aLum) NoYTOBbIX CEPBEPOB
¢ 6e30nacHoOl pennukaunein NOYTOBbIX COOBLLEHUA MeXay HUMU

7.3.1.4 Ba3oBbIli cocTaB Mep Mo perucTpauuy cobbiTWil 3aluTbl MHhopMaLuK, CBSA3aHHbIX C onepa-
LUMAMW MO M3MEHEHWI0 napameTpoB 3aliUTbl BbIYUCUTENIbHBIX CETER, NPUMEHUTENbHO K YPOBHAM 3alluThl
nHdopmauum npuseseH B tabnuue 15.

21



FOCT P 57580.1—2017

Ta6nuua 15— Ba3oBblii cOcTaB Mep No perucTpauny cobbiTUid 3alnTbl MHPOPMALMK, CBA3AHHbLIX C onepayusamMu no
VN3MEeHEeHU0 NapaMmeTpoB 3alnTbl BbIUNCANTESbHbIX CETEN

YpoBeHb 3aLmThI

YcnosHoe
MHcbopmaLm
0603HaveHne CopepxaHvie mMep cvicTeMb! 3aLLyTbl HCopMaLmm chopmay
1 HOMEp Mepbl 3 2 1
CM3.21 Peructpauus namMmeHeHuii napameTpoB HACTPOEK CPeACTB U CUCTEM 3aLLUTbl UH- T T T

thopmayuu. obecneunBaiolLx peannsaLnio CerMeHTaLum, MexXceTeBoro aKpa-
HUPOBAHMS 1 3aLMUTbI BbIUNC/IUTESNbHBLIX CETEN (PMHAHCOBOI OpraHM3ayumn

7.3.2 TNMopanpouecc «BbisBNEeHNE BTOPXEHU U CEeTEBbIX aTak»

7.3.2.1 NpvmMeHseMble hMHAHCOBOW OpraHusauneid Mepbl No BbIABNEHUIO BTOPXEHUIA U CeTeBbIX atak
[O/MKHBI 0becneynBaTb:

- MOHWTOPWIHI 1 KOHTPO/Ib COLEPXMMOro ceTeBoro Tpaduuka,;

- perucTpaumio cobbITUiA 3aWwmnTbl MHOPMALUK, CBA3aHHbIX C pe3y/ibTatamyv MOHUTOPVHIA U KOHTPONA
COAEPXMMOro ceTeBoro Tpadmka.

Mpu peanusauun nognpouecca «BbiiBNeHNe BTOPXEHUI 1 CETEBbLIX aTak» PEKOMEHAYeTCs MCMOsb30-
BaThb [12].

7.3.2.2 ba3oBblii COCTaB Mep N0 MOHUTOPUHTY N KOHTPOJIIO COAEPXMMOr0O ceTeBOro Tpaduka npumMeHun-
TENbHO K YPOBHAM 3alinTbl MHDOPMaLMn npusedeH B Tabnuue 16.

Tab6nuuya 16 — Ba3oBsblii cocTaB Mep N0 MOHUTOPUHTY U KOHTPOJIIO COAEPXMMOro ceTeBoro Tpadmka

YcnosHoe YponeHb 3awmTbl

0603HaveHIe CofiepxaH1e Mep CUCTeMbl 3aLMTbl MHAIOpMALM WHchopmaLyyn
11 HOMEp Mepbl 3 9 1

BCA.1 KoHTposb oTcyTcTBUS (BbiSIBNEHWE) aHOManbHOW CeTeBOW aKTWBHOCTU, CBS- H H T
3aHHOM C BO3MOXHbIM HECAHKLWOHNPOBAHHLIM MH(OPMALMOHHLIM B3anMOAeii-
CTBMEM MEXAY CerMeHTaMu KOHTYpOB 6€30MacHOCTU W WHbIMW BHYTPEHHUMMU
BbIUNCANTENBHBIMW CETAMW (PMHAHCOBOM OpraHusaumm

BCA.2 KOHTpO/b OTCYTCTBUA (BbISAB/IEHWE) aHOMA/IbHOV CETEBOW aKTVBHOCTH, CBSA3AHHOW H T T
C BO3MOXHbIM HECaHKLVMOHNPOBaHHLIM WH(OPMAaLVOHHLIM B3auMogeiicTBnem
MeX/y BblUNCUTENbHBIMU CeTAMU (PMHAHCOBO OpraHusaLuumn u ceTbto VIHTepHeT

BCA.3 KoHTponb oTCyTCTBMA (BbIIB/IEHME) @HOMasbHOW CeTeBO aKkTUBHOCTMW, CBSA- H H T
3aHHO C BO3MOXHbIM HECaHKLMOHMPOBAHHbIM WH(OPMALMOHHLIM B3au-
MoAeicTBrieM MexAy cer?/eHtamu. npefHasHavyeHHbIMW [N1S pasMelleHuns
06LefOoCTyNHbIX 06bEKTOB AocTyna (B TOM 4ucine 6aHKOMaTOB, NaaTeXHbIX
TEPMUHANOB), N CeTbio IHTEpHeT

BCA.4 KOHTpO/b OTCYTCTBUA (BbISIBIEHNE) aHOMa bHOW CeTEBOI aKTUBHOCTU, CBA3aH- H T T
HOW C BO3MOXHbIM HECAHKLMOHMPOBAHHbLIM SIOTMYECKUM JOCTYNOM K pecypcam
[0CTyna, pasmeLleHHbIM B BblYAC/INTENbHbIX CeTAX (OMHAHCOBOW opraHusauum,
NOAK/IOYEHHbIX K ceTn VIHTepHeT

BCA.5 KOHTpO/b OTCYTCTBUSA (BbISAB/IEHNE) aHOMasIbHOW CeTeBOl akTMBHOCTU, CBA3aH- H T T
HOW C BO3MOXHbIM HECAHKLMOHNMPOBAHHbIM YAaneHHbIM JOCTYNoM

BCA.6 KOHTpO/Ib OTCYTCTBUS (BbISIB/IEHUE) aHOMAsIbHOI CeTeBOI aKTUBHOCTU, CBSI3aH- H H T
HO C BO3MOXHbIM HECaHKLMOHMPOBAHHbLIM SIOTMYECKUM JOCTYNOM K pecypcam
[ocTyna, pasmelleHHbIM BO BHYTPEHHUX BblYNCANUTESbHbIX CETAX PUHAHCOBOM
opraHusauunm

BCA.7 KOHTpo/b 0TCYTCTBUA (BbISIBNIEHNE) aHOMasIbHOl CeTeBOl akTUBHOCTU, CBA3aH- H H T
HOW C BO3MOXHbIM HECAHKLMOHNPOBAHHbLIM AOCTYMOM K ayTeHTU(MKALMOHHBIM
[AaHHbIM flerasibHbIX Cy6bEeKToB AocTyna

BCA.8 KOHTpOo/b OTCYTCTBUSI (BbISIBIEHWE) aHOMAaslbHO CeTeBOW aKTMBHOCTW, CBSI- H T T
3aHHOI C BO3MOXHbIM OCYLLECTB/IEHMEM aTak TUMNa «oTkas B 06C/YXUBAHUN»,
npesnpyHUMaeMbIX B OTHOLLEHUM PECYPCOB AOCTYNa, pasMeLLeHHbIX B BblUMC-

JIUTENbHBIX CETAX (PUHAHCOBOI OpraHM3aLum, NOAK/IHYEHHbIX K CETU NHTEpHET
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OKoHYaHve Tabnuubl 16

YcnosHoe
0603HaueHve
1 HOMeEp Mepbl

BCA.9

BCA.10

BCA.11

BCA-12

BCA-13

7.3.2.3

CofiepxaHue Mep CUCTEMbI 3aLLUTbI MHGopMaLMn

BrioknpoBaHue atak TWna «oTkas B OGCMYXMBAaHUM» B MacluTabe BpeMeHwu,
6/1M3KOM K peasnbHOMy

KoHTponb 1 o6ecneyeHne BO3MOXHOCTU 6/1OKMPOBKY Hexenate bHbIX coobLe-
HWIA 3N1EeKTPOHHOI NouThbl (SPAM)

Peanusauma KoHTpons, npegycmoTpeHHoro mepamu BCA.1 — BCA.9 HacTof-
Wweil Tabnuubl, NyTeM CKaHUPOBAHWS W aHanM3a CeTeBOro Tpaduka Mexay
rpynnamu CerMeHTOB BblYNC/IUTESNbHbIX CeTeli (hHAHCOBOI OpraHu3auun, BXo-
AAWMNX B pasHble KOHTYpbl 6e30nacHoCTH

Peanusauusa KoHTpons, npegycmoTpeHHoro mepamu BCA.1 — BCA.9 HacTtof-
el Tabnuubl, NyTem ckaHMpoOBaHNA 1 aHann3a ceTeBoro Tpadvka B npegenax
cermeHTa KOHTypa 6e3onacHocTn

Peanusauua KoHTponsa, npegycMmotpeHHoro mepamm BCA.1 — BCA.9 HacTos-
el Tabnnubl, NyTeM cKkaHWPOBAHUS U aHann3a ceTeBoro Tpaduka Mexay Bbl-
YUCANUTENbHBLIMU CETAMW (PMHAHCOBOI OpraHn3auuun n ceTblo VIHTepHeT

Ba30BbIii cOCTaB Mep No perncTpauun cobbiTUil 3awnTbl MHPOPMALUK, CBSA3aHHbLIX C Pe3y/lb-

YpOBeHb 3aLLmThI

nHopmaLmm
3 2 1
H T T

H T T
H H T
H T T

TataMu MOHWUTOPUHIA 1 KOHTPOJIA COAEPXUMOro CEeTeBOro Tpaduka, NPYUMEHNTENbHO K YPOBHAM 3alMTbl UH-
hopmaumm npuBegeH B Tabnuue 17.

Ta6nunuya 17 — Ba3oBblii cOCTAB Mep MO PerncTpauuy cobbiThii 3awnTbl UHOPMALMK, CBA3AHHLIX C pe3y/ibTaTamu
MOHUTOPUHIA U KOHTPO/ISi COAEPXMMOro CeTEBOro Tpaduka

YcnosHoe
0603HaveHVe
1 HOMep Mepbl

BCA.14

CopiepxaHue Mep CUCTEMbI 3aLLUTbI MHGopMALMK

Pernctpauuns akToB BbISIBIeHNA aHOMasIbHO CeTeBOI akTUBHOCTW B pamkax
KOHTpONS, npegycmoTpeHHoro mepamun BCA.1 — BCA.8 Tabnuupbl 16

YpoBeHb 3aLLmThbI
MHGpopmaLm

3 2 1
H T T

7.3.3 Mopgnpouecc «3awuta uHopmaymu, nepesaBaemMoii N0 BbIYNC/IUTENBHBLIM CETAM»

7.3.3.1 ®duHaHcoBas opraHv3auus 4O/HKHA NPUMEHsITb Mepbl Mo 3aluTe MHopMauun, nepesasaemMoi
NO BbIYNC/IUTE/IbHBIM CETAM.

7.3.3.2 Ba3oBblii cocTaB Mep Mo 3awmTe MHopmaumu, nepefaBaeMoil No BbIYUCIUTESIbHLIM CETSAM,
NPUMEHNTESIbHO K YPOBHAM 3alluTbl MHhOPMaLuW npuseieH B Tabnuue 18.

Tab6nuuya 18 — Ba3oBblii cocTaB Mep Mo 3aluTe MHpopMaLun, nepefaBaemMoii No BbIYNC/IUTENbHBIM CETAM

YcnosHee
o6o3HaveHne
1 HOMep Mepbl

3BC.1

3BC.2

CopepxaHue Mep CUCTEMbI 3aLLUThI MHGopMALMn

MprMeHeHNe ceTeBbLIX MPOTOKOIOB, 06ECNEUYNBAOLLMX 3aLLUTY NOANHHOCTM
CeTeBOro COeAWHEeHWsl, KOHTPO/b Le/IOCTHOCTU CETEBOro B3auMoAencTBus
1 peanu3auuio TEXHOMOTMN ABYXCTOPOHHE ayTeHTUdUKALUN NPu OCYLLecT-
B/IEHUW NIOTMYECKOTO AO0CTYNa C WCNO/b30BAHUEM TEEKOMMYHUKALMOHHbIX
KaHasioB W (MNM) NNHWIA CBSI3W, HE KOHTPOSIMPYEMbIX (PUHAHCOBOI opraHusa-
unei

Peanusauus 3awutbl MHGOPMaLMUU OT PackpbiTUs ¥ MOANMKALMM, NPUMEHe-
HUEe [BYXCTOPOHHER ayTeHTUUKauum npu ee nepegade C UCNOSMb30BaHUEM
cetm WHTepHeT, TefeKOMMYHVUKALMOHHbIX KaHanoB W (Un) SIMHUA CBSA3M, He
KOHTPO/IMpYeMbIX (PUHAHCOBOI opraHu3almeii

YpoBeHb 3aLLmThbI
MHGhopMaLmn

3 2 1

T T T
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7.3.4 TMopnpouecc «3awuta 6ecnpoBOAHbIX CeTel»

7.3.4.1 MNpumeHseMble PMHAHCOBON opraHusaLunein Mepbl No 3awwmTe 6ecnpoBOAHbLIX CeTell A0/MKHbI
obecneumBarts:

- 3alMTy UHGOPMaL MK OT PackpbITUS U MOAUMUKALMU NPY NCNOMb30BaHNM 6eCNPOBOAHBIX CETE;

- 3alMTy BHYTPEHHUX BbIYNC/INTENbHbIX CETel Npyu ncnonb3oBaHuy 6ecrnpoBOfHbIX CeTel;

- perucTpauymio cobbITW 3awnTbl MHDOPMALIMK, CBA3AHHBIX C UCNO/b30BaHeM 6eCrnpoBOHbIX CeTe.

7.3.4.2 Ba3oBbIi COCTaB Mep Mo 3aluTe MHOPMaL MK 0T PacKpbITUS U MOAMMUKALMU NPYU UCMOMb30Ba-
HWUM 6eCnPOBOAHBIX CeTel NPUMEHNTENbHO K YPOBHAM 3aluuTbl MHOpMauuy npveegeH B Tabnuue 19.

Ta6nuua 19— Ba3oBblii cocTaB Mep No 3aluTe MHOPMaLUN OT PACKPLITUS U MOAUMKALUM NPU UCNOSIb30BaHNUMN
6ecnpoBoAHbIX ceTeil

YpoBeHb 3alWnThl

YcnogHoe
o6o3HaueHue CopepxaHue Mep CUCTEMbl 3@l nUTbl UHOPMaLUN MHpopmaymn
nHomep Mepbl 3 2 1
36C.1 AyTeHTUdMKaLMa YCTPOACTB fOCTyNa TEXHUYECKUMU CpeAcTBaMu, peannsyto- T T T
WMy hyHKLMM 6ecnpoBOAHOI0 CETEBOro coefuHeHnsa (ToykamMu gocTyna no
npoTokony Wi-Fi)
3BC.2 3awmTa MHopmauum OT packpbiTua 1 Moaudukauum nNpu es nepegave ¢ uc- T T T
nonb3oBaHNeM NPoTOKO0B 6eCnpoBOAHOrO AOCTyna
7.3.4.3 Ba3oBbIli cocTaB Mep Mo 3aluUTe BHYTPEHHUX BbIYUC/IUTENBHbLIX CeTell Npy UCNosib30BaHnK 6ec-

NPOBOAHBIX ceTell NPUMEHUTENBHO K YPOBHSAM 3alLUThl MHChOpMaLMU npuBedeH B Tabnuue 20.

Ta6nuya 20— Ba3oBblii cocTaB Mep N0 3alinTe BHYTPEHHUX BbIYUCIUTENbHbIX CeTeil Npu ncnosib3oBaHun 6ecnpo-
BOJHbIX ceTel

YpoBeHb 3aWnNThbl
nHpopmaynu

YcnosHoe
o603HaueHne CopepxaHue Mep CUCTEMbI 3alWUTbI MHp OPMALUM

n HoOmMe Mepbl
p mep 3 2 1

3B6C.3 Pa3mMelLeHne TEXHUYECKUX CPEACTB, peannsylwmx (yHKLUMM 6ecnpoBogHOM0 H T T
COefMHeHUsl, B BbIAENIEHHbIX CETMEHTAX BbIYUC/IUTE/IbHBIX CeTell (PMHAHCOBO
opraHuzauum

36C.4 Peanusauua ceteBoro B3aMmoeiicTBns U CeTeBOli N30NALUN HA YPOBHE He Bbille H H T
BTOPOro (kKaHaslbHbI1) MO CEMUYPOBHEBOI CTaHAAPTHOM MOAEeNV B3avMOAENCTBUS
OTKPbITbIX cucTeM, onpeaeneHHoil B FOCT P MCO/M3IK 7498-1. BHYTPEHHMX Bbl-
YNCNIUTENbHbIX ceTeli (hMHAHCOBOI OpraHM3auun U CerMeHTOB BbIYMC/IEHHBIX Ce-
Teii. BblfeNeHHbIX B COOTBETCTBUM € NyHKTOM 3BC.3 HacToswwel Tabnuupl

3B6C.5 Peanusauusa ceTeBoro B3auMoeincTsuna 1 ceTeBoli U30NALUN Ha YPOBHE He Bbille H T H
TpeTbero (CeTeBoil) N0 CEMUYPOBHEBOI CTaHA4APTHON MOAeNN B3aumoaenicTBns
OTKpPbITbIX cucTeM, onpegeneHHoin B FOCT P ICO/M3IK 7498-1, BHyTPEHHUX Bbl-
yncnnTenbHbIX ceTell (hHAHCOBOM OpraHn3aLum U CerMeHTOB BblUMC/IEHHbIX Ce-
Teli. BblA€/IeHHbIX B COOTBETCTBUM ¢ Mepoii 36C.3 HacToswe TabnmLbl

3B6C.6 MexceTeBoe 3KpaHMpOBaHMEe BHYTPEHHUX BbIYUC/UTENbHbIX ceTeil hnHaHco- H T T
BOVi opraHu3auun N CerMeHTOB BbIUYMNC/IEHHbIX CeTel, BblAeNIeHHbIX B COOTBET-
cTBUM ¢ Mepoit 36C.3 HacTosWwen TabnuLbl, BKIOYas UAbTPaLMIO AAaHHbIX Ha
ceTeBOM W NPUKIaAHOM YPOBHAX CEMWYPOBHEBOW cTaHAapTHOW mogenu B3a-
MMOAENCTBMSA OTKPbITbIX cMcTeM, onpegeneHHoli B TOCT P MCO/M3K 7498-1

3BC.7 Peanusaumsi u KOHTPOIb UHPOPMALVOHHOTO B3aMMOENCTBUSI BHYTPEHHUX BbIUKC- H T T
NNTENbHbIX CeTeil PMHAHCOBON OpraHn3auun N CerMeHTOB BbIYMC/IEHHbIX CETeN,
BblJe/IeHHbIX B COOTBETCTBMM C Mepoii 3B6C.3 HacTosiweli Tabnnubl, B COOTBET-
CTBUM C YCTAHOB/IEHHBIMUM NpaBWIaMi U NPOTOKOMIaMW CETEBOTO B3anMogeincTns

36C.8 BrnokvpoBaHue NomnbITOK NOAKIYEHUA K 6eCFIp0B0,CI,HbIM TO4Ykam AocTyna C He- H H T

3aperncTpypoBaHHbIX YCTPOICTB foCTyna, B TOM YuCne M3-3a npejenos 3fa-
HUIA 1 coopyXeHnii PMHAHCOBOI opraHnsaluu
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7.3.4.4 Ba3oBblii cocTaB Mep Mo perucrpauny cobbiTUiA 3awuTbl MHhopMaLuKn, CBA3AHHbLIX C UC-
nonb3oBaHneM 6ecnpoBOfHbIX CeTell, NPUMEHUTENIbHO K YPOBHAM 3aluunTbl MHOpMaLunM npuBedeH B
Tabnuue 21.

Ta6nunuya 21 — Ba3oBblii cocTaB Mep No perncTpauuy cobbiTui 3aLnTbl MHOPMALIMKU, CBA3AHHBIX C UCMOb30BaHNEM
6ecnpoBoAHbIX ceTei

YcnoeHoe YpOBEHb 3aLLMTHI

0603HaveHIe CofiepxaHne Mep CUCTeMb! 3aLLMTbl MHAIOPMALMK WHdhopMaLyy
1 HOMEp Mepbl
omep mep 3 2 1
3BC.9 Pernctpauus nonbITOK NOAKIOYEHUS K 6eCNpOBOAHbIM TOUKaM AOCTyna c He3a- H H T
perncTpupoBaHHbIX YCTPOWCTB A0CTYyNa, B TOM YMcC/e U3-3a NpesenoB hUHaH-
COBOVi opraHusauunu
3B6C.10 Pervnctpaymsa n3MeHeHWii NnapameTpoB HACTPOEK CPeACTB M CUCTEM 3aluThl H T T

MHpopMaumy, obecneyvBaloLLMX peannsauuio CEerMeHTauun, MeXCeTeBOro
3KPaHUPOBAHMA W 3alUTbl BHYTPEHHWUX BbIYMCAUTENbHBLIX ceTell hnHaHCOoBOI
opraHv3aumu 1 CErMeHTOB BbIYUCNIEHHbIX CETEN, BblAENEHHbIX B COOTBETCTBUM
¢ mepoit 36C.3 Tabnuubl 20

7.4 Mpouecc 3 «KOHTPO/b LLEeNOCTHOCTU U 3aLULLLEHHOCTU MHOPMALMOHHOA

MHAPACTPYKTYpPbI»

7.4.1 TpumeHsiemMble (OMHAHCOBOW OopraHu3aumneli Mepbl N0 KOHTPOJIKO LeNOCTHOCTU U 3alyMLLEeHHOCTH
HGOPMAaLMOHHON MHPPACTPYKTYPbI A0/MKHbI 06ecneunsaTh:

- KOHTPO/Ib OTCYTCTBMS U3BECTHbIX (OMMCaHHbIX) YA3BUMOCTEN 3aluTbl MHhopMaLum 06bEeKTOB MHop-
marusauuu;

- OpraHus3auuio ¥ KOHTPO/Nb pasMeLleHns, XpaHeHus u obHoeneHus MO MHGOPMaLMOHHON WHpa-
CTPYKTYpbI;

- KOHTPO/b cocTaBa W LenocTHocTn MO nHopMaLnoHHOR NHPPaCTPYKTYpbI;

- perucTpaumio cobbITUiA 3awWuTbl MHOPMALMK, CBA3AHHBIX C pe3y/ibTaTaMy KOHTPO/IA Le/IOCTHOCTU U
3aLLMLLEHHOCTN MHOPMALMOHHOW NHDPACTPYKTYPSI.

7.4.2 Ba3oBblii cOCTaB Mep N0 KOHTPOJIH0 OTCYTCTBYA N3BECTHbIX (ONMCaHHbIX) YA3BUMOCTEN 3aluTbl MHGOP-

MaLy 06bEKTOB MHDOPMATM3ALMM NMPUMEHNUTENBHO K YPOBHSIM 3alUyThbl MHOpMaLn NpuBeseH B Tabnuue 22.

Ta6nuuya 22— ba3oBblii COCTAB Mep N0 KOHTPOJII0 OTCYTCTBUSA U3BECTHbIX (ONNCaHHBIX) YA3BUMOCTEN 3alynTbl NHOP-
Maunn o6beKToB MHopmaTmsaunm

YpoBeHb 3awmThbl

YcnosHoe
0603HaveHIe CofiepxaH1e Mep CUCTEeMbl 3alLMTbl MHAIOPMALMN WHchopmaLyyv
1 HOMep Mepbl
OMED MEp 3 2 1
L3n.1 KoHTponb oTCyTCTBUA M ObecneyeHne onepaTtmMBHOIO YCTPAHEHUSA U3BECTHbIX H T T
(onucaHHbIX) ya3BMMOCTel 3aluTbl MHhopMaLun, UCNONb30BaHUE KOTOPbIX
[IOXeT NO3BO/IMTb OCYLECTBUTb HECAHKLMOHNPOBAHHOE (HEKOHTPONUpyeMoe)
MHOPMaLMOHHOE B3anMOAeiCTBME MeXAy CerMeHTaMmn KOHTYpoB 6e3onacHo-
CTU U UHBIMW BHYTPEHHUMMN CeTAMMW hMHAHCOBOV opraHusauum
L3n.2 KOHTpo/b OTCyTCTBMA M obecneyeHne onepaTUBHOTO YCTPaHEHUS W3BECTHbIX (6] T T
(onucaHHbIX) ya3BMMOCTel 3aluTbl MHGOPMaLUKU, UCNOMb30BaHNE KOTOPbIX
[I0XeT NO3BO/INTb OCYLECTBUTb HECAHKLMOHNPOBAHHOE (HEKOHTPONUpyemMoe)
MHOPMaLMOHHOE B3auMofeiicTBne Mexay BHYTPEHHUMMW BblUMCAUTENbHbIMU
ceTssMU hMHAHCOBOI opraHusaunm n ceTbio VIHTepHeT
L3n.3 KOHTpOo/b OTCYTCTBMA M 06ecrneyeHne onepaTMBHOTO YCTPaHEHWS W3BECTHbIX O T T

(onucaHHbIX) ya3BMMOCTel 3awunTbl MHGOPMAaLUKU, UCMNONb30BaHNE KOTOPbIX
[NIOXET NO3BO/INTb OCYLLECTBUTb HECAHKLMOHMPOBaHHOE (HEKOHTPONUpyeMoe)
MHOPMaLMOHHOE B3aMOAeNCTBME Mexy cermeHTamu, npegHasHavyeHHbIMn
ONs pa3melleHns obLwenoCTynHbIX 06BbEKTOB AOCTyna (B TOM Yyucne 6aHkoma-
TOB. NNATEXHbIX TEPMUHA/IOB), U CETbI0 VIHTEpHET
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OKoH4aHve Tabnuubl 22

YpoBeHb 3aWnThbl
uHpopmaunmn

YcnosHoe
o603HaueHne CopepxaHne Mep CUCTeMbl 3alUTbl NHOPMaLUN
M HOMED Mepbl

L3n.4 KOoHTponb oTCcyTCTBUSA M 0becnevyeHne onepaTUBHOIO YCTPaHEHUS W3BECTHbIX O T T
(onucaHHbIX) ysi3BUMOCTEl 3aWuTbl MHOPMALMKW, UCMOb30BaHNE KOTOPbIX
MOXeT M03BO/ITb OCYLLEeCTBUTb HECaHKLWOHWPOBAHHbIA nornyeckuii JocTyn
K pecypcam gocTyna, pasmelleHHbIM B BblYMC/IUTE/NbHbIX CETAX (PMHaHCOBO
opraHusauun, NogKMIOYEHHbIX K ceTn NHTepHeT

L3n.5 KOHTponb OTCYTCTBMA M 06ecneyeHne onepaTvBHOIO YCTPaHEHWUS U3BECTHbIX (¢] T T
(onucaHHbIX) ysi3BUMOCTElW 3aWuTbl MHOPMALUK, UCMOMb30BaHWE KOTOPbIX
[NIOXET NO3BO/IUTb OCYLLECTBUTb HECAHKLIMOHUPOBaHHbI yAaneHHbli focTyn

Li3n.6 KoHTponb oTcyTCcTBMA 1 0becneveHne onepaTWBHOIO YCTPAHEHUSI U3BECTHbIX H T T
(onucaHHbIX) ya3BUMOCTel 3aluTbl MHGOpPMaLWUK, UCMNOMb30BaHUE KOTOPbIX
MOXEeT MO3BO/IMTb OCYLLEeCTBUTb HECAHKLMOHMPOBAHHbIA IOrMYeCKUii focTyn
K pecypcam focTyna, pasMeleHHbIM BO BHYTPEHHWUX BbIYMC/INTE/NbHbIX CETAX
(hHaAHCOBOW opraHu3aumm

u3n.7 KoHTponb oTCyTCTBUA M 0becneyeHne onepaTtMBHOIO YCTPAHEHUS W3BECTHbIX H T T
(onucaHHbIX) ysi3BUMOCTell, npeAycMOTPeHHbIXx Mepamu LI3N.1 — LI3WN.6
HacToswen Tabnmupl, NyTeM CKaHMPOBaHMA U aHanM3a napaMeTpoB HacTpPoek
CepBepHOro 1 ceTeBoro o6opyaoBaHns

Li3n.8 KoHTponb oTcyTCTBUA M 0becnevyeHne onepaTUBHOIO YCTPaHEHUS W3BECTHbIX H T T
(onuncaHHbIX) yI3BMMOCTEN, yka3aHHbIX B NyHkTax LI3N.1 — LI3W.6 HacToswel
Tabnuubl, NyTemM CKaHUPOBAHWA W aHanusa cocTaBa, BEPCWl U napameTpos
HacTpoek npuknagHoro MNO. MO AC n cuctemHoro MNO. peanusyrowero yHkK-
uumn obecneyeruns 3awmnTbl MHOpMaLUn 1 (UnK) BAUsIOLWeEro Ha obecnevermne
3alnTbl UHhopMmauun (ganee B HacTosiwem pasgene — cuctemHoe MO)*,
yCTaHOB/IEHHOTO Ha CEPBEPHOM U CETEBOM 060pYA0BaHNM

L3n.9 KoHTponb oTcyTCTBUA M 06ecneyeHne onepaTUBHOIO YyCTPaHEHUS W3BECTHbIX H T T
(onncaHHbIX) yA3BUMOCTel, NpeaycMoTpeHHbIx mMepamu LI3W.1 — LI3N.6
HacTosAwel Tabnuubl, NyTeM CKaHNPOBaHUS 1 aHanusa cocTasa, Bepcuii 1 na-
pameTpoB HacTpoek npuknagHoro MO, MO AC u (unn) cuctemHoro MO. ycTa-
HoBMeHHoro Ha APM nonb3oBaTtesieil n aKkcnayaTaLnoHHOro nepcoHana

L3n.10 KoHTponb oTcyTCTBUA M 0becnevyeHne onepaTUBHOIO YCTPaHEHUSA W3BECTHbIX H T T
(onncaHHbIX) yA3BUMOCTel, NpegycMoTpeHHbix mMepamu LI3W.1 — LI3N.6
HacToswel TabnnLbl, NyTeM CKaHNPOBAHUS 1 aHanusa cocTtasa, Bepcuii n na-
pamMeTpoB HacTPOeK CPEACTB U CUCTEM 3aLMTbl MHCOPMAaLK

L3n.11 OrpaHunyeHue (3anpeT) ucnonb3oBaHns Ha APM nonb3oBaTeneil n akcnnyara- H 0] [0}
LMOHHOrO nepcoHana, 3afeiiCTBOBaHHbIX B BbINOSHEHUN GU3HEC-NpoLeccoB
chnHaHcoBoOW opraHusauuu, MO. peanusyiowero yHKLMN nNo paspaboTtke, OT-
napgke n (unu) Tectuposaxuto NO

B Tom uncne MO onepaymoHHbix cuctem, MO CYB/. MO cepsepos npunoxenuii. MO cuctem BupTyanusauum.

7.4.3 Ba3oBbIii coOCTaB Mep Mo opraHn3auun U KOHTPOJII0 pasMeLLeHNsi, XpaHeHns u 06HoBeHns MO
NMPUMEHNTENIbHO K YPOBHAM 3aLiuTbl MHopMaumn npusegeH B Tabnuue 23.

Ta6nuuya 23 — Ba3oBblil COCTaB Mep MO OpraHW3auun n KOHTPOJII0 pasMeLLeHusl, XpaHeH!si U 06HoBNeHUst MO

YpoBEeHb 3alWNTbI

YcnosHoe

0603HaueHne CopaepxaHne Mep cucTeMbl 3aWNThl MHOpMaLUN uHopmayum

n HOMep mMepbl 3 ) .
L3n.12 KOHTpO/b pa3meLlleHns 1 CBOeBPeMEHHOro 06GHOBNEHUSA HA CEPBEPHOM U CETEBOM O O T

o6opyaosaHun MO cpeAcTB M CUCTEM 3aLUTLI MHPOpMaLMK, npuknagHoro MO.
MO AC. cucteMHoro MO v curHaTypHbIX 6a3 CpeACcTB 3aLMThl MHChopMaLmm, B TOM
Yncne ¢ Lesblo yCTpaHeHUs BbISIBNIEHHbIX YSI3BUMOCTE 3aLLUTbl MHGopMaLm
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OKoHYaHve Tabnuubl 23

YpoBeHb 3aWNTbl

YcnosHoe
nHcbopmayun
o603HayeHune CopaepxaHue mMep cUcTeMbl 3alWuUTbl MHGOpPMaLUmn
n HOMEp mepbl
3 2 1

L3n.13 KOHTpONb pasmelleHns 1 cBOeBpPeMEHHOro o6HoBNeHnss Ha APM nonb3oBaTte- O O T
nei n akcnayataymoHHoro nepcoHana MO cpefcTB v cUCTEM 3awuTbl UHGOP-
Mauumn. npuknagHoro MO. MO AC u cuctemHoro MO. B TOM uucne ¢ Lenbio
YCTPaHEeHUS BbISBNEHHbIX YSI3BMMOCTEN 3awuTbl MHchopmMaLum

L3n.14 KoHTponb pa6oTocnoco6HoCTK (TecTupoBaHue) 1 NpaBUIbHOCTU (PYHKLMOHN- (0] O [0}
poBanusi AC nocrie BbINOMHEHUSA 06HOBNEHMI MO. NpefyCMOTPEHHOIo Mepamm
L31.12 n L3W.13 HacToswel Tabnuubl, BbINMOHAEMOrO B CErMeHTax paspa-
60TKMN U TeCTUpPOBaAHMUA

L3n.15 KoHTponb oTcyTCTBUA M 0b6ecrneyeHre onepaTMBHOIO YCTPAHEHUS U3BECTHbIX (0] T T
(onucaHHbIX) ysSi3BUMOCTEl 3awWwnTbl UHopMaLun nocne BbINOMHEHUS 06HOB-
nexwnii MO. npegycmoTpeHHoro mepoi L31.12 HacTosAwei Tabnumupl

Li3n.16 O6ecneyeHne BO3MOXHOCTM BOCCTAHOB/IEHUSI 3TaNOHHbIX konuii MO AC. MO [0} [0} [0}
CpefCcTB U CUCTEM 3alnTbl MHpopMaumm, cuctemHoro MO B ciyyasx HewTaT-
HbIX CUTyaLuit

L3n.17 Hanuuune, yyeT 1 KOHTPOSIb LLENIOCTHOCTH 3TaNIOHHbIX Konuid MO AC. MO cpeacTs H H T
1 CUCTeM 3alnTbl MHpopmaummn, cnctemHoro Mo

L31.18 Hannuune, yyeT 1 KOHTPO/b LIEe/IOCTHOCTW 3Ta/IOHHbIX 3HAYEHWI NapaMeTpoB Ha- (o} (0] T
ctpoek MO AC. cuctemHoro MO. MO cpefcTB 1 CUCTEM 3aLUTbl NHOPMAL UK,
BO3MOXHOCTb BOCCTAHOB/IEHWS YyKa3aHHblX HACTPOeK B C/y4yasax HeluTaTHbIX
cuTyauuii

Li3n.19 KOHTPO/Ib LLeI0CTHOCTU 1 4OCTOBEPHOCTN UCTOYHWKOB NOJTy4EHNA Npu pacnpo- 0] 0] T
cTpaHeHun n (unun) o6HosneHnmn MO AC. MO cpeACTB 1 CUCTEM 3aLUTbI MHOP-
mMauuu. cuctemHoro No

7.4.4 Ba3oBblii cocTaB Mep Mo KOHTPOJIKO cocTaBa U uenoctHoctu MO MHgopMaLnoHHOK UHGPaCcTPyK-

Typbl MPUMEHUTENBHO K YPOBHSIM 3aLLMThbl MHCDOPMaLUK NpuBeAeH B Tabnuue 24.

Ta6nuuya 24 — Ba3oBblii COCTAB MEp N0 KOHTPOJIKO COCTaBa U LenocTHocTM MO NHOPMAaLMOHHON NHdpacTpyk-
Typbl

YpoBeHb 3alUuThl

YcnosHoe
o603HayeHune CopepxaHue Mep cucTembl 3alWuTbl MH OpMaLum uHGopmaunm
n HOMEp Mepbl 3 2 1
Li31.20 KOHTpoOsib cocTaBa paspeLlleHHoro Ans ucnonb3osaHusa NO APM nonb3osaTe- (6] T T
neit 1 aKcnayaTauuoHHOro nepcoHana
L3n.21 WcknoueHne BO3MOXHOCTU YCTAHOBKM W (MK) 3anycka HepaspeLlleHHoro Ans (0] T T
ncnonb3oBaHua MO APM nonb3oBaTesnei n akcnayaTauMoHHOro nepcoHana
L3un.22 KoHTponb coctasa MO cepsBepHoro obopyfosaHus H 0] T
L3n.23 KoHTponb coctaBa MO APM nonb3oBaTenei n akcnayaTaunoHHOro nepcoHana, H T T
3anyckaemoro npw 3arpyske onepauuoHHOR cucTembl
L3n.24 KOHTPONb UesiocTHOCTM 3anyckaemblx koMnoHeHToB MO AC Ha APM nonb3oBa- H H T
Tenel 1 aKcnayaTaLuMoHHOIO nepcoHana
L3n.25 Peanusauua 4OBEpeHHON 3arpy3ku onepaumnoHHbix cuctem APM nonb3oBaTte- H H T
neii n aKcnayaTauuoHHOro nepcoHana
Li31.26 KOHTpO/b (BbISIB/IEHME) UCMNOMb30BaHNA TEXHOIOTMM MOGUNBLHOIO Koga* H T T

B Tom uncne Java, JavaScript. ActiveX. VBScript 1 UHble aHanornyHble TEXHOOTUN.
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7.4.5 Ba30BbIi cocTaB Mep Mo perucTpauum cobbIThil 3alnTbl MHOPMAaL MK, CBA3aHHbLIX C pe3ybTaTa-
MW KOHTPONSA LeMOCTHOCTU M 3alueHHOCT MHADOPMAaLVOHHON MHMPACTPYKTYPbl, NPUMEHUTENIBHO K YPOB-
HAM 3alnTbl MHOPMaUMN npusegeH B Tabauue 25.

Ta6nuuya 25— Ba3oBblii cOCraB Mep Mo PerucTpaumy cobbiTuii 3aluTsl MHGOPMAaL UK, CBA3AHHbLIX C pe3y/bTaTamu
KOHTPO/IS LLeNIOCTHOCTU U 3aLMLLEHHOCTU MHDOPMALMOHHOI MHPACTPYKTYpSbI

YpoBeHb 3aWnThbl

YcnosHoe
o603HauyeHune CojepxaHue Mep cUcTeMbl 3aWUTbl MUHGOPMAaLUKN nHdopmaymu
n HOMEp Mepbl 3 2 1

L3n.27 Pernctpauns akToB BbiABAEHNSA YA3BUMOCTEN 3alnTbl HDopMaLm H T T

Li3n.28 Peructpauuns yctaHoBKW, 06HOBNEeHNA 1 (nnun) yaaneHus MO AC. MO cpefcTts n H T T
CcMCTEM 3aluTbl MHopMauum, cuctemHoro MO Ha cepBepHOM 1 ceTeBOM 060-
pyAoBaHumn

L3n.29 Pernctpauuns yctaHoBku, 06HOBAeHNA 1 (Mnn) yaanenua npuknagHoro MO. MO H T T
AC. MO cpeAcTB 1 cucTeMm 3awuTbl MHpopmauum, cuctemHoro MO Ha APM
nosnb3osartesnieil n akcnayaTalMoHHOro nepcoHana

L3n.30 PerncTpayumsa 3anycka nporpamMHbIX CEPBUCOB H H T

L3n.31 Peructpauus pe3ynbTaTtoB BbIMOSIHEHNSI OnepaLmii Mo KOHTposto coctasa MO cep- H H T
BepHoro obopyaosaHusa. APM nosnb3oBatesneii 1 akCnayaTaLMOHHOMO NnepcoHana

L3n.32 Peructpauus pesynbTaToB BbINOSIHEHUS onepawuuii No KOHTpontw cocTtasa MO H T T
APM nonb3oBarteneii 1 akcnayartalMoHHOrO nepcoHana

L3n.33 Pernctpauns pesynbTatoB BbIMOSHEHWSA onepaunii No koHTposto cocTasa MMO. H T T
3anyckaemoro npu 3arpyske onepauuoHHoli cuctembl APM nonb3oBaTenein u
3KcnyaTalyoHHOro nepcoHana

LI31.34 Pernctpauns pesynbTaToB BbINMOMHEHUA onepauuii KOHTPONA LeN0CTHOCTH 3a- H H T
nyckaemblx KomrnoHeHTos MO AC

L3Wn.35 Pernctpauns BbISSBAEHUS UCNO/Ib30BAHNSA TEXHOIOTMN MOBUAIBHOIO Koga H T

Li131.36 Peructpaums pesynbTaToB BbINO/HEHUS ONepaLyMii N0 KOHTPOJIKO LLeNOCTHOCTU 1 H H T

[0CTOBEPHOCTU MCTOYHUKOB NOJTYyYEHNUA NpK pacnpocTpaHeHun n (unun) obHosne-
Hun MO AC. MO cpeAcTB 1 cUCTEM 3aLuTbl MHchopmaLuu, cuctemHoro MO

7.5 Tlpouecc 4 «3awmta oT BpeJOHOCHOro Koga»

7.5.1 MpumeHsiemble hMHAHCOBOW opraHusaLmein mepbl NO 3alMTe OT BPELOHOCHOIO KoAa AO/IKHbI
obecneunBatb:

- opraHu3auuio 3LIe/IOHUPOBAHHON 3alUTbl OT BPEAOHOCHOTO KOAAa Ha pPa3HbiX YPOBHSIX MHChOpPMaLNOH-
HOIi MHPpPacTPYKTYpblI;

- opraHu3aumio 1 KOHTPO/b NPUMEHEHUS CPeACTB 3aLWmMTbl OT BPEAOHOCHOIO KOoAa;

- perucTpauuio cobbITul 3aLMTbl MHOPMAaLMK, CBSA3aHHbIX C peasin3aumeit 3aluTbl OT BPeAOHOCHOTO Koaa.

Mpun peanusaunn npouecca «3awmnta oT BpeJOHOCHOro Koga» pekoMeHayeTcs ucnonb3osarb [13].

7.5.2 BasoBblii cocTaB Mep MO OpraHu3auny 3WeIoHNPOBaHHONM 3alnTbl OT BPELOHOCHOIO KoAa Ha pas-
HbIX YPOBHSX UH(OPMALMOHHON MHIPACTPYKTYPbl NPUMEHUTENBHO K YPOBHAM 3alMTbl MHOPMaLUU npu-
BelleH B Tabnuue 26.

Tab6nunua 26 — Ba3oBblii COCTaB Mep Mo opraHn3aLum 3leIOHMPOBaHHON 3aLKTbl OT BPEAOHOCHOTO KoAa Ha pasHbIX
YPOBHAX UHDOPMALMOHHON MHPACTPYKTYpPbI

YpoBeHb 3aWUThl

Ycnosuoe
nHpopmayuu
o6o3HaueHune CopepxaHune Mep cuUcTeMbl 3alUTbl MHGOpMaLum
W HOMEpP Mepbl 3 2 1
3BK.1 Peanusauua 3awutbl OT BPEJOHOCHOrO Koga Ha ypoBHe dusnyeckux APM T T T

nosib3oBaTeneil 1 aKCNayaTaLMoHHOro NnepcoHana
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OKoHYaHve Tabnuubl 26

YcnosHoe Ypmiiggb '\:a MI/IV'II'bI
0603HaveHne CopepxaHne Mep CUCTeMbI 3alLTbI MHdopMaLmm pmaLy
1 HOMep Mepbl 3 2 1
3BK.2 Peanusayus 3awutsl OT BPEAOHOCHOIO KoAa Ha YPOBHE BMPTYasibHON UHOP- T T T
MaLUVOHHON MHppacTPyKTypbI
3BK.3 Peanusauusa 3awuTbl OT BPE4OHOCHOIO KoAa Ha ypoOBHE CEPBEPHOro 060pyao- T T T
BaHWA
3BK.4 Peanusauus 3alnTtbl OT BpeJOHOCHOIO KOJja Ha YPOBHE KOHTPO/ISi MeXCeTeBoro H T T
Tpaduka
3BK.5 Peanusauus sawmuTbl OT BPEJOHOCHOIO Koja Ha YypOBHE KOHTPOJ/IA MOYTOBOro T T T
Tpaduka
3BK.6 Peanusauua sawmTbl OT BPEeAOHOCHOIO Koja Ha YpPOBHE BXOJHOr0 KOHTPONA T T T
YCTPOICTB 1 NEPEHOCHBIX (OTUYXAAEMbIX) HOocuTeneli MHopmaLmm
3BK.7 Peanusauus 3awmuTbl OT BpeAOHOCHOTO KOAA Ha yPOBHE KOHTPONSA 06LefoCcTyn- T T T
HblX 06bEKTOB A0CTyna (B TOM Uncsie 6aHKOMaTOB, MIaTeXHbIX TEPMUHANO0B)
7.5.3 Bas3oBbIii cocTaB Mep N0 OpraHu3auuy 1 KOHTPOJTH NPUMEHEHNSA CPEACTB 3aliUThbl OT BPeA0HOCHO-

ro koJa NPYMEHUTEsIbHO K YPOBHAM 3alinTbl MHOpMaLun npuBegeH B Tabnuue 27.
Ta6nuua 27 — ba3oBblil cOCTaB Mep No OpraH1M3aLun 1 KOHTPOJIO NPUMEHEHUSI CPEACTB 3alWThl OT BPe40HOCHOTO Koaa

YcnosHoe YpoBeHb 3amThbl
0603HaueHne CojiepxaHme Mep CUCTEMbI 3aLLMThI MHCopMALMN VHchopmaLm
11 HOMEp Mepbl 5 5 L

3BK.8 PYHKUMOHMPOBaHNE CPeACTB 3alinTbl OT BPEAOHOCHOIO KOAa B MOCTOSHHOM, T T T
aBTOMaTUYECKOM pexume, B TOM YUCNE B YACTM YCTaHOBKM MX OGHOBMEHWA 1
CUTHaTYpHbIX 6a3 faHHbIX

3BK.9 ®YHKLMOHNpOBaHME CPeACTB 3aluTbl OT BpeAOHOCHOro KoAa Ha APM nonb3o- T T T
BaTesfieil 1 aKcnayaTalMoHHOIo nepcoHana B pe3nAeHTHOM pexume (B pexume
service — A5 onepaunoHHoi cuctembl Windows, B pexvume daemon — ans
onepayluoHHO cuctemsl Unix), nx aBToMaTUyeckuii 3anyck npu 3arpyske one-
pauroHHON cucTembl

3BK.10 MpUMeHeHVe CpeAcTB 3alUTbl OT BPEAOHOCHOTO KoAa, peanusyllux yHk- T T T
LIMI0 KOHTPOJISI LENOCTHOCTU UX NPOrpaMMHbIX KOMMOHEHTOB

3BK.11 KOHTpOnb OTKMOYEHNA M CBOEBPEMEHHOro O6GHOBMEHWA CPeACTB 3aluTbl OT T T T
BpPef0HOCHOrO KoAa

3BK.12 BbInofHeHNe exeHeaenbHbIX onepayuii No NpoBeAeHN0 NPOBEPOK Ha OTCYT- T T T
CTBME BPEJOHOCHOIO Koja

3BK.13 Vicnonb3oBaHne cpefCcTB 3alnTbl OT BPEAOHOCHOIO Kofa pas/inyHblX NPOn3BO- T H H
antenei, kak MUHUMYM 4151 YPOBHEW:
- chmnsuueckne APM nonb3oBatesneli n akcnayaTaLMOHHOIO nepcoHana;
- cepBepHoe obopygoBaHune

3BK.14 VMicnonb3oBaHve cpefcTB 3aluTbl OT BPEAOHOCHOMO KoAa pas/inyHbIX NPon3Bo- H T T
AnTenei. kak MUHUMYM 47151 YPOBHEN:
- busnyeckme APM nonb3osaTeneit n akcnayaTaLlMOHHOIO NnepcoHana,;
- cepBepHoe o6opyfoBaHue;
- KOHTPO/b MexceTeBOro Tpaduka

3BK.15 BbiNnoNHEHNE NPOBEPOK Ha OTCYTCTBME BPEAOHOCHOrO Koa nyTeM aHanunsa UH- H T T
hopMaLMOHHbIX MOTOKOB MeX Ay CEerMeHTamn KOHTYpoB 6€30MNacHOCTU U NHbIMMN
BHYTPEHHUMM BbIYNCINTENbHBIMU CETAMU (DMHAHCOBOI OpraHu3auum
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OKoH4aHue Tabnuubl 27

YpOBeHb 3aLmThI

YcnosHoe
MHchopmaLmm
0603HaveHne CopepxaHvie Mep cvicTeMb! 3aLLyTbl HCopMaLmm chopmay
1 HOMEp Mepbl 3 2 1

3BK.16 BbINnosnHeHWe NPOBEPOK HA OTCYTCTBME BPEAOHOCHOIO Koja nyTem aHaniusa H T T
MHCOPMALMOHHBIX NOTOKOB MeX/Jy BHYTPEHHUMW BbIYUCUTENbHLIMU CETAMMU
¢hHaHCcOoBOIi opraHusaunm n cetblo VIHTepHeT

3BK.17 BbinonHeHne NpoBepoK Ha OTCYTCTBME BPEAOHOCHOrO kofa nyTem aHanusa H T T
MHOPMAaLMOHHbIX MOTOKOB MeXAy CerMeHTamu, npeAHasHayeHHbIMW ANs pas-
MeLLeHVs 06w eaoCcTynHbIX 06BbEKTOB foCTyna (B TOM yncie 6aHkOMaToB, nna-
TEXHbIX TEPMUHAOB), U CeTbio MIHTEpHeT

3BK.18 BX0AHOV KOHTPO/Ib BCEX YCTPONCTB 1 NEPEHOCHbIX (0TUYXAaeMblX) Hocutenei T T T
MHopmaLun (Bknvas Mo6bubHbIE KOMMbIOTEPDI U (hneLl-HakonuTenun) nepeg
MX NCNONb30BaHNEM B BblYNC/INTE/NbHbIX CETAX (PMHAHCOBOW opraHm3aymm

3BK.19 BXOZHOW KOHTPO/Ib YCTPOWCTB U NEPEHOCHbIX (OTUYXAAEMbIX) HOCUTENER WH- H T T
chopmaLlmmn nepes nx NCNONb30BAHNEM B BbIYNCANTENbHbIX CETAX (DUHAHCOBOIA
opraHusauuu, B BblJe/IEHHOM CErMeHTe BblUYNCNTENbHON CeTU, C UCKIIOYEHN-
eM BO3MOXHOCTU MH(OPMaLMOHHOTO B3anMOAeNCTBUS yka3aHHOro cermeHTa
N VHbIX CETMEHTOB BbIUNCANTESNbHbIX CeTell thHaHCOBOI opraHusauun (kpome
ynpaBnsioLiero MHopmMaLyMoHHOro B3avMOoAeNCcTBIA NO YyCTaHOBEHHbIM npa-
BMMAM 1 NPOTOKOaM)

3BK.20 BbinonHeHne npefBapuTefibHbIX NPOBEPOK HA OTCYTCTBME BPEAOHOCHOrO Koaa H (0] (0]
ycTaHaBMBaemoro uam nsmeHsiemoro MO. a Takxe BbINOSIHEHME NPOBEPKK MNO-
cne ycTaHoBKU u (Mnn) namenexmsa MO

3BK.21 3anpeT HEKOHTPOIMPYEMOro OTKPbITUSA CaMOpPacnakoBbIBAKLWNXCA apX1UBOB U [0} T T
MCnonHaAeMbIx haiinos, NONyYEHHbIX N3 ceTu VIHTepHeT

754 Ba3oBblii cocTaB Mep Mo perncrpauuy cobbiTUin 3awmnTbl MHpOPMaLUK, CBA3AHHBIX C peasnu-

3aumeit 3alnTbl OT BPEAOHOCHOIO KoAa, MPUMEHUTE/IbHO K YPOBHSAM 3alMTbl MHGOpMaUMM npuBedeH B
Tabnuue 28.

Ta6nuua 28 — Ba30Bblii cOCTaB Mep N0 PErncTpaumy cobbiTii 3aluTsl MHKDOPMAaLMK, CBSA3AHHbLIX C peanu3auuei
3aWMTbl OT BPEAOHOCHOTO KoAa

YpoBeHb 3amThbl

YcnosHoe
0603HaveHIe CoflepxaH1e Mep CUCTeMbl 3aLLMTbl MHAIOPMALMK WHchopmaLn
1 HOMep Mepbl 3 2 1
3BK.22 Pernctpauns onepauuii No NpoBeAeHN0 NPOBEPOK Ha OTCYTCTBME BPeAOoHOC- T T T
HOro koga
3BK.23 Pernctpauus akToB BbIsiBIeHNS BPEJOHOCHOTO Koaa T T T
3BK.24 Perncrtpauns HEKOHTPONMPYEMOrO WCNO/Ib30BaHNA TEXHOOMMW MOBUIBHOTO T T T
Kopa*
3BK.25 Pernctpauusa c6oeB B pyHKLMOHMPOBaHNM CPEACTB 3aluTbl OT BPEAOHOCHOIoO T T T
Koaa
3BK.26 Pernctpauus c60eB B BbIMOSIHEHUN KOHTPO/A (MPOBEPOK) HAa OTCYTCTBME Bpe- T T T
[IOHOCHOrO0 Kofa
3BK.27 Pervcrpauusa oTknO4YeHNA cpeAcTsB 3alnTbl OT BPeL0HOCHOIO KoAa T T T
3BK.28 Peructpauus HapyLleHUi LenocTHOCTU NPOrpaMMHbIX KOMMNOHEHTOB CpeAcTB T T T

3alnTbl OT BPEJOHOCHOIO Koja
B Tom uncne Java. JavaScript. ActiveX. VBScript n uHble aHanormyHble TEXHOOMNN.
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7.6 Mpouecc 5 «lMpepoTepalyeHne yteyek nHopmaymm»

7.6.1 TNpumeHsiemble (DMHAHCOBOW opraHu3auueli Mepbl MO NPeAOoTBpALLEHUI0 yTevyek MHopMauum
OO/MKHbI 0becneyunBaTh:

- G/10KMPOBaHME Hepa3peLLEHHbIX K UCMO/Ib30BAHUI0 U KOHTPO/Ib pPa3peLleHHbIX K UCMOMb30BaHMI0 No-
TEeHUMasIbHbIX KaHa/I0B yTeukn nHhopMaLmu;

- KOHTPO/b (aHanm3) nHdopmauun, nepesaBaemoil N0 paspeLleHHbIM K UCMO/Ib30BaHN0 NOTEeHUManb-
HbIM KaHasiaM yTeuku nHcopMauum;

- opraHusauuio 3aluTbl MaLUVHHbLIX HOocuTenen uHgopmanmmn (MHN);

- perucTpaumio cobbITUA 3aLnTbl MHhopMaLMn, CBA3aHHbIX C peanusaumeil 3awmnTbl No npegoTepalle-
HUIO YTEUKM MHhopMaLuK.

NMpumeuaHne — PekomeHaaunu, 06eCNeUNBaOLLME CHUKEHUE PUCKOB YTEUKM WH(OPMAaLUU NMyTeM MOHUTO-
PWHTa 1 KOHTPONSi UHPOPMALMOHHbBIX NOTOKOB, NPUBEAEHbI B [141.

7.6.2 Ba3oBblii cocTaB Mep Mo G/10KMPOBaHNIO HEpPa3pPEeLLEHHbIX K UCMOIb30BaHNIO U KOHTPO/IKO paspe-
LWIEHHbIX K UCNONb30BaHWIO NOTEHUMANbHBLIX KAHAN0B YTeUKM NHGopMaL MU NPUMEHNTENBHO K YPOBHAM 3allu-
Tbl UHGQOPMaL MK NprBedeH B Tabuue 29.

Ta6nuua 29 — BasoBblii cocTaB Mep No 6/10KMPOBAHNIO HEpPa3PELLIEHHbIX K UCNOIb30BAHWIO Y KOHTPOJIHO paspelleH-
HbIX K UCMONb30BaHNIO NOTEHUMANbHBIX KAaHaN0B YTeuku nHopmalmm

YpOoBeHb 3aLmThI

YcnosHoe
0603HaveHne CopepxaHve mMep cvicTeMb! 3aLLyTbl HCpopMaLmn ViHcpopmaLm
1 HOMEp Mepbl 3 2 1
nyn.i BnokmpoBaHue HepaspeLlleHHOl U KOHTPOsb (aHanM3) paspeLleHHoin nepegayun H T T
MHOpMaL N KOH(UAEHLMANBHOTO XapakTepa Ha BHeLlHMe agpeca 3/1eKTPOH-
HOW MouYTbI
nyn.2 BNoKMpoBaHUe HepaspeLlleHHOol U KOHTPOsb (aHanM3) paspeLleHHol nepegaun H T T
nHhopmaLum KoHuaeHUManbHOro xapakrepa B ceTb VIHTEPHET C NCNO/b30Ba-
HMeM MHOopMaLMOHHO MHAPACTPYKTYPbl hMHAHCOBOIA OpraHu3aLmm
nyn.a BnoknpoBaHne HepaspelleHHON 1M KOHTPOsb (aHanv3) paspelleHHol nevatn H T T
nMHchopMaLumn KoHtbgeHLManbHoOro xapakrepa
nyn.4 BnoknpoBaHne Hepa3peLweHHOro 1 KOHTPO/b (aHan3) paspeLeHHOro Konupo- H T T
BaHUA MHpOpMaLMN KOH(DUAEHUMaNbHOTO XapakTepa Ha NepeHoCcHble (0TuyX-
faemble) HoCUTeNn NHgopmauum
7.6.3 Ba3oBbIli cocTaB Mep MO KOHTPOA (aHanu3y) uHopmauum, nepesaBaeMoil No paspeLleHHbIM

K MCNO/Ib30BaHWI0 NOTEHLMabHbIM KaHanam yTeuyku nHgopmauuv, NPUMEHNTEIbHO K YPOBHAM 3aluTbl WH-
hopmanmm npuseseH B Tabnuue 30.

Ta6nuua 30 — ba3oBblii cocTaB Mep NO KOHTPO/O (aHanun3y) uHdopmaunm, nepegaBaemoit No paspeLlleHHbIM K nc-
Nonb30BaHUI0 NOTEHUMANbHBIM KaHanam yTeuku nHgopmaumm

YpoBeHb 3aLLmThbI

YcnosHoe
VHi MaLn
0603HaveHve CopfepxaHne Mep cucTeMbl 3aLmTbl MHGopMaLIMm chopmayy
1 HOMEP Mepbl 3 2 1
nynm.s KOHTEHTHbI aHan13 nepegaBaemMoil Hhopmauuy nNo NPOToKoAaM UCXOAALLEro H T T
noYToBOro 06MeHa
nywn.e BefieHne eANHOTO apxuBa 3/1EKTPOHHBIX COO6LLEHUI C apXMBHBLIM JOCTYNOM Ha H T n
CpPOK HEe MeHee 6 Mec. 1 onepaTuBHbIM JOCTYNOM Ha CPOK He MeHee 1 mec.
nyn.7z BefeHne efMHOro apxuBa 3/1EKTPOHHbIX COOBLEeHNI C apXMBHBIM AOCTYNOM Ha H H T
CPOK He MeHee OfIHOrO rofia u onepatuBHbLIM AOCTYNOM Ha CPOK HE MeHee 3 MecC.
nyn.s OrpaHuyeHune Ha nepeyeHb MPOTOKO/IOB CETEBOIO B3auMOAeicTBUA, NCNONb3Y- H T T

eMblX 4/151 OCYLeCTB/IeHUSA nepefayn coo6LLeHNA 3NEKTPOHHOW NOYThI
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OkoHuaHne Tabnuubl 30

YpOoBeHb 3aLmThI

YcnosHoe
MHGhopmaLm
0603HaveHne CopepxaHue Mep CUCTeMbI 3aLLTbI MHdopMaLmn chopmay
1 HOMEP Mepbl
P Mep 3 2 1
nywn.o OrpaHuyeHune Ha nepeyeHb hopMaToB PainfoB faHHbIX, Pa3peLleHHbIX K nepe- H T T
fAaye B Ka4eCcTBe B/IOXEHW B COOOLLEHNSA 3/1EKTPOHHON NoYTbI
nyn.10 OrpaHuyeHne Ha pasMepbl halinoB AaHHbIX, NepefaBaeMblX B KauecTBe B/O- H T T
XXEHW B COOBLEHNA 3NEKTPOHHON NOYTHI
nymn.ii KOHTeHTHbI aHann3 uHcopmaluu, nepefaBaemMoii B ceTb VIHTEPHET € MCNOMb- H T T
30BaHMeM UH(OPMALMOHHON MHpacTPyKTYpbl (PMHAHCOBOI OpraHusauunu
nyn.i2 Knaccudmkaums pecypcoB cetn WHTepHeT € uefblo 6/10KMPOBKM AocTyna K H T T
caiitam nnm TMnam caiiTos, 3anpeLeHHbIX K NCNO0/Ib30BaHNI0 B COOTBETCTBUN C
YCTaHOBJ/IEHHbIMU Mpasuiamm
nyn.13 OrpaHuyeHne Ha nepeyvyeHb NPOTOKO/IOB CETEBOIO B3aUMOAENCTBUSA U CETEBBIX H T T
NopToB, NCMO/Ib3YEMbIX MPU OCYLLECTB/IEHNN B3aMMOAENCTBNSA C ceTblo VHTep-
HeT
nyn.14 3anpeT xpaHeHusa 1 06paboTkn MHopMaL N KOHPMAEHUNANbHOTO XapakTepa H O 0
Ha 06bekTax fOCTyna, pasmMeLleHHbIX B BblYNCAUTENbHbIX CETAX (hMHAHCOBOW
opraHusauunn, NOAKMIOYEHHbIX K ceTn NHTepHeT
MyH.15 KOHTeHTHbI aHanus nHdopmalum, BbIBOAUMOIA Ha nevaTb H T T
Nnyn.16 Vcnonb3oBaHne MHOrO(YHKLUOHANbHbIX YCTPOWCTB Neyatu ¢ BO3MOXHOCTbIO H H T
nonyyeHus pesynbTaToB BbINOIHEHWUA 3afaHWs Ha neyatb MO Napos n (Mawu)
nepcoHasnbHOI kapTouke fgocTyna
NyH.17 KOHTEHTHbI aHanu3 uHopmauny, Konmpyemol Ha nepeHocHble (oTuyxpae- H T T
Mbl€) HOCUTENN MHopMaLnn
MyH.18 BnoknpoBaHne HepaspelleHHbIX K UCNOJIb30BaHNI0 NMOPTOB BBOJA-BbIBOAA WH- H T T
topmauun CBT
MyH.19 BnokmpoBaHme BO3MOXHOCTU UCNOMb30BaHNS HE3APErnCTPUPOBaAHHbIX (He- H T T
paspelleHHbIX K UCMO/Ib30BAHNI0) NEPEHOCHbIX (OTUYXAaeMblx) HocuTenei
MHpopmaLummn B MHopMaLUOHHOW UHpacTpyKkType huHaHCOBOI opraHu-
3ayumn
7.6.4 Ba3oBblli cocTaB Mep MO opraHu3auuy 3aluMTbl MalUVMHHbIX HOCUTesNein MHopmalum NpuMeHu-

Te/IbHO K YPOBHAM 3alUThl MH(hOpMaLyu npuBefeH B Tabnuue 31.
Ta6nuya 31 — BasoBblii cOCTaB Mep MO OpraHU3aLyv 3aLLMThl MaLLMHHBIX HOCUTENEe MHdopmaLmmn

YpOBeHb 3aLuThI

YcnosHoe
0603HaveHIe CofiepxaHie Mep CUCTEMbI 3aLLVTbI MHCHOPMALM UHchopmaLM
1 HOMEp Mepbl 3 2 1
nywm.20 Y4yeT u KOHTPO/b ncnonb3osaHua MHW. npegHasHayeHHbIX ANA XpPaHEeHUs UH- O (0] (0]
dopmaunm KOHPUAEHLMaNbHOTO Xapakrepa
nyH.21 [lokymeHTapHoe onpegeneHne nopsigka Mcnofib3oBaHus U gocTyna k MHW. 0] 0] 0]
npefHasHavyeHHbIM AN51 XpaHeHUs vHopmaunm KoHpUAEHUMANbLHOTO Xapak-
Tepa
MyH.22 MapknpoBaHue yuteHHbix MHU [0} [0} [0}
nywm.23 CTupaHue nHopmaumm KoHduaeHumanbHoro xapakrepa ¢ MHW cpeacrteamu,

obecneynBaoLLUMN MOJHYIO Nepesannchb AaHHbIX, NPW OCYLLLECTBIEHNMN BbIBOJA
MHW un3 akcnnyatauuu wnv BbiBoga u3 akcnnyatauun CBT, B cocTaB KOTOPbIX
BXOAAT ykasaHHble MHW. a Takke npu Heo6X0AMMOCTU X nepejayn B CTOPOH-
HMe opraHm3aumu
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OKoH4aHve Tabnuuybl 31

YcnosHoe YpOBEHb 3aWMThI

VHEpopMALM
0603HaueHne CofiepxaHue Mep CUCTEMbI 3aLLUTbI MHGopMaLMn chopmay
11 HOMEp Mepbl 3 2 1

nyn.2a CTupaHve nHdopmaummn KoHdugeHunansHoro xapakrepa ¢ MHW cpeactsamu H T T
rapaHTVpPOBaHHOTO CTUpaHusi Uan cnoco6om (cpeAcTBoM), obecneynBaroWwnm
HEBO3MOXHOCTb UX BOCCTAHOB/IEHWS, NPU OCYLLeCTBAeHUU BbiBoga MHU 13
akcnayaTauum uau BbiBOAAa M3 akcnnyaTtauum CBT. B coCcTaB KOTOPbIX BXOAAT
ykasaHHble MHW. a Takxe npu Heo6xoANMOCTU UX NepeAayn B CTOPOHHME Op-
raHusaymu

nywn.25 CTupaHue nHopmaummn KoHduaeHumansHoro xapakrepa ¢ MHW cpegcteamu, T H H
o6ecneynBaLLMU NOMHYIO Nepe3anuchb faHHbIX, Npy Nepejave (nepesakpe-
nnexun) MHU mexgy pa6oTHUKaMu U (Wan) CTPYKTYPHBIMU NoApasgeneHusMu
¢huHaHcoBOI opraHusauum

MyM.26 CTupaHve nHdopmaunm KoHpuaeHunanbHoro xapakrepa ¢ MHU cpegctesamu H T T
rapaHTMpPOBaHHOIO CTUpaHusi Uan cnoco6om (cpeAcTBOM), obecneynBaroLWwnm
HEBO3MOXHOCTb UX BOCCTAHOBMEHUS, Npu nepegadve (nepesakpenneHun) MHA
MexXay paboTHWKaMu n (Un) CTPYKTYPHbIMW nogpasgeneHnamu uHaHcoBow
opraHusauum

nywm.27 LWndposaHne nHcopmauny KOHMUAEHLMANbHOTO XapakTepa Npy ee XpaHeHnn H H T
Ha MHW. BblHOCUMBIX 3a nNpefesnbl hMHAHCOBOI opraHusauum

7.6.5 Ba3oBbIil cocTas Mep Mo perncrpaunn cobbiTuii 3almTbl MHOPMaL MK, CBA3aHHbIX C peannsaunei
3alMTbl NO NPeAO0TBPAaLLEHNIO YTEUYKN NHAOpMaLMK, NMPUMEHNTENBHO K YPOBHAM 3aliuTbl MHopMauum npu-
BeJieH B Tabnuue 32.

Ta6nnuya 32 — Bas3oBblii cOCTaB Mep MO perucTpauun cobbiTuii 3awnTbl MHKPOPMALMK, CBA3AHHBIX C peanu3auueit
3alMThLI N0 NPeAOTBPALLEHMI0 YTEUKM MHOpMALLUK

YcnosHoe YpoBeHb 3aLLmThbI

0603HaveHne CopepxaHvie Mep CUCTeMbI 3aLLTbI MHGopMaLm VHchopmaLy
1 HOMep mepbl 3 2 1
Nnywn.28 Perncrtpaumsa ncnonb3oBaHUs pas3bnoknpoBaHHbIX NOPTOB BBOAA-BbIBOAA WH- H T T
dopmauum CBT
nyn.29 Pernctpaums onepaymii, cBsA3aHHbIX C OCYLLECTB/IEHNEM AOCTyna paboTHUKaMMn H T T
hrHaHCOBOV opraHusauumn k pecypcam cetn MHTepHeT
nyn.3o PerncTtpaumsa cakToB BbiBOAA MHOPMALMM Ha neyaTtb H T T
nyn.3i Pernctpauyms pesynbTaToB BbINOMHEHWS KOHTEHTHOrO aHanu3a WHgopmauuu, H T T
npegycMmoTpeHHoro mepamu MYN.5. NYN.11. NYW.15. NYW.17 tabnuupl 30
nywm.32 Peructpauns geicTBuili no yyety n cHATUO ¢ yyeta MHW. npegHasHayeHHbIX [0} [0} [0}
[ONA XpaHeHnsa HgopMaLuy KoHpraeHUanbLHOro xapakrepa
nyn.33 Peructpaunsa gaktos cTupaHus nHdopmaumm ¢ MHA (0] O 0]

7.7 TMpouecc 6 «YnpaBfieHe MHUMAEHTaMU 3alnTbl MHOPMaLUn»

7.7.1 Noanpouecc « MOHUTOPUHT N aHanM3 co6bITUI 3aUTbl UHOPMALUN»

7.7.1.1 TMpumeHsiemMble (DMHAHCOBOM opraHu3aumei Mepbl N0 MOHUTOPVHIY U aHann3y coObITUI 3alnTbl
MHhopMaLumn AO/MKHbI 0becneymsaTb:

- opraHv3auuio MOHUTOPUHIa AaHHbIX pPerncTpauum o cobbITUAX 3awuTbl HOpMaLuu, opmupye-
MbIX CpefCcTBamMn M cuctemamm 3awuTbl MHpopMaLmm, o6bekTamu nHopmaTmsaumm, B TOM Yucne B Co-
OTBETCTBMM C TpeboBaHMAMU K cofepxaHutio 6a30BOro coctaBa Mep 3aluTbl MHCOPMALKUMA HACTOSLLErO
cTaHgapTa,
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- cbop, 3alnTy 1 XpaHeHne faHHbIX perncTpaumm o cobbITUAX 3alunTbl MHOpMaLUK:

- aHanu3 gaHHbIX pernctpauum o cobbITUAX 3awunTbl MHOPMaLun;

- perucTpauymio cobbITUiA 3alymTbl MHhOPMaLMK, CBA3AHHBIX C onepaLusaMu No 06paboTke faHHbIX pe-
rmcTpauumn o cobbITUAX 3aluTbl MHOpMaLUK.

Mpu peanusauun nognpouecca «MOHUTOPUHT M aHaNN3 CO6bITUIA 3aLLMTbl MHOPMaLn» pekoMeHayeT-
¢ ucnonb3osatb NOCT P MCO/M3KTO 18044,

MpumevyaHne — PekomeHAauun no ob6HapyXeHUo NHLUAEHTOB MHGOPMaLMOHHOI 6e30nacHoCT 1 pearnpo-
BAHMWIO Ha MHUMAEHTbI MHPOPMALMOHHOK 6e30nacHOCTU npuBeAeHs B [15].

7.7.1.2 Ba30BbI cocTaB Mep Mo opraHW3auuy MOHUTOPYHIA AaHHbIX PerncTpaummn o cobbITUAX 3aLunThbl
nHgopmauuv, hopMupyembix o6bekTamu MHopMaTu3aLmn, NPUMEHNTEBHO K YPOBHAM 3aluTbl UHGopMa-
uuu npusefeH B Tabnuue 33.

Ta6nuuya 33 — ba3oBblii cOCTaB Mep MO OpraHn3auMn MOHUTOPMHIA faHHbIX perucTpayun o cobbiTUAX 3aLUNTbl UH-
hopmaumnun. hopMmmupyembix 06beKTaMn UHhopmaTnsalmm

YpOoBeHb 3aLmThI

YcnosHoe
0603HaveHne CopepxaHvie Mep cvicTeMbl 3alLyTbl HopmaLmm vHcpopmaLm
1 HOMEp Mepbl 3 2 1

MAC.1 OpraHusauns MOHUTOPMHIA AAHHbIX pPerucTpaumm o cobbITUSAX 3awnTbl UHOpP- T T T
Mauum. opMUpyeMbIX TEXHUYECKUMN Mepamu, BXOASALMMUN B COCTaB CUCTEMbI
3aWmnTbl MHOPMaLnn

MAC.2 OpraHun3aumna MOHUTOPUHIA JaHHbIX perncTpaunm o cobbITUAX 3aluTbl MHADOP- H T T
Maumun. opMmnpyemMbIx ceTeBbiM 060pyl0BAHNEM, B TOM YMC/IE AKTUBHbLIM Ce-
TeBbIM 060pyOBaHMEM, MapLIPyTM3aTopamun, KOMMyTaTtopaMmm

MAC.3 OpraHusauns MOHUTOPMHIA AaHHbIX perncTpaunm o cobbITUAX 3awnTbl UHDOP- H T T
Maumun. opMUpPyeMbIX CETEBLIMI NMPUNOXKEHUSMY 1 cCEPBUCAMU

MAC.4 OpraHu3auns MOHUTOPMHIA AaHHbIX perncTpauuy o cobbITUSAX 3anTbl UHDOP- H T T
Mauumn. hopmmpyembix cuctemHbim MO. onepaynoHHbiMu cuctemamu. CYB/,

MAC.5 OpraHu3auns MOHUTOPMHIA AAHHbIX perucTpauum o cobbITUSAX 3anTbl UHDOP- T T T
mMauumn. oopmupyembix AC 1 NTPUNOXEHNAMN

MAC.6 OpraHu3auns MOHUTOPMHIA AAHHbIX perncTpaunm o cobbITUAX 3awnTbl UHDOP- T T T
Maumun. opMUpyembIX KOHTpoIepaMmn JOMEHOB

MAC.7 OpraHu3aunsi MOHUTOPUHIa AaHHbIX perncTpauumn o cobbITUAX 3aLnTbl MHOP- H H T
mMauun. hopmMupyembix cpecteamu (Cuctemamu) KOHTPOAS v ynpasaeHus fo-
cTynom

7.7.1.3 Ba3oBbIii cocTaB Mep No c6opy, 3aLunTe U XPaHEHUIO AaHHbIX PerncTpauum o CobbITUAX 3aluUThbl

NHOpMaLUy NPUMEHNTESTbHO K YPOBHSIM 3aliuUThbl MHhopMaLum npueoAeH B Tabnmue 34.

Tab6nuuya 34 — ba3oBblii cocTaB Mep Mo c60py, 3alunTe N XPaHEHWUIO faHHbIX perncTpauumn o cobbITUAX 3alUnTbl UH-
hopmauun

YpoBeHb 3aLLmThbI

YcnosHee
0603HaveHIe CofiepxaH1e Mep CUCTEMbI 3aLLMTbl MHAIOPMALMN WHchopmaLyyv
1 HOMeEp Mepbl 3 2 1
MAC.8 LleHTpann3oBaHHbIli c60p AaHHbIX PErncTpauum o cobbITUAX 3alnUTbl UHGOP- H T T
Mauumn. hopMmpyembix 06bekTamMmn uHgopMaTusalum, onpeAeneHHbiX Mepamu
MAC.1 — MAC.7 Tabnuubl 33
MAC.9 FeHepaunsa BpeMeHHbIX METOK A9 AaHHbIX perncrpaunm o cobbITUAX 3awuThl T T T

MH(OPMALMU ¥ CUHXPOHW3ALMUN CUCTEMHOTO BpeMeHU 06bexToB MHGOpMaTy-
3auumM, UCnosb3yembix AN (POpPMUpOBaHWs, cbopa U aHann3a faHHbIX peru-
cTpauum
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OKoHYaHve Tabnuubl 34

YcnosHoe Ypmiiggb '\:a MI/IV'II'bI
0603HaveHne CopepxaHne Mep CUCTeMbI 3alLTbI MHdopMaLmm pmaLy
1 HOMep Mepbl 3 2 1

MAC. 10 KoHTpo/ib (hopMUPOBaAHUA AaHHbLIX PerucTpaunm o cobbITUAX 3awmuTbl UHpOp- (6] T T
Mauum 06beKTOB MHopMaTU3aLuum, onpegeneHHbix mepamm MAC.1 — MAC.7
Tabnuupl 33

MAC. 11 Peanusaunsa 3alwnTbl aHHbIX pernctpauum o cobbiTUAX 3awmTbl MHOPMaLUn H T T
OT packpbITua v MoAuduKaLunu, ABYXCTOPOHHEW ayTeHTUdUKkauun npu nepe-
fadve faHHbIX pernctpauum ¢ ucrnosb3osaHmem cetu NHTepHet

MAC. 12 ObecneyeHne rapaHTMPOBaHHON AOCTABKM AaHHbIX perucTpaunm o cobbiTnax H T T
3alUNTbl MHhOPMAaL MU NPU UX LLEeHTpann3oBaHHOM cbope

MAC. 13 Pe3epsupoBaHne Heo6xo4MMOro o6bema nNamMaTu 415 XPaHEHUS [aHHbIX peru- T T T
cTpauny o cobbITMAX 3aLnTbl MHOpMaLun

MAC. 14 Peanusauus 3aluTbl faHHbIX pernucTpaunm o cobbITUAX 3aluTbl MHopMaLunm T T T
oT HC/] npu nx xpaHeHun, obecneyeHne LEeNOCTHOCTU U AOCTYNHOCTU XpaHu-
MbIX Aa@HHbIX perncrpauum

MAC.15 Ob6ecneyeHne BO3MOXHOCTM JOCTYNa K fJaHHbIM perncrpauun o cobblTuax 3a- T T H
WMTbl MHbOpMaUnn B TeYeHNe Tpex neT

MAC. 16 Ob6ecneyeHre BO3MOXHOCTU AOCTyNa K AaHHbIM perucrtpauum o cobbiTuax 3a- H H T
WMUTbI MHPOPMALMKN B TeYeHne NATh neT

7.7.14 Ba3oBbIii coCcTaB Mep No aHanM3y AaHHbIX PperucTpauum o0 cobbITUAX 3alUUTbl MHOpMaL M Npu-

MEHUTENIbHO K YPOBHAM 3aliuTbl MHopMaLmu npmeegeH B Tabnuue 35.
Ta6nuuya 35— Ba3oBblii cOCTAaB Mep MO aHan3y AaHHbIX PErMcTpaLmm o cobbITUSAX 3aLNTbl UHOPMaL UK

YpoBeHb 3amThbl

YcnosHoe
0603HaveHne CopfiepxaHve Mep CycTeMbI 3aLyTbl MHCbopMaLmn VHcpopMaLm
1 HOMep Mepbl 3 2 1
MAC. 17 O6ecneyeHve BO3MOXHOCTH BbINO/IHEHNS onepaLun Hopmanusauuu (npusege- H T T
HUA K eguHOMY dopmarty), ounbTpauum, arperauumn n knaccuukauum gaHHbix
perncTpauum o cobbITUAX 3aluUTbl MHopMaLum
MAC. 18 Ob6ecneyeHne BO3MOXHOCTU BbISIB/IEHUS N aHa/M3a COObITUIA 3awuTbl MHAOP- T T T
Mauun. NOTeHUManbHO CBA3@HHbIX C WHUMAEHTamMy 3aluTbl MHOpMaLuu,
B TOM yncne HCA*
MAC. 19 O6ecneyeHne BO3MOXHOCTU ONpefesieHnst coctasa AelicTeuii u (unu) onepa- T T T
LA KOHKPETHOro cybbekTa goctyna
MAC.20 ObecneyeHre BO3MOXHOCTU onpeAeneHns coctasa AelcTBuiA n (unn) onepa- T T T

UMt cy6beKkToB [OCTyNa NpuW OCYLLECTBIEHUM NOTMYECKOro AOCTyna K KOHKpeT-
HOMY pecypcy gocTyna

" MepeyeHb COGLITUIA, NOTEHLMANLHO CBSA3aHHbIX ¢ HC/l. peKoMeHAyeMbIX 4151 BbISIBIEHWUS, PErMcTpaLmmn u aHa-
nun3a. npuBefeH B NpUNoXeHnn B K HacTosAwemy ctaHaapTy.

7.7.15 BasoBbIii cocTaB Mep No perucrpaumn cobbiTuii 3alnTbl MHopMaLMK, CBA3aHHbLIX C onepa-
UMMM No 06paboTke AaHHbIX perncrTpauun o cobbITUSX 3aluTbl MHOPMaLWUX, NPUMEHUTENBHO K YPOBHSAM
3awWmThl MHopMaLmn npusogeH B Tabnumue 36.
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Ta6nuua 36— BasoBblii cocTaB Mep No perucTpauny cobbiTUiA 3alnTbl MHPOPMALMK, CBSA3AHHbLIX C onepayusamMu no
06paboTKe AaHHbIX perncrTpaLmnmn o cobbITUAX 3alnTbl MHhopmaLmm

YpoBeHb 3aLLTbI
YcnosHoe P AL

0603HaveHne CopepxaHvie mMep cvicTeMb! 3aLLyTbl HCopMaLmm VHcopmaLm
1 HOMEP Mepbl 3 2 1
MAC.21 Peructpauus HapyLleHuii u c6oes B hopmupoBaHuy 1 c6ope AaHHbIX O COObI- H T T
TUAX 3aWMTbl MHpopMaLmn
MAC.22 Peructpauns goctyna k XpaHUMbIM JaHHbIM O COObITUAX 3aLnUTbl MHOpMaLum T T T
MAC.23 Pernctpauusa onepauuii, CBA3aHHbIX C M3MEHEHWEM MpaBua HopMmasm3auuu H T T

(npvBeaeHns k egnHomy chopmarty), huabTpaumm, arperayumn n knaccmgukauum
[aHHbIX PerncTpauum o cobbITUAX 3aLnTbl MHOPMaL UK

7.7.2 Topnpouecc «O6HapyXeHne NHUNAEHTOB 3aluTbl MHPOPMAaLMN 1 pearnpoBaHne Ha HUX»

7.7.2.1 NprmMeHsieMble hMHAHCOBOW OpraHu3auuneint Mmepbl N0 06HAPYXEHUIO WHUMAEHTOB 3aliUThbl UH-
hopMaLmmn n pearmpoBaHue Ha HUX [lO/IKHbI 06ecrneymsBaTh:

- 06HapyXXeHue n perncTpauymio UHUNAEHTOB 3alnTbl MHdopMaLuu;

- opraHv3aunio pearMpoBaHus Ha UHUMAEHTbI 3awuTbl HQOPMaLuK;

- opraHvsaumio XpaHeHusa 1 3awuty nHdopmalmmn 06 NHUMAEHTax 3aWwmutbl MHopMaLuK;

- perncTpauymio cobbITUIA 3alnTbl MHCOPMALUK, CBA3AHHBIX C pe3ynbTaTamy 0OHapYXeHUS UHUUAEH-
TOB 3alUWTblI MHOPMaLUN 1N pearnpoBaHns Ha HUX.

Mpu peanusauumn nognpouecca «O6HapYyXeHne MHLUMAEHTOB 3aluTbl MHpopMaLUy 1 pearnpoBaHne Ha
HVX» pekoMeHayeTcs ucnonb3oBatb TOCT P MICO/M3K TO 18044.

MpumevyaHne — PekomeHAauun no obHapyXeHNo NHUULEHTOB MHGOPMaLMOHHOI 6e3onacHoCT U pearnpo-
BAHMWIO Ha MHUMAEHTbI MHPOPMALMOHHON 6e30nacHOCTH npuBeaeHsb! B [15].

7.7.2.2 Ba3oBbIii COCTaB Mep N0 0GHAPYXEHWIO U perucTpaumy MHUUAEHTOB 3aluTbl MHGOpMaLMK Npu-
MEHUTE/IbHO K YPOBHSIM 3alMTbl MHChopMauum npvueBeeH B Tabnuue 37.

Ta6nuuya 37 — Ba3oBblii cocTaB Mep Mo 06HAPYXEHWIO U PerucTpaLyn UHUUAEHTOB 3aliuTbl MHGhOpMaLMn

YpOoBeHb 3aLmThI

YcnosHoe
0603HaveHne CopepxaHve mMep cricTeMb! 3aLLyTbl HCopMaLmn ViHcpopmaLm
1 HOMEp Mepbl 3 2 1

PN.1 PervncTtpaums nHopmaunm o cobbITUAX 3alnTbl MHoOpMaLnmn, NnoTeHumanb- O T T
HO CBSA3aHHbIX C MHUMAEeHTamu 3awutbl MHopmaymm, B Tom yucne HCA.
BbISIB/IEHHbIMW B pamMKax MOHWTOPWUHIa W aHanusa cobbiTUiA 3awWwmnTbl NHGOP-
e

PW.2 Peructpauus nHdopmaumm, NoTeHUnanbHO CBA3AHHOW C MHUMAEHTaMK 3aln- O T T
Tbl MH(OpMaLun, B Tom ynucne HCJ. nonyyeHHoh oT pabOTHWUKOB, K/IMEHTOB U
(nnn) KOHTpareHToB (YUHAHCOBOI opraHu3auun

PN.3 Knaccudukaumsa MHUMAEHTOB 3aliuTbl WHPOPMALWMM C YYETOM CTEMneHn Wux (0] (0] T
BAUAHUST (KPUTUYHOCTM) Ha NpefocTaBeHne OUHAHCOBbLIX YCNYr, peann3auunio
613HeCc-NpoLeccoB 1 (Un) TEXHONOTMYECKUX MPoLEeccoB (hMHAHCOBOI OpraHu-
3auumn

PU.4 YcTaHoBAEHWE ¥ NPUMEHEeHNe eAnHbIX NPaBua NOsyYeHns OT paboTHNKOB, Kn- (0] (0] [0}
€HTOB 1 (MNUN) KOHTPareHToB (PMHAHCOBOI opraHu3auun rHopmaLmMmn, NoTeH-
LManbHO CBA3AHHON C MHUMAEHTaMV 3aWwmnTbl MHOpMaLum

PUV.5 YcTaHOBNEeHNE N MPUMEHEHWNE efUHbIX MPaBWUA perncTpauum n knaccudukaumm 0] T T
MHUUAEHTOB 3alMTbl MHhOPMALMM B YACTU COCTaBa U cofepXaHns atpubyTos,
OMUCbIBAKLNX VHUMNAEHT 3alnTbl MHOPMALUK, Y UX BO3MOXHbIX 3HAUYEHW

7.7.2.3 Ba3oBbIii cocTaB Mep Mo opraHM3alum pearmpoBaHust Ha MHUMAEHTbI 3aluUTbl UHGOpMaLuy npu-

MEHUTESIbHO K YPOBHSAM 3alLuThl MHChOpMaLMK NpuBedeH B Tabnuue 38.
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Ta6nuya 38 — BasoBblii cOCTaB Mep Mo opraHu3aLun pearnpoBaHns Ha UHUMAEHTbI 3alynTbl MHOPMaLK

YcnoBHoe
o0603HaveHne
1 HOMep Mepbl

PWN.6

PW.7

P1.8

PN.9

P1.10

PN.11

PW.12

P1.13

PW.14

7724

CofiepaHue Mep CUCTEMbI 3alLyTbl MHdopMaLmn

YCTaHOB/IEHNE W NMPUMEHEHME €MHbIX NPaBU/I PearmpoBaHus Ha WUHUUAEHTbI
3alWnTbl MHOpMaL UK

OnpejesnieHne U Ha3HAYEHWEe POJel, CBA3AHHbLIX C PearpoBaHWeM Ha UHLM-
LeHTbl 3aluTbl MHopMaLn

OnpefieneHne v HasHayeHWe poseid, CBA3AHHbIX C pearnpoBaHUeM Ha WHLK-
[AEHTbl 3aWunTbl MHhopMaLum — poneli rpynnbl pearnpoBaHna Ha WHUMAEHTI
3alnTbl Hhopmauumn (FPN3N)

Bbigenexune B coctaBe MPA3W cnepylowx OCHOBHbIX ponei:

- pykoBogutenb FPU3W. B 0OCHOBHble (hyHKLWOHA/bHbIE 0653aHHOCTI KOTOPO-
ro BXO4MT obecneyeHvie onepaTBHOrO PYKOBOACTBA pearnpoBaHmem Ha UHLK-
AEHTbI 3aWnTbl MHchopMaLuu;

- oneparop-gucnetyep NPA3W. B 0CHOBHble (DYHKLMOHA/IbHbIE 0683aHHOCTU
KOTOpPOro BXoAuT obecneyeHne cbopa u perucTpayun nHgopmaymm 06 MHUK-
[eHTax 3awWmnTbl UHdopmalmu;

- aHanuTuk FPU3W. B OCHOBHblE (DYHKLMOHAs/IbHbIE 00S3aHHOCTU KOTOPOro
BXOAWT BbINOSIHEHNE HENOCPEACTBEHHbIX [JEeCTBUIA N0 pearnpoBaHnio Ha NHLK-
[EeHT 3alnTbl UHOpMaLnK;

- cekpetapb M'PV3W. B OCHOBHble (DYHKLMOHA/bHble 0653aHHOCTU KOTOPOro
BXOAMT JOKYMEHTUPOBaHNE pe3yNbTaToB pearnpoBaHna Ha UHLUUAEHTbI 3aliu-
Tbl MH(DOPMAaLUK, (hOopMUPOBaAHME aHATUTUYECKUX OTYETOB MaTepmasnos

CBoeBpeMeHHOe (onepaTuBHOe) onoBelieHne yneHoB MPN3U 0 BbISIBNEHHbIX
MHUMAEeHTax 3awuTbl MHopmalum

MpepocTtaBnenune yneHam MPY3W npaB normyeckoro v omanyeckoro goctyna u
aAMUHUCTPATUBHBIX NOTHOMOUUIA, HEOGXOAUMBIX ANS NPOBELEHUs pearnpoBa-
HUS Ha MHUWAEHTbI 3awWwmnTbl MHhopmaymm

MpoBefeHne pearnpoBaHus Ha KaXAablii 06HaPYXeHHbIN UHLUNAEHT 3aWnTbl NH-
chopmaummn. BKIYAKLLEro:

- aHanu3 MHUMAeHTa:

- onpefeneHne UCTOYHUKOB U NPUYUH BO3HUKHOBEHUS MHLMAEHTA:

- OLeHKy nocnefcTBUil MHUMAEHTA Ha npefocTasBfeHne (PUHAHCOBBIX YCAyT,
peanu3auyunio 6M3HeC-NPoLEeccoB UAN TEXHOMNOrMYECKMX NpoueccoB UHaHCO-
BOV opraHusauuu:

- NPVIHATME Mep MO yCTpaHEeHWo NOCNeACTBUA UHLNAEHTA;

- NNaHWpoBaHWe 1 NPUHATNE Mep MO NpefoTBpaLLeHNI0 NOBTOPHOTO BO3HUKHO-
BEHUSA UHLUMAEHTa

YcTaHOBNEHWE U NPUMEHEHWe eAuHbIX NpasBua cbopa, ukcaumm n pacnpo-
CcTpaHeHnst Hdopmauumn 06 MHUUAeHTax 3awmTbl MHhopMauum

YcTaHOBMEeHNE Y MPUMEHeHNe eAVHbIX NPaBu 3aKpbITUA UHUWLEHTOB 3aLinThl
NHhopmaLuu

YpoBEHb 3aLmThbl

MHchopmaLmm
3 2 1
o (o] (0]
o} H H
H (0] [0)
H (o] (0]
H T T
H (o] (0]
(6] (o] (0]
(0] o (0]
o} (o] (0]

Ba30BbIil COCTAaB Mep MO OpraHM3auun XpaHeHNs 1 3alimTe UHopMaLum 06 MHLMAEHTax 3alm-
Tbl UHC(POPMALIMU NPUMEHUTESBHO K YPOBHAM 3alWThbl MH(DOPMALMKU NpuBefeH B Tabnuue 39.

Ta6nuua 39 — Bas3oBblii COCTaB Mep MO OpraHu3auuMu XpaHeHus U 3almuTe MHopmaunm 06 MHUMAEHTaX 3awuTbl

MHbopmaLmm

YcnosHoe
o0603HaveHne
1 HOMep Mepbl

PW.15

CofiepxaHue Mep CUCTEMbI 3aLLUThI MHGopMaLmn

Peanusauusa 3awmuTbl MHOpMaLUM 06 MHUMAEHTaX 3alWuTbl MHpopmaummn ot
HC/. o6ecneyeHmne LLeNoCTHOCTU M JOCTYNHOCTH yKasaHHON nHopmMauum

YpOBeHb 3aLmThI

MHdopMaLumm
3 2 1
T T T
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OKoH4aHve Tabnuubl 39

YcnosHoe Ypmiiggb '\:au.l;vllﬂm
0603HaveHne CopepxaHue Mep CUCTeMbI 3aLLTbI MHdopMaLmn pmaLy
1 HOMEP Mepbl 3 2 1
PU.16 Pa3srpaHunyeHue goctyna uneHos N’PU3U k nucopmaumm 06 nHUMAeHTax 3awm- H T T
Tbl MH(pOpMaLMKN B COOTBETCTBMU C ONpejesieHHbIM pacnpejeneHnem ponei,
CBSA3aHHbIX C pearnpoBaHNeM Ha UHLUMUAEHTbI 3almnTbl MHDopMaLmm
PW.17 ObecneyeHne BO3MOXHOCTM JOCTyNna K MHpopMauuy 06 MHUMAEeHTax 3aluTbl T T H
MHOPMaL KN B TeYeHne Tpex net
P1.18 Ob6ecneyeHne BO3MOXHOCTM JOCTyNna K MHpopmauuy 06 MHUMAEHTax 3aliuTbl H H T
nMHchopMaLum B TeYeHne NATU net
7.72.5 Ba3oBblii cOCTaB Mep MO perucTpaumm cobbITUiA 3awnTbl MHhOpPMaLMK, CBA3AHHbIX C pe3y/bTa-

TaMmy 0GHAPYXEHUA UHLMAEHTOB 3alMThbl MHPOPMAaLMW U PearMpoBaHnsi Ha HUX. MPUMEHUTENbHO K YPOBHSIM
3alMThl MHhOpMaLumn npuBefeH B Tabnuue 40.

Ta6nuua 40 — Ba3oBblii COCTAB Mep MO PErucTpaumy cobbiThii 3aWmnTbl MHOPMALMK, CBA3AaHHLIX C pesy/bTaTamu
06HaPYXEHNsT NHLUMAEHTOB 3aL4UTbl MH(POPMALMN U PEATMPOBAHUS HA HUX

YpoBeHb 3aLLyThbl
Ycnosvoe

MHopMaLmm
0603HaveHne CopepxaHve mMep cvcTeMb! 3alLyTbl HhopMaLmm
1 HOMEp Mepbl
3 2 1
P1.19 Peructpauus goctyna kK nHdopmauun 06 nHUKAEHTax 3aWwunTbl MHoOpMaLum T T T

7.8 Tpouecc 7 «3awunTa cpegbl BupTyanmsaymumn»

7.8.1 insa obecneyeHns AO/MKHOIO YPOBHSA 3alLMTbl MHOPMALMK NPW NCNONb30BaHUN TEXHOMOMMN BUP-
Tyanusauumn, opraHu3aunoHHblE Y TEXHUYECKWe Mepbl, NPUMeHAeMble AN 3aWuTbl Cpefbl BUpTyanmsauuu,
ABNAIOTCA AOMNOSIHUTENTbHBIMA U MPUMEHSAIOTCA B COBOKYMHOCTW C WMHbIMU MepamMu 3alwuTbl MHhopmaumm,
YCTaHOB/IEHHbIMWN HACTOALMM CTaHAAPTOM.

JononHutenbHble OpraHn3aunoHHbIE U TEXHUYECKNe Mepbl, MPYMeHAeMble ANS 3aluTbl cpefbl BUpTya-
nvsayun, onpeaensioTca AN cnefyoLmx npoueccos (MOANPOLLECCOB) 3aluTbl MHOPMaLnK, NepedncneH-
HbIX B 7.1.1 HacTosLWero ctaHaapra:

- ngeHTUUkaums, ayTeHTudmkaumus, asTopusaums (pasrpaHmyeHme AocTyna) npy ocyLwecTBeHnn n0o-
rMyeckoro focTyna,;

- CerMeHTauusi 1 MexceTeBOe 3KPaHUPOBAHWE BbIYUC/TUTENbHbLIX CETeN.

7.8.2 MpumeHsieMble hHAHCOBOW OpraHu3auuveli Mepbl MO 3aluTe cpefbl BUPTyanu3auuu A0/MKHbI
obecneumnBartb:

- opraHusauuio mgeHtTudukauuu, ayteHTudurkaumm, asTopusauun (pasrpaHuyeHus goctyna) npu
OCyLLeCTB/IEHUN NIOTUYECKOT0 A0CTYNa K BUPTYaslbHbIM MallnHaMm 1 CepBepHbIM KOMMOHEHTaM BUPTyanu-
3auuu;

- OpraHu3auuio U KOHTPOsIb MHPOPMALNOHHOTO B3aUMOAENCTBUS N N30NALMN BUPTYasIbHbIX MaLLWH;

- opraHuM3auuio 3aluTbl 06pa3oB BUPTYaslbHbIX MaLLUH;

- perucTpaumio cobbITUIA 3awWmnTbl MHCOPMALUK, CBA3AHHbLIX C 4OCTYNOM K BUPTYyaslbHbIM MaluvHaMm u
CepBepHbIM KOMMOHEHTaM BUPTyanusauuu.

NMpumeuaHne — PekoMeHAaLWN MO 06eCneyeHnio MH(POPMALMOHHON 6€30MaCHOCTY NPKU UCTIOb30BaHUN TeX-
HOMIOMUM BMPTYyasiM3aLny B pamkax peanusauny 6aHKOBCKUX TEXHOMOrMYECKNX NpoLeccoB npusegeHsl B [16] u TOCT P
56938.

7.8.3 BasoBblii COCTaB Mep Mo opraHu3auuy UAeHTUgUKaLMKU, ayTeHTUdMKauum, asTopusauum (pas-
rpaHMuYeHnst 4OCTYNa) Npy OCYLLECTB/IEHUU JIOTUYECKOTo A0CTyna K BUPTYasibHbIM MallMHaM W CepBEPHbLIM
KOMMOHEHTaM BUPTyann3aLmmn NpUMEHNTE/IEHO K YPOBHAM 3aLMTbl MHChOpMaLun npruBeseH B Tabnuue 41.
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Ta6nuya 41 — Bas3oBblii cocTaB Mep MO opraHu3auuMn uaeHTudukaummn, ayteHTudmkauum, asTopmsauyun (pasrpa-
HUYeHUs gocTyna) npy OCYLLeCTB/IEHWN SIOTMYECKOro AoCTyna K BUPTyaslbHbIM MaluvHaM W CepBepHbIM KOMMOHeHTam
BUpTYyanusaymu

YcnosHoe YpoBeHb 3amThbl
0603HaueHne CofiepxaHme Mep CUCTEMbI 3aLLUThI MHGopMAaLMN VHchopmaLm
11 HOMEP Mepb! s 5 L

3CB.1 PasrpaHunyeHvie ¥ KOHTPO/Ib OCYLLECTB/IEHNA OAHOBPEMEHHOro AoCTyna K BUp- H T H
TyanbHbIM MawunHam ¢ APM nonb3osaTenieii n akcnayaTalWOHHOIO nepcoHana
TO/MIbKO B Npejesniax 04Horo KoHTypa 6e3onacHocTn

3CB.2 Pa3rpaHnyeHne n KOHTPO/Ib OCYLWECTB/IEHNA OJHOBPEMEHHOro AocTtyna K H H T
BUPTYyaNbHbIM MalnHaMm ¢ APM nonb3oBaTtenei u akcnayaTauMoHHOro nep-
cCoHana TONbKO B Mpejenax OAHOr0 KOHTypa 6e30macHOCTV Ha ypoBHE He
Bbllle TpeTbero (ceTeBoOli) MO CeEMWYpPOBHEBOW CTaHfapTHOW mMofenu B3au-
MOAENCTBUSE OTKPbITbIX CUCTEM, onpegeneHHolt B FTOCT P MCO/M3K 7498-1

3CB.3 PasrpaHnyeHne 1 KOHTPO/b OCYLLECTB/IEHNSI OfHOBPEMEHHOTO A0CTyna BUPTY- H T "
aNbHbIX MALUMH K CUCTEME XPaHeHWsi AaHHbIX B Npejenax KoHTypa 6e30mnacHocTy

3CB.4 PasrpaHuyeHmne n KOHTPOJib OCYLECTBIEHNA OJHOBPEMEHHOro AoCTyna BUpTYy- H H T
anbHbIX MalWH K CUCTEME XpPaHEeHWA faHHbIX B Npegenax KoHTypa 6e3onacHo-
CTM Ha YPOBHE He Bbllle TpeTbero (CeTeBoli) MO CEMUYPOBHEBON CTaHAAPTHON
MoZenu B3auMOZEeNCTBUSI OTKPbITbIX cucTeM, onpegeneHHoin B TOCT P UCO/
MO3K 7498-1

3CB.5 NaeHTudMKaLUA 1 ayTeHTUdMKaLMUs Nosfb3oBaTenieil cepBepHbIMU KOMNOHEH- T T T
Tamu BUPTyasinsauum 1 (Uam) CpeicTBamm LEHTPAIN30BaHHbIX CEPBUCOB ayTeH-
TUdMKaLUM NpU NpefoCcTaBeHNN A0CTyNa K BUPTYasibHbIM MaliMHam

3CB.6 Peanunsauns Heob6xo4nMbIX METOA0B NpefoCTaBNeHna 4ocTyna K BupTyasnb- H T H
HbIM MalunHam, obecneynmBawlMx BO3MOXHOCTb AOCTyna C MCNO/b30Ba-
HWeM OfHUX ayTeHTU(UKALMOHHbLIX AaHHbIX TOMbKO K OJHON BMPTyanbHOMN
MatuunHe

3CB.7 Peanusauus Heo6xoANMbIX METOL0B NpefoCTaBNeHNS AOCTyNa K BUPTyasibHbIM H H T
MallmMHaMm, obecneymBarLL X BO3MOXHOCTb 4OCTyNa C UCNO/Ib30BaHUEM OLHUX
ayTeHTU(NKALNOHHbIX AAaHHbIX TOMIbKO K OAHOW BUPTyasibHOW MalluHe C O4HOro
APM nonb3oBaTtens uam akcnayaralMoHHOro nepcoHana

3CB.8 O6ecneyeHne BO3MOXHOCTN NPUHYAUTENLHO 6/10KMPOBKM (BbIK/TIOUYEHUST) yCcTa- T T T
HOB/IEHHOI ceccumn paboTbl MONb30BaTENSA C BUPTYa/lbHON MallNHO

3CB.9 KOHTpOb 1 NPOTOKONMPOBAaHME AOCTYNa 3KCnyaTauMoOHHOro nepcoHana K cep- H T T
BEPHbLIM KOMMOHEHTaM BUPTYyanim3aLumn u CUCTEME XpaHeHUs faHHbIX C peanusa-
uveit 4ByxhakTOpHOW ayTeHTudukaymm

3CB.10 Pa3melieHne cpeacTB 3awuTbl MHOPMAaLMK, UCMO/b3YyEeMbIX A9 OpraHu3a- H T T
LM KOHTPONIS U NPOTOKONIMPOBAHUS AOCTyna 3KcnjyaTaunoHHOro nepcoHana
K CEPBEPHbIM KOMMOHEHTaM BUPTyasM3aLum U cCUCTEME XpPaHEeHUs AaHHbIX Ha
dhusnyecknx CBT

3CB.11 Peanusauua npaeBun ynpasneHua npaBamm 10rn4eckoro goctyna, obecnevymsa- H H T
lowas 3anpeTt 04HOBPEMEHHOTO COBMELLEHUS OfHUM CYy6BLEKTOM /I0rMyecKoro
focTtyna cnepayownx hyHKUNA:

- co3faHue BUPTyasibHbIX MalLWH, ynpaBrieHne obpasamu BUPTyaslbHbIX Ma-
LUMH Ha aTanax WX XU3HEHHOro Lnkna:

- npefocTaBneHne AocTyna K BUPTyasbHbIM MallMHaM, BK/OYasi HACTPOIKy
BMPTYasIbHbIX CETMEHTOB BblYNC/NTE/bHbIX CETEN N NPYMEHAEMbIX CPEACTB 3a-
LUTbI MHCPOPMALIMM Ha YPOBHE CepBEPHbIX KOMNOHEHTOB BUPTYyanun3ayuu:

- ynpaBfieHWe CUCTEMbI XPaHEHUS AaHHbIX:

- ynpaB/ieHne HacTpoiikaMu rmnepBu3opoB;

- KOHhUrypupoBaHue BMPTyasibHbIX CeTell B paMkax CBOero KoOHTypa 6e3onac-
HOCTKN

3CB. 12 Pa3melleHne cepBepHbIX U NONb30BATE/IbCKMX KOMMOHEHTOB AC Ha pasHblX H [0} [0}
BUPTYasIbHbIX MallMHaXx
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7.8.4 Ba3oBbIi cocTaB Mep MO opraHM3auun CerMeHTaunm U MexXCceTeBoro 3KpaHMpPOBaHWSA BblUUCN-
TeNbHbIX CeTell, NpeAHa3HaYeHHbIX AN pasMeLLeHNsa BUPTYasibHbIX MaLlWH 1 CEPBEPHbIX KOMMOHEHT BUPTYa-
nnM3aunn. NPYMEHNTE bHO K YPOBHAM 3allnTbl MHdOpMaLun npusegeH B Tabnuue 42.

Ta6nuuya 42 — Bas3oBblii COCTAB MepP MO OpraHn3aLuy 1 KOHTPO/O MHOPMALMOHHOTO B3aUMOAENCTBUS U N30NSLUN
BUPTYasibHbIX MawWnH1l

YcnosHoe YpoBeHb 3amThbl

0603HaueHne CofiepxaHiie Mep CUCTEMbI 3aLLMThI MHCopMALMN VHchopmaLm
11 HOMEpP MepbI s 5 L

3CB.13 BblAeneHve B BbIYNCUTENBHbIX CETSAX (DMHAHCOBOW OpraHn3aLun OTAeNbHbIX cer- H T T
MEHTOB (rpynmn CErMEHTOB), B TOM YMC/Ie BUPTYasIbHbIX, UCMO/b3YEMbIX 419 pasme-
LLIEHNA COBOKYMHOCTU BUPTY&/1bHbIX MALLWH, NpefHa3HauYeHHbIX 418 pasmeLLeHuns
cepBepHbIX KOMMNOHEHT AC. BK/IIOUEHHbIX B Pa3Hble KOHTYPbl 6€30MacHOCTU

3CB.14 BblgeneHne B BblYMCAUTESNBHBIX CETAX (DMHAHCOBOW OpraHu3auuun oTaesbHbIX H T T
CerMeHTOoB (rpynn CerMeHToB), B TOM YMC/ie BUPTyasbHbIX, NCMONb3YeMbIX 415
pasmMeLleHNs COBOKYMHOCTU BUPTYasibHbIX MalUWH, NpefHasHavYeHHbIX 418 pas-
MeleHus APM nosnb3oBaTesieil 1 3KCnayaTalMOHHOIO MepcoHana, BKAKYEH-
HbIX B pa3Hble KOHTYpbl 6e30nacHocTn

3CB. 15 OpraHusauna MHOpMaLMoHHOTro o6MeHa Mexay cermeHTamu (rpynnamu cer- H H T
MEHTOB) BbIUNC/UTENLHLIX CeTeld, onpeaeneHHbix Mepamn 3CB.13 n 3CB. 14
HacTosiwel Tabnuubl, umsnyeckum obopyaoBaHuem (MporpamMHo-annapart-
HbIM KOMM/IEKCOM) 1 (MNK) NPOrpamMMHbIMK CPeACTBaMU MeXCeTeBOro akpaHu-
poBaHuA. PyHKLMOHMPYIOLW MMM HA YPOBHE rnepsBu3opa cpefpbl BUpTyanunsaunm

3CB. 16 MexceTeBoe aKpaHMpOBaHWe CErMeHTOB (rpynn CerMeHTOB) BblYNCANTE bHbIX H T T
ceTeil, onpefeneHHbix Mepamu 3CB.13 n 3CB.14 HacToswel Tabnnubl, BKKO-
Yyan unbTpaumnio faHHbIX Ha CeTEBOM M MPUKIALHOM YPOBHAX CEMUYPOBHEBOA
CTaHAapTHOW MoAenu B3auMOAeiNCcTBUA OTKPbITbIX CUCTEM, OnpefesieHHoN B
FOCT P UCO/M3K 7498-1

3CB. 17 Peanusauus n KOHTPO/Ib MHOPMALMOHHOIO B3aWMOAENCTBUAA MeXAY CErMeH- H T T
Tamu (rpynnamu CEermMeHTOB) BblUMCAUTE/bHbIX CeTeli Mepamu, ykasaHHbIMW B
nyHkTax 3CB.13 n 3CB.14 HacTosiwei Tabnuubl, B COOTBETCTBUN C yCTAHOB-
NeHHbIMW NpaBuiaMun 1 NPOTOKO/1aMN CETEBOro B3auMoAeicTBus

3CB.18 Peanusayus mep 3awmtbl HGopmaumm 3CB.15 — 3CB. 17 HacTosiwel Tabnu- H H T
ubl hmsnyeckum obopygoBaHuem (NporpamMmmHoO-annapatHbIM KOMMJIeKCOM) U
(Mnn) NporpaMMHbIMK CPEACTBAMU MEXCETEBOTO IKPAHNPOBAHUS, (DYHKLMOHN-
pyloLKX HA YPOBHE TMNepBM30pa Cpesbl BUPTyanusaumm

3CB. 19 OpraHusauma 1 KOHTPOo/ib MH(DOPMAaLMOHHOTO B3auMOAENCTBUA XAy BUPTY- H H T
anbHbIMK MalMHaMmn pasHbix AC B COOTBETCTBUMW C yCTAHOB/IEHHbIMY NpaBuna-
MW 1 NPOTOKONIaMW CETEBOr0 B3auMOAECTBMA

3CB.20 WcknioyeHme BO3MOXHOCTM MH(pOPMaLVOHHOrO B3anMOAENCTBUA U nepeHoca H T T
MHOpMaLMK MexXAy CerMmeHTamu BblYMCNNTENbHbIX CeTel, BXOAAWMMMN B pa3-
Hble KOHTYpbl 6e30macHOCTU, C ucnonb3osaHnem APM nonb3oBaTeneit u akc-
nnyaTaLnoHHOro nepcoHana, akcnayaTupyembix A5 ocylwecTBeHnsa goctyna
K BUPTYasibHbIM MallMHaM pa3HbiX KOHTYPOB 6e30MnacHocTu

3CB.21 BbigeneHvie oTAeNbHbIX IOTUYECKUX pa3fesoB CUCTEMbI XPaHEHUS faHHbIX 411 H T T
KaXa0ro 13 KOHTypoB 6e30nacHoCTH

3CB.22 BblgeneHvie oTAenbHbIX CErMEHTOB ynpaB/ieHWs, B KOTOPbIX pacnonarattca APM H H T
3KCMyaTaLyOHHOTO NepcoHasia, UCnosib3yemble A5 BbINOMHEHVA 3a4a4 afMUHK-
CTPMPOBaHWSA CEPBEPHBIX KOMMOHEHT BUPTYa/M3auuy 1 CUCTEMbI XPaHEHUS JaHHbIX*

' flonyckaeTcs MCNo/b30BaHWe efVHbIX CErMEeHTOB ynpaB/ieHus, BblAeNseMblX B paMKax BbIMO/IHEHUSA Mepbl
3CB.22 n mepbl CM3.9 Tabnuuybl 13.

Mepbl MO OpraHn3aLmmn 1 KOHTPOO MHPOPMALIMOHHOTO B3aUMOAEWCTBUS U N30NSILUN BUPTYasbHbIX MaLUUH Npu-
MEHSIOTCS B COBOKYMHOCTW C MEpamMu Mo CEerMeHTauun U MexceTeBOMY 3KPaHMPOBAHUIO BHYTPEHHWUX BbIYUCAUTENbHbIX
ceTeit (cMm. Mepbl CM3.1 — CM3.13 Ttabnuupl 13).

40



FOCT P 57580.1—2017

7.8.5 Ba3oBbIii cocTaB Mep Mo opraHM3aumn 3awuTbl 06pa3oB BUPTYasIbHbIX MALIWH NPUMEHUTENBHO K
YPOBHSIM 3aluTbl MHpOpMaLmn npuBeseH B Tabnuue 43.

Ta6nuya 43— BasoBblii cocTaB Mep Mo opraHusaLun 3aluTbl 06pa3oB BUPTYasibHbIX MaLIWH

YernosHoe YpoBEHb 3aLmThbl
0603HaveHIe CofiepxaH1e Mep CUCTeMbl 3aLLMTbl MHAIOPMALWK vHchopmaLym
1 HOMEp MepbI
p Mep a 2 1

3CB.23 PernameHTauusa v KOHTPOJIb BbINONHEHUSA: H O (0]
- onepauuii B paMKax XXU3HEHHOro Lukna 6a3oBbix 06pa3oB BUPTYasbHbIX Ma-
LUVH:
- onepauwii N0 KOMMPOBaHNIO 06Pa30B BUPTYasIbHbIX MaLUVH

3CB.24 BkntoyeHne Tonbko B 6a30Bble 06pa3bl BUPTyasibHbIX MalWuH cnegytowero Mo: H (0} (0]
- MO TexHWYeckmx mep 3awmnTbl MHOPMaL MK, NPUMEHSAEMbIX B Npeaenax Bup-
TyaNbHbIX MaLLWH:
- NOAC

3CB.25 OTHeceHne KaxAoW M3 BUPTyasbHbIX MalUWH TO/IbKO K OAHOMY U3 KOHTYpOB H [0} [0}
6e3onacHocT

3CB.26 KOHTpO/b LieN0CTHOCTYH, BbINOMHAEMbI NpW 3anycke (3arpyske) BUPTyasibHOW H H T
MaLUUHbI:
- 6a30BOro o6pasa BUPTyasIbHON MaLLMWHbI;
- MO. BKNIOYEHHOTO B NO/b30BaTENbCKUIA NPONIbL BUPTYaNbHON MaLLUHBbI:
- nmapameTpoB HacTpoek MO TeXHUYecKUx Mep 3aWuTbl UHGOPMaLWK, npume-
HSieMbIX B NpeAenax BUpTyaslbHbIX MalluH

3CB.27 3anpeT Ha KonupoBaHue TekyLlnx 06pa3oB BMPTyasibHbIX MallUH, UCNONb3YI0- (6] (6] (0]
wmx CK3W. ¢ 3arpyxeHHbIM1 KpunTorpauyeckumm Kivamm

3CB.28 3anpeTt Ha KonupoBaHWe TeKyLinx 06pa3oB BUMPTyasibHbIX MalUWH, UCNOMb3ye- [0} [0} [0}
MbIX /15 peanusaunm TexHonoruy suptyanumsaymm APM nonb3oBaTeneit

3CB.29 3anpeT coxpaHeHWs W3MeHeHWN, NPou3BeAeHHbIX NOMb30BaTeNAMU B MpPoO- H H T
uecce paboTbl MX BMpPTyasbHbIX MawuH, B 6a30BoOM o6pa3e BUPTyasibHbIX
MalLWH

3CB.30 KoHTponb 3aBeplueHns ceaHca paboTbl nonb3oBaTeneli ¢ BUPTyasibHbIMWU Ma- H T H
LWHaMu

3CB.31 KoHTponb 3aBeplueHns ceaHca paboTbl Nonb3oBaTeneli ¢ BUPTyasibHbIMWU Ma- H H T
lwMHaMn 1 obecneyeHne nocneaytouieii paboTbl BUPTYaslbHOW MalUMHbI C UC-
nonb3oBaHvem 6a3oBoro obpasa

7.8.6 BasoBblii cocTaB Mep Mo perncrpauum cobbiTU 3auTbl MHhopMaLMK, CBA3aHHbIX C AOCTYNOM K

BUPTYaslbHbIM MallMHam W CEPBEPHbIM KOMMOHEHTAM BUPTyanM3auuu, NPUMEHUTENIbHO K YPOBHSIM 3aliuTbl
MHbopmauun npuBegeH B Tabnuue 44.

Ta6nvnuya 44 — Ba3oBblii COCTaB Mep Mo PEFUCTPALMN COBLITUIA 3aLUTbl MH(IOPMALIUN, CBA3AHHbLIX C JOCTYNOM K BUP-
TyasibHbIM MallyHaM U CEPBEPHLIM KOMMNOHEHTAM BUPTyasiM3aunum

YcnosHoe YpoBeHb 3aLmThbl
0603HaveHIe CoflepxaHne Mep CUCTEMbl 3aLLMTbI MHAIOPMALMK MHchopmaLM
1 HOMEP MepbI
OMEp Mep 3 2 1
3CB.32 Pernctpauyusa onepaunii, CBA3aHHbIX C 3aNyCcKoM (OCTAaHOBKOI) BUPTyasibHbIX T T T
MalUVH
3CB.33 PerncTtpauns onepauuii, CBA3aHHbIX C UI3MEHEHMEM NapaMeTpOoB HacTPOekK BUp- H T T
TyaslbHbIX CETEBbIX CETMEHTOB, peasn30BaHHbIX CpeAcTBaMu runepeunsopa
3CB.34 PerucTtpauus onepauuii, cBsisaHHbIX C CO34aHUEM U yAaNeHUEM BUPTYasibHbIX T T T

MalunH

41



FOCT P 57580.1—2017

OKoH4aHue Tabnuubl 44

YpOBeHb 3aLmThI

YcnosHoe
MHGhopmaLm
0603HaveHne CopepxaHie Mep CUCTeMbI 3aLLTbI MHdopMaLmn chopmay
1 HOMep Mepbl
P Mep 3 2 1

3CB.35 Peructpauus onepaymii, cBsi3aHHbIX C CO3aHNEM, U3MEHEHUEM, KOMMPOBAHU- T T T
eM. yfaneHnem 6a30Bblx 06pa3oB BUPTyasibHbIX MaLUVH

3CB.36 Peructpauns onepauuii, CBA3aHHbIX C KONMPOBAHMEM TeKyLLMX 06pa3oB BUPTY- T T T
aNbHbIX MallvH

3CB.37 Peructpauuns onepauuii, CBA3aHHbIX C U3MEHEeHWEeM Npas SIorMyeckoro goctyna T T T
K CepBepHbIM KOMMOHEHTaM BMPTyanusaunm

3CB.38 Peructpauus onepaumii, CBi3aHHbIX C U3MEHeHWeM napaMeTpoB HaCTPOeK cep- T T T
BEPHbIX KOMMOHEHTOB BUPTyanusaunm

3CB.39 Peructpauus onepauuii, CBA3aHHbIX C ayTeHTUdMKauneli n aBTopmsauynenn ake- T T T
nayartaLyoHHOro nepcoHana npu ocyLecTB/IeHNN A0CTyna K CepBepHbIM KOM-
NoHeHTaMm BMpTyanusauum

3CB.40 Pernctpauns onepauwii, cCBA3aHHbIX C ayTeHTudwukauueli u asTopusauvei T T T
nosib3oBaresieil Npu ocyLecTBNeHNN JOCTyNa K BUPTyasibHbIM MalunHam

3CB.41 Peructpauus onepauuii, cBsi3aHHbIX C 3anyckoMm (ocTaHOBKOW) MO cepBepHbIXx H H T
KOMMOHEHT BUpTYyanmsayum

3CB.42 Peructpauus onepauuii, CBI3aHHbIX C UI3MEHEHUEM MapamMeTpPOB HACTPOEK TeX- T T T
HUYeCKNX Mep 3awuTbl MHPOpMaL K, NCNONb3yEMbIX A5 peannsaummn KoHTpo-
NA focTyna K cepBepHbIM KOMIMOHEHTaM BUPTyanusauum

3CB.43 PerncTtpauus onepaumii, CBA3aHHbIX C U3MEHEHNEM HAaCTPOEK TEXHUYECKNX Mep T T T
3alnTbl MH(OpMaLWMK, UCNOoMb3yeMbIX AN obecnevyeHns 3alnTbl BUPTYyasb-
HbIX MaLVH

7.9 Mpouecc 8 «3awuta nHopMmaLm Npu ocyLLeCTBNEHUMN YAAaNEHHOIO N0rnYyeckoro 4octyna
C ncnosib3oBaHeM MOOUAbHBLIX (MEPEHOCHBIX) YCTPOWCTB»

7.9.1 MpuMeHsieMble (OMHAHCOBOI opraHu3auneit Mepbl No 3aluTe MHpopMaLUM NpU OCyLLECTBIEHNN
yAaNEHHOro SI0rMYecKoro AocTyna paboTHUKOB (DUHAHCOBOI OpraHu3auuy ¢ UCNo/ib30BaHNEM MOGW/bHBLIX
(MepeHOoCHbIX) YCTPOWCTB 40/MKHbI 06ecneunBarb:

- 3aWwuTy MHopMaLMmn OT packpbITUsa U MoAaUMMKaLMN NPU OCYLLECTBIEHUN YAAJIEHHOTO A0CTYNa;

- 3alMTY BHYTPEHHUX BbIYUC/IUTE bHbIX CETE Npu OCYLLECTBIEHUN YAANIEHHOTO A0CTYNa,;

- 3alWMTy MHOpMaL MK OT PackpbiTUsi U Mogudukaumm npu ee o6paboTke U XpaHEHUN Ha MOGU/bHbIX
(NepeHOCHbIX) YCTpOCTBAx.

7.9.2 Ba3oBblii cocTaB Mep No 3awuTe UHopMaL MM OT packpbITUsi U MOAUMMKaLUKU NPU OCyLLecTBe-
HUW yAaneHHOro AoCTyna NPUMEHNTENBHO K YPOBHAM 3alliuTbl MHhOpMaLun npuBeseH B Tabnuue 45.

Ta6nunuya 45— Bas3oBblii cOCTaB Mep No 3aluTe MHOPMALMU OT PacKPbITUA U MOANMDMKALMM NPY OCYLLECTBIEHUN
yAasieHHoro goctyna

YpoBeHb 3amThbl

YcroBHoe
0603HaveHIe CopiepxaH1e Mep CUCTEMbl 3aLLMTbI MHAIOPMALMN WHchopmaLyy
1 HOMEpP Mepbl 3 2 1
3y41 OnpegenexHne nNpaBuf yaaseHHOro AocCTyna U NepevyHs pecypcoB AocTyna, K (e] (0] o
KOTOPbIM NpeAocTaBnseTcs yAaneHHbl 4oCTyn
3ya.2 AyTEHTUMKALUS MOBU/bHBIX (MEPEHOCHbLIX) YCTPOINCTB yAa/IeHHOro AocTyna T T T
3yA4.3 MNpepgocTaBneHne yAaneHHoro focTyna TO/bKO C MCMO/Ib30BaHWEM MOGWb- H T T

HbIX (MEePEeHOCHbIX) YCTPOWCTB A0CTyNa, HAXOASALWMNXCA NOA KOHTPONEM cucTe-
Mbl LLeHTpasIM30BaHHOro ynpaBieHuss 1 MoHuTopuHra (cuctembl Mobile Device
Management. MDM)
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YcnosHoe Ypmiiggb '\:a MI/IV'II'bI
0603HaveHne CopepxaHve Mep cycTeMb! 3aLLyTbl HChopMaLmm pmaLy
1 HOMEp MepbI 3 2 1
3yn-4 Peanusauusa 3awmTbl MHOPMaLUM OT packpbiTUs U mogudukauun, npumeHe- T T T
HWe [BYXCTOPOHHe! B3aUMHOW ayTeHTUUKauumn y4acTHUKOB MHMOPMaLNOH-
Horo o6MeHa npu ee nepefaye Npu OCyLECTBIEHUN YaNeHHOro 10rM4yeckoro
Aoctyna
7.9.3 Ba3oBblii cOCTaB MOpP MO 3alUTe BHYTPEHHMX BbIYMC/IUTE/NbHBIX CETE NpU OCYLLECTBNEHWMN yaa-

JIEHHOTO A0CTYNa NPYMEHUTENBHO K YPOBHSIM 3aLMThl MHhopMaLmuy NpuBeseH B Tabnuue 46.

Ta6nuuya 46 — Ba3oBblii cOCTaB Mep MO 3alyuTe BHYTPEHHWUX BbIUMCANTENbHBIX CETEN NPU OCYLLECTBNEHUN yaaneH-
Horo gocTyna

YpoBeHb 3amThbl

YcnosHoe
0603HaveHIe CoflepxaH1e Mep CUCTEMbl 3aLLMTbl MHAIOPMALMN WHchopmaLyyv
1 HOMep Mepbl 3 P 1

3yA-5 NpeHtTudmkayms, aByxtaktopHasa ayTeHTudmkaumns n asTopusaymsa cybbekTos T T T
[ocTyna nocfie ycTaHOBNEHUS 3alUULLLEHHOrO CEeTEBOro B3auMOAelCTBUA, Bbl-
NnosIHeHns ayTeHTudmkaymmn, npeaycmMoTpeHHon mepamu 3Y[.2 n 3y[.4 tabnu-
ubl 45

3yA0.6 3anpet npsiMOro CeTeBOro B3aMMOLENCTBUA MOGU/bHBLIX (MEPEHOCHbIX) H T T
YyCTPONCTB [OCTyna W BHYTPEHHWX ceTeli (PMHAHCOBOI oOpraHu3auun Ha
YypOBHE Bbille BTOPOro (KaHasbHblil) N0 ceMUypoBHEBOI CTaHAApPTHOW MoO-
Aenn B3aMMOAeNCTBUSA OTKPbITbIX cucTem, onpegenerHoli B FTOCT P UCO/
MO3K 7498-1

3yan.7 Peanusauua gocTtyna kK pecypcam cetu VIHTepHeT TO/IbKO Yepes3 nHdopmMauu- H T T
OHHYI0 MHCPacTPyKTypy (DMHAHCOBOI opraHu3auuu nocne ycraHoB/eHWUs 3a-
L MLLEHHOTO CETeBOro B3aMMOAENCTBUS, BbINOMIHEHNA ayTeHTUdmKauum, npeay-
cMmoTpeHHoi mepamun 3YA.2 n 3Y[.4 tabnuubl 45

3yA.8 KOHTeHTHbIi aHanus uHdpopmauyun, nepefasaemMoil Mo6WUNbHBIMU (NepeHoc- H T T
HbIMMW) YCTPOCTBaAMMN B CeTb VIHTEPHET C UCMOMb30BaHNEM MH(OPMaLNOHHO
MHPACTPYKTYpbl (hMHAHCOBOW OpraHn3amm

3y4.9 Peanusayus 1 KOHTPO/1b MH(OPMALMOHHOTO B3aMMOAEWCTBUS BHYTPEHHUX Bbl- T T T
YNCANTENbHbIX ceTel hMHaAHCOBOW opraHn3auny 1 MOBUbHbLIX (MEPEHOCHBIX)
YCTPOWCTB B COOTBETCTBUMN C YCTAHOB/IEHHBIMW NpasBuiamu 1 NpoTokonamu ce-
TeBOro B3anMogeicTensa

7.9.4 Ba3oBbIii cocTaB Mep Mo 3aluTe MHopMaumm OT packpbiTus U MoaudmkaLmmn npu ee 06paboTke

N XpaHeHWn Ha MOGWU/IbHBIX (MEePEHOCHBIX) YCTPONCTBaX MPUMEHUTE/IbHO K YPOBHAM 3aluTbl MHOPMaLn
npveeeH B Tabnuue 47.

Tab6nuuya 47 — ba3oBblii cOCTaB Mep NO 3aluTe MHopMaLun 0T packpbiTUa 1 Mogudukaunm npu ee o6paboTke u
XPaHEHUN Ha MOBUNbHBIX (MEPEHOCHbBIX) YCTPOCTBaX

YpoBeHb 3aLmThl

YcnosHee
MHGhopmaLm
0603HaveHne CopepxaHue Mep CUCTeMbI 3aLLTbI MHdopMaLmm dhopmay
1 HOMep Mepbl 3 2 1
3y[A.10 MpuMeHeHne cucTembl LEHTPasIN30BaAHHOIO YynpasfeHna W MOHUTOpPUHra H T T

(MDM-cucTembl), peanusytoLleii:

- WunpoBaHne N BOSMOXHOCTb yaNeHHOro yaaneHns nHgopmaumum, nonyyeH-
HOW B pesynbTate B3aumogeicTBusa ¢ MHDOPMALMOHHBIMU pecypcamu thnHaH-
COBOWA opraHusaumu;

- ayTeHTUdmKaLmMio nonb3oBaTesnell Ha ycTpoiicTBe AOCTYNa;
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YcnosHoe YpOBEHb 3aWmThI

MHEpopMALM
0603HaueHre CojiepxaHue Mep CUCTEMbI 3aLLMThI MHGopMaLn chopmay
1 HOMEp Mepbl

3y[A.10 - GNOKMPOBKY YCTPOICTBA MO UCTEUYEHUN OMpPEAENIEHHOIO NPOMEXYTKa BpeMe- H T T
HW HEeakKTWBHOCIUN MOJfib30BaTeNs, TPebyoLLy0 BbINOTHEHUA MOBTOPHON ayTeH-
TucbukaLum nonb3oBaTens Ha ycTpoiicTBe AoCTyna;

- ynpasfieHne 06HoBAEHUAMU cuctemHoro MO ycTpoiicTs gocTyna:

- ynpasneHue napameTpaMmn HacTpoek 6e3onacHocTn cuctemHoro MO ycTpoiicTs
[octyna;

- ynpaBs/ieHue cocTaBoM ¥ 06HOBAEHUAMU npuknagHoro Mo;

- HEeBO3MOXHOCTb WMCNO/Ib30BaHUSA MOGWUILHOTO (NepeHOCHOro) ycTpoiicTea B
pexunme USB-HaKoNuTenNs, a TakKe B pexumMe oTnagku:

- ynpaBsfieHue k4eBoii nHcopmaumeil, NCNonb3yeMoin Ana opraHmsauun 3a-
L MLLEHHOrO CETEBOr0 B3auMoAeicTBus.

- BO3MOXHOCTb OMpe/esieHns MeCTOHaxoXAeHns yCTpoiicTea focTyna,;

- perucrpauunio cMeHbl SIM-KapTbl;

- 3anpeT nepeHoca MHoOpMauun B ob6aayHble XpaHuauLa aHHbIX, pacnosno-
XXEeHHble B 06L,e0CTyNHbIX ceTAx (Hanpumep. iCloud);

- obecneyeHrie BO3MOXHOCTY LLeHTPasIM30BaHHOrO0 yNpas/eHns 1 MOHUTOPUHra
npu cmeHe SIM-kapTbl

3y 1 Ob6ecneyeHne 3almnTbl MOBWIbHLIX (MEPEHOCHBIX) YCTPOICTB OT BO3AENCTBUI T T T
BPeAOHOCHOr0 Kofa

3ya.12 CTupaHvne nHdopmaumm KOHUAeHLManbHOro xapakrepa ¢ Mo6unbHbix (nepe- T T T
HOCHbIX) YCTPOICTB cpefcTBamMu, obecrneumBaloWVMu MOMHYIO nNepesanncb
[AaHHbIX, NPW OCYyLLEeCTBMEHNN BbIBOAA MOGUMbHBLIX (MEPEHOCHBIX) YyCTPOICTB 13
akcnayatauum, a Takke npu Heo6xoAUMMOCTM UX Nepefayn B CTOPOHHUE opra-
Hu3auun. mexagy paboTHukamu u (Mnun) CTPYKTYpHbIMU nogpasfeneHnsamm hu-
HaHCOBOI opraHm3aymmn

8 Tpe6oBaHWs K opraHuM3auum n ynpaBaeHWo 3aWnToil nHopmayum
8.1 O6wme NonoxeHns

8.1.1 Pa3genbl 8 1 9 HacTosLLero cTaH4apTa ycraHaBNnBaloT TpeboBaHus K cofgepxaHutio 6a3oBoro coctasa
Mep 3almnTbl HhopMaL MK, BXOAALLUMX B COCTaB CUCTEMbI OPraHn3alun v ynpaeneHns 3awuToi nHdopmamu,
Hanpas/iEHHbIX HAa 06ecneyeHne AO/MKHOM NOMHOTBLI 1 KayecTBa peanv3aLmmn CUCTeMbI 3alnTbl MHGOPMaLK.

8.1.2 Mepbl CMCTEMbI OpraHM3aLuy 1 ynpasneHns 3anToli nHhopmaunm NpUMeHAITCS:

- Ha CUCTEMHbIX YPOBHAX MHhOpMAaLIMOHHOW MHIPaACTPYKTYpPbI (ONpeAesieHHbIX B 6.2 HACTOALLEro CTaH-
fapTta). Tpe6oBaHusA K cCoaepXaHuto 6a30BOr0 cocTaBa Mep CUCTEMbl OpraHM3auun v ynpaBneHus 3aliuTol
NHOPMAaL KN, NPUMEHAEMbIX HA CUCTEMHbIX YPOBHAX, YCTAHOB/IEHbI B HACTOSAILLLEM pasfene;

- Ha aTtanax XW3HeHHOoro uvkna AC n NpunoXxeHuii, Ncnonb3yemblx Ans obpaboTku, nepegayn u (unwm)
XpaHeHus 3awmaemMoii nHpopMauuM B pamkax BbIMOSIHEHUA U (MNK) obecnevyeHuss BbINOTHEHUSI BU3Hec-
NpoLLecCoB UM TEXHOMOMMYECKMX NPOLLEeCccoB (hMHAHCOBON opraHunsaumn. TpeboBaHua Kk cogepaHuto 6a3o-
BOr0 COCTaBa Mep CUCTEMbl OpraHu3aunn 1 ynpasieHus 3awuToin nHdopmauum, NpuMeHseMblX Ha aTanax
XW3HEeHHOro uukna AC 1 NpunoxeHuii, ycTaHoBMEHbI B pa3fene 9 HacTosLWwero ctaHgapTa.

8.1.3 Mepbl cuCTEMbI OpraHn3aunn 1 ynpasneHus 3awmutori MHPOpMaLMM Ha CUCTEMHBIX YPOBHAX Npu-
MEHSITCA 419 KaXA0ro 0TAeNbHOro npouecca (HanpasfieHns) 3awuTbl MHopMauun n3 yucna mep. onpeje-
NEHHbIX B pasgene 7 HacToswero ctaHgapra.

8.1.4 Mepbl cuCTEMbI OpraHn3aunn 1 ynpasneHnus 3awmutor MHPopMaLn Ha CUCTEMHBIX YPOBHAX Npu-
MEHSIOTCH B paMkax crefylLmnx HanpasneHunin 3awmutbl HopMaLum:

- Hanpasnexuve 1 «lMnaHnpoBaHue npouecca cucTemMbl 3alnTbl MHopMauum» («MnaHnpoBaHue»);

- HanpasneHuve 2 «Peanusauus npouecca CUCTeMbI 3alUTbl UHOpMaLun» («Peannsauusa»);

- HanpaBsneHve 3 «KOHTPOsb Npouecca CUCTeMbI 3awuTbl MHDopMaLMn» («KKOHTPOb»);

- HanpaBsneHve 4 «CoBepLUeHCTBOBaHWE Mnpouecca CUCTEMbl 3aluTbl MHopmauumn» («CoseplueH-
CTBOBaHue»).

8.1.5 Cnocobbl peanvsaymm Mep CUCTEMbI OpraHu3auny 1 ynpasneHus 3alnToi nHdopmaymm, ycra-
HOBJ/IEHHbIE B Tabnuuax pasgena 8 HacToslero ctaHgapTta, o603HayeHbl kak B 7.1.6.
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8.2 HanpasneHue 1 «lMnaHupoBaHue npoLecca CMCTEMbI 3aLUTbl UHPOPMALUN»

8.2.1 B pamkax HanpaBfneHusi «lnaHvpoBaHue» MHaHCOBas opraHv3auus obecneuyuBaeT onpejesne-
Hue (nepecmoTp):

- 06nacT1 NpMMEeHeHUs nNpoLecca CUCTEMbI 3alUThbl MHhopMaLuK;

- cocTaBa NPUMEHSEMBbIX (a Takke He NPUMEHSEMbIX) Mep 3alnTbl MHhopmMauum U3 Yucna mMep. onpe-
AeneHHbIX B pasgenax 7, 8 u 9 HacTosLwero ctaHaapTa;

- coCTaBa U coAepXxaHust Mep 3alinTbl MHhopMaLun, ABASIOWUXCS [OMOHUTE/TbHBIMU K 6a30BOMY CO-
CcTaBy Mep. onpefeneHHbIX B pasgenax 7. 8 n 9 HacToswero craHgapTa, onpeAenseMblX Ha OCHOBE akTy-
anbHbIX Yrpo3 3awunTbl MHGOPMaLuW, TpeboBaHuii K 3awmute nHopMaLmMmn, YCTaHOBEHHbIX HOPMATUBHLIMW
npaBoOBbIMU akTamMun B 0651acTu obecrneyeHns 6e30nacHOCTM 1 3auUTbl MHGOPMaLUK;

- nopsigka npYMeHeHns Mep 3awuTbl MHOpPMaL MU B paMkax npoLecca CUCTEMbI 3aLnTbl MHopMaLn.

Peanusauns gesiTensHOCTU B pamkax HanpasneHusi «liaHnpoBaHne» OCyLLEeCTBASETCS HA OCHOBE MNo-
NNTVKN (DMHAHCOBOW OpraHn3aunmy B OTHOLLIEHNY LieNeBbIX NokasaTesieil Be/IMUYNHbI OMYCTUMOro 0CTaToO4yHOro
onepaunoHHOro pucka (puck-annetuTa), CBA3aHHOIO ¢ o6ecneyeHneM 6e30MacHOCTM MHopMaunn, a Takke
npu HEO6XOAUMOCTM Ha OCHOBE pPe3y/bTaToB AeATEe/IbHOCTU B paMkax HanpaBneHus «CoBepLLUEHCTBOBAHME.

NMpumMmeyaHue — PekoMeHZauWu Mo LOKYMEHTUPOBAHUIO EATENBHOCTM B 061acTh 06ecneyeHns nHopmam-
OHHOI1 6e30nacHOCTU npuBeeHbl B [17J.

8.2.2 ba3oBblii cocTaB Mep NJaHMpoBaHUS Npouecca CUCTeMbl 3aliuTbl MHpopMauuu NpuBeAeH B
Tabnuue 48.

Tabnuuya 48 — ba3oBblii cOCTaB Mep MIaHNPOBaHUA NpoLecca CUCTEMbI 3aLNTbl MHpOpMaLN

YcnosHoe YpoBeHb 3aLLmThbl
0603HaveHIe CofiepxaH1e Mep CUCTeMbl 3aLLMTbl MHAIOPMALMK WHdhopmaLyyv
1 HOMEp Mepbl 3 2
n3n.1 [lokymeHTapHoe onpegesieHve 06/1acT NPUMEHEHUs npouecca CUCTeMbl 3a- (0] o o
WMTbl MHOPMaL MK’ A48 ypOBHeN MHOPMaLMOHHOW MHpacTPyKTypbl, onpe-
[eNleHHbIX B 6.2 HacToALLero ctaHgaprta
n3n.z [lokymeHTapHoe onpefesieHne coctasa (C yKkasaHMEM COOTBETCTBUS HACTOS- 0 (0] [0}
wemMy ctaHfapTy) ¥ COAepXaHUs OpraHn3alMoHHbIX Mep 3awuTbl MHopMa-
LMK, BblGpaHHbIX PMHAHCOBOI OpraHusaunein n peanusyembix B pamkax npo-
Lecca cucTembl 3alnTbl MHopMaLum
n3n.a [lokymeHTapHoe onpegeneHne nopsgka NnpUMeHeHUs opraHn3aunoHHbIX Mep O O (0]
3aWunThl MHhopMaLuumn, peann3yemMbiXx B pamkax npouecca CUCTeMbl 3alyuTbl
NHhopmaLuu
nan.4 [lokymeHTapHoe onpejeneHne coctasa (C yka3aHMeM COOTBETCTBUS HACTOSI- (0] O [0}
wemy ctaHgapTy) U COAepXaHus TeXHWYecKnx Mep 3aluTbl MHdopMauuu,
BblGpaHHbIX (PUHAHCOBOI opraHu3auueli N peannsyemMbix B pamkax npouecca
CMCTeMbI 3alWTbl MHOpMaLnm
n3n.s [lokymeHTapHoe onpejgesieHne nopsifka NpMMeHeHUs TeXHUYecKux Mep 3aiu- (0] O [0}

Tbl MH(hOPMaLUK, peann3yemMblix B pamkax npolecca CUcTeMbl 3awuTbl NHop-
MaLumn. BKOYaOLWEero:

- MpaBuna pasMmeLleHns TeXHNYecKnx Mep 3almnTbl MHopmMaymmn B nHopma-
LLMOHHOW MHDpacTPyKType;

- nmapameTpbl HacTPOEeK TeXHWYECKNX Mep 3alyuTbl MHpopMaLun 1 nHopma-
LIMOHHOW MHPPaACTPYKTYpbl, MPejHa3HauyeHHbIX A1 pasMeLLeHNs TeEXHUYEeCKNX
Mep 3aWmTbl MHOPMaLUN**;

- PYKOBOACTBA MO MPUMEHEHUID TEXHWYECKUX Mep 3aluTbl WHGOopMaLum
(BkNtoYaloLLMe pykoBOACTBA MO 3KCMyaTauum, KOHTPOIO 3KChayaTauum n uc-
NoMb30BaHNIO0 MO HA3HAYEHWNIO TEXHUUYECKUX Mep 3alynTbl MHOPMaLMK);

- cocTaB porneii 1 npaBa Cy6beKTOB [OCTyna, HE06X0AMMbIX 418 obecneyeHns
NPUMEHEHUA TeXHUYEeCKNX Mep 3aLinTbl MHopMaLuumn (BKkIoYatoLero akenaya-
Tauymio. KOHTPOb 3KCyaTaluun v UCNOMb30BaHNE MO Ha3HAYeHUI0 Mep 3alyn-
Tbl MHCpOPMAL M)

' O61acTb NPUMEHEHUs NpoLiecca CUCTEMbI 3alLUTbl MHGOPMALUK ONpeaensieTcsl B COOTBETCTBUM C MOJIOXEHN-
AMU HOPMAaTMBHbLIX akToB BaHka Poccuu.

" TapameTpbl HACTPOEK KOMMNOHEHTOB MHOPMALMOHHON UHAPACTPYKTYPbI, NpefHasHaueHHbIX 415 pasMelle-
HUS TEXHUYECKNX MEep 3alyUThl MH(OPMALUK, ONPEAESSOTCS B C/ly4aB HEO6X0ANMOCTH.
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8.3 HanpasneHue 2 «Peanunsauus npouecca CUCTEMbI 3alnTbl MHhopmaunum»

8.3.1 fleAaTenbHOCTb B pamkax HanpasneHus «Peanu3auus» BbINOMHAETCA MO pe3ynbTaTam BbIMOSIHe-
HVA HanpasneHuin «lMnaHnpoBaHue» n (nn) «CoBepLlueHcTBOBaHWe» (CM. 8.2 1 8.5 HacTosLero ctaHgapTa
COOTBETCTBEHHO).

B pamkax HanpaeneHus «Peanusauus» thrHaHcoBas opraHmsauuns obecneymsaer.

- [O/KHOE NpUMEeHeHne Mep 3awmTbl MHopMaLmu;

- onpepeneHve poneit 3almTbl MHOPMALUK, CBA3AHHbLIX C MPUMEHEHNEM Mep 3aluTbl MHopMaLum;

- Ha3HayeHWe OTBETCTBEHHbIX /UL, 3a BbINO/IHEHWE PONel 3alnTbl MHopMaLuu;

- [OCTYMHOCTb peannsaLumn TEXHUYECKNX Mep 3aLMTbl UHopmaLlmu;

- NMpUMeHeHne CpefcTB 3aluTbl MHOPMauuM, NpoWeAnX B YCTAHOBMEHHOM MNOpsigke npouenypy
OLlEHKV COOTBETCTBYMSA (B TOM YMc/e NporpamMmmHbIX (MporpamMmmHo-annapaTHbIX) CPeacTB, B KOTOPbIX OHU pea-
NN30BaHbl. UMEILLNX HeobxoAnMble yHKLMU Be3onacHoCTu], B cayyvasx, korga npuMeHeHvue Takmx cpeacTs
Heob6xoAVMMO ANS HelTpanusauun yrpo3 6e3onacHoOCTW, onpefeneHHbIX B MOAeNV yrpo3 u Hapywwurtenein
6e3onacHoCTV nHdopMaLun hHaHCOBOV OpraHun3auuu;

- obyuyeHue, NpakTMYecKylo NoAroToBky (NepenoAroToBKy) paboTHWKOB (DMHAHCOBOW OpraHusauum, oT-
BETCTBEHHbIX 3@ NMPYMEHeHNe Mep 3aLuTbl MHopMauum;

- MOBbILIEHNE O0CBEJOM/IEHHOCTU (MHCTPYKTaX) paboTHNKOB (hMHAHCOBOV OpraHv3auuy B 06n1actu 3a-
WMTbl MHhopMaLMK.

MpumeyaHne — PekoMeHZauuu no onpefeneHnio NoTpebHocTel opraHm3aunn 6aHKOBCKOW cucTembl Poc-
cuiickoii dJe,qepau,MM B pecypcax, HeoﬁXO,ﬂ,VIMbIX Ana peanusayun npoueccos VIHCbOpMaLU/IOHHOVI 6e3onacHocTu, 1 no
NpoBeAEHNI0 KOHTPONSA 3 HEKTUBHOCTU UCMNONBb30BAHUA 3TUX PECYpPCOB NpuBefeHbl B [6].

8.3.2 ba3oBblii cocTaB Mep MO peanu3auuu npouecca cUcTeMbl 3awuTbl MHOpPMaLuy nprvBegeH B
Tabnuue 49.

Ta6nuuya 49 — Ba3oBblil COCTaB Mep MO peanu3ayun NPoLecca CUCTEMbI 3aLNTbl MHGOPMALUK

YpOoBeHb 3aLmThI

YcnosHoe
MHcbopmaLmm
0603HaveHne CopepxaHvie Mep cvicTeMbl 3aLLyTbl MHChopMaLmn chopmay
1 HOMEp MepbI 3 2 1

P31.1 Peanusauusa yyeta 06bEKTOB U pecypcoB A0CTyna, BXOAALMX B 061aCTb nNpu- o (0] T
MEHEHUSA npouecca CMCTeMb 3aLlnTbl UHhopmauum, NS ypoBHE nHdopmaLm-
OHHOVi MHPaCTPYKTYpbl, OnNpeAesnieHHblX B 6.2 HacTosero ctaHjaprta, B Tom
yncne o6bEKTOB AOCTyNa, PacnonOXeHHbIX B My6nAn4YHbIX (06LWefoCTynHbIX)
mecTax (B TOM uncne 6aHkomarax, nnaTexHblX TepMuHanax)

P31.2 PasmelleHne 1 HacTpolika (KOH(UTYpUpoBaHME) TEXHUYECKUX Mep 3alLUTbl UH- (0} (0} T
dhopmaLmmn B MHPOPMaLNOHHON NHPACTPYKType hMHAHCOBOI opraHu3aumm

P31.3 KoHTposb (TecTupoBaHne) NOAHOTLI peanu3auumn TeXHUYeCKnx Mep 3aluTbl UH- (0] (0] [0}
hopmauun

P31.4 HasHaueHve paboTHWKam (DMHaHCOBON OpraHn3aynmn ponei, cBA3aHHbIX C Npu- (0] (0] (0]
MEHEHMeM Mep 3aluTbl UHopMaLuK, N ycTaHoBeHWe 06493aHHOCTN 1 OTBeT-
CTBEHHOCTM 3@ UX BbINONHEHNE

P31.5 OnpefeneHne L. KOTOPbIM pa3pelleHbl 4eiCTBUA N0 BHECEHWNIO N3MEHEHWI B (0] (0] [0}
KOHGUrypauuo MHPOPMaLOHHOW MHpaCcTPYKTYpbI

P31.6 Peanusauusa akcnnayarauuv, UCMosIb30BAHNA NO HA3HAYEHUIO TEXHNYECKUX Mep (0] (0] [0}
3aLnTbl UHhopMaLum

P31.7 Peanu3auunsa npumMeHeHUss opraHn3alMoHHbIX Mep 3aluTbl MHopMaLum (0] (0] [0}

P311.8 Peanusauua LeHTpasn30BaHHOroO ynpaBieHnsa TEXHNYeCKUMU Mepamm 3aLunThbl H H T
MHopmauumn*

P31.9 O6ecneyeHne JOCTYMHOCTN TEXHUYECKUX Mep 3aLuTbl MHChOpMaLun: H H T

- NMPUMEHeHNe 0TKa30yCTOWUYMBbLIX TEXHUYECKNX pPeLLeHNid;

- pesepBupoOBaHME WH(OPMALUOHHOW WHpPACTPYKTYpbl, Heo6xoAumMol Ans
PYHKLMOHNPOBAHNSA TEXHUYECKVNX MEpP 3aLyuTbl MHGOpPMaLuy;

- ocyliecTB/IeHMe KOHTPONS 6e30TKa3HOro (WYHKLMOHMPOBAHWUA TEXHUYEeCKMX
Mep 3awunTbl MHOpMaLmK;
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OKoHYaHve Tabnuubl 49

YcnosHoe
0603HaueHve
1 HOMeEp Mepbl

P31.9

P31.10

P31.11

P31.12

P31.13

P31.14

P31.15

P311.16

CofiepxaHue Mep CUCTEMbI 3aLLUTbI MHGopMaLMn

- NPUHATUE PEINaMEHTUPOBAHHbLIX Mep MO BOCCTAHOB/IEHUID OTKA3aBLINX TeX-
HUYECKUX Mep 3aLUTbl MHOPMaLMU MHGOPMALMOHHOW UHADPACTPYKTYPbI, He-
06X0AMMbIX A4/ UX PYHKLMOHNPOBaHMS

ObecneyeHne BO3MOXHOCTU COMNMpoBOXAEHNA TeXHUYEeCKUX mMep 3aluTbl UH-
CbOpMaLl,VII/I B TeyeHune BCero cpoka uUx ncnosb3oBaHuA

MpuMeHeHne cepTUULMPOBaHHLIX N0 Tpe6oBaHUAM 6e30MacHOCTH UHOpMa-
LMu cpeacTB 3awuTbl MHhopMaunmn He HUxe 4 knacca'™

MprumeHeHne cepTuduULMpOBaHHbIX N0 TpeboBaHUAM 6e30nacHoOCTU NHopma-
LMK cpeacTB 3awuTbl MHIpMaLmn He Huxe 5 knacca”

MprumeHeHne cepTuULMpPOBaHHbIX N0 TpeboBaHUAM 6e30nacHoOCTH NHopma-
Luun cpeacTs 3alnTbl MHd3pMaLuy He Hmke 6 knacca”

MpumeHenne CK3W, nmetownx knacc He Huke KC2"

Ob6yueHune, npakTuyeckass NoAroToeka (nepenofrotoska) paboTHUKOB (huHaH-
COBOIA opraHu3aLnmn, OTBETCTBEHHbLIX 3a NPUMEHEeHWe Mep 3aluTbl UHdopMa-
LMn B pamMkax npouecca 3aluTbl HopmaLnm

MoBbIWEHNE OCBELOMIEHHOCTU (MHCTPYKTax) paboTHUKOB (DMHAHCOBON opra-
HM3auuy B 06/1aCTU peasmsaumm npoLlecca 3awnTbl MHopMaLnm, NPUMEHEHUS
OpraHn3aLoHHbIX Mep 3aluTbl MHpOPMaLMK, UCNOb30BAHUA MO HA3HAYEHUIO
TEXHUYECKUX Mep 3aluTbl MHDopMaLmm

YpoBeHb 3aLLmThbl
nHopmaLmm

3 2 1
H O H T

H T n
T H H
H

(0] (0] (0]
(0] (0] (0]

LleHTpanu3oBaHHOe yrnpas/ieHne peasim3yercsi AN TEXHUYECKUX MEpP 3alyUTbl MH(POPMALMUN, MHOXECTBEHHO
pasmellaemMbix Ha APM nonb3oBateneii U akcnayaTayMoHHOro nepcoHana.
B cniyuasix, Koraa nprMeHeHne Takux CPeacTs He06X04MMO AN HeliTpanusaymn yrpo3 6e30nacHoCTy, onpe-

[eNeHHbIX B MOZENN Yrpo3 1 HapywuTenei 6e30nacHOCTM UHGOpMaLMM (OMHAHCOBOI opraHusaumm.

8.4 HanpaBneHue 3 «KOHTPO/b NpoLecca cuMcTemMbl 3aWnuTbl MHQOPMaLUN»

8.4.1 [lesTeNnbHOCTb B pamMKkax HanpaBieHusi «KoOHTposib» Aos/mkHa o6ecneunBaTh [OCTATOUYHYO yBe-
PEHHOCTb B TOM. UYTO MPUMEHEHUE Mep 3aluTbl MH(OPMALUM OCYLLECTB/SETCS HaAfexalium o6pasom U
COOTBETCTBYET NOMNUTVKE (DUHAHCOBOI OpraHW3aLunu B OTHOLLIEHWUW LienieBbiX NokasaTteneil BeIMUnHbI Jony-
CTMMOTO OCTATOYHOrO OMepaLMOoHHOr0 prcka (PMCK-anneTuTa), CBsI3aHHOTO ¢ o6ecneyeHnem 6e30nacHoOCTu

NHbopmauuu.

MpuMeHsiemMble hMHAHCOBOI opraHu3auueii Mepbl 3awWuTbl MHhOpMaLUK AOMKHBI 06ecneynBaTh KoH-

TPOSb:

- 061acTv NpYMEHeHMUs NPoLEecca CUCTEMbI 3aLLUTLI MHGOpMaLIMK;
- LO/MKHOTO MPUMEHEHWsI Mep 3aliMThl MHGOPMaLMM B paMKax npolecca CUCTEMbI 3aLUTbl MHGOP-

Maumu;

- 3HAHW PaGOTHVMKOB (PMHAHCOBOW OpraHU3aLMK B YaCTU NPUMEHEHNSI MEp 3aLLUTbl UHGOPMALIUN.
8.4.2 Bas3oBblii COCTaB MepP KOHTPOJISi MPOLECca CUCTEMbI 3aluThl MHhOpMaLMK NpuBedeH B Tabnuue 50.

Ta6nuuya 50 — Ba3oBblii COCTAB Mep KOHTPOJISi NpoLecca CUCTEMbI 3alUThl MHOpMaLun

YcnoBHoe
o6o3HaveHne
1 HOMEp blepbl

K31.1

CofepxaHue Mep CUCTEMbI 3aLLUThI MHGopMALMn

KoHTposb (hakTnyeckoro coctasa 06bEKTOB M PecypcoB AOCTyna, BXOAALWMNX B
o06nacTb NPUMEHeHNsa npouecca CUCTeMbI 3alyuTbl MHGOPMAaLMKM, Ha COOTBET-
CTBME YYETHbIM AaHHbIM, (DOPMUPYEMbIM B paMKkax BbINONHEHUs Mepbl P3N.1
Tabnuubl 49

YpoBeHb 3aLLmThbI
MHGpopmaLm
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OkoHuaHne Tabnuubl 50

YpoBeHb 3aLLThbl
YcnosHoe p -

MHEpopMALM
0603HaueHre CojiepxaHue Mep CUCTEMbI 3aLLMThI MHGopMaLn chopmay
1 HOMEp Mepbl 3 2 1

K3U1.2 KoHTponb akcnayartauun v UCnosib30BaHUs MO HA3HAYEHUI0 TEXHUYECKUX Mep O O T
3aLnTbl MHhopMaLUK, BKIIOYAKOLWNIA:
- KOHTPOJIb (PaKTUYECKOro pasMeLleHns TEXHUYECKMX Mep 3aluTbl MHdopMa-
UM B MHAOPMaLMOHHON NHpacTpyKType dhHAaHCOBOI OpraHusaymy;
- KOHTPOJIb (DaKTUYECKUX NapameTpoB HACTPOEK TEXHUYECKNX Mep 3alnTbl UH-
chopMaLmMm 1 KOMNOHEHTOB MHOPMALMOHHOW MH(PACTPYKTYPbl, NpeAHa3Ha-
YeHHbIX AN pa3MelleHNs TEXHUYeCKUX Mep 3awuTbl MHdopMaLum

K31.3 KOoHTpONnb 3aKcnnyataumm M UCnosb30BaHUS MO Ha3HAYEHUIO TEXHUYECKUX Mep (0} O (0]
3aWmnThl MHPOPMALMK, BKTIOYAIOLLNIA:
- KOHTPO/b Ha3Ha4YeHUsi poneii, CBA3aHHbIX C AKCNayaTauned 1 UCnonb3oBaHN-
€M N0 Ha3Ha4YeHMI0 TEXHNYECKUX Mep 3aluTbl MHhopmaLuuu;
- KOHTPO/Ib BbINOJIHEHNA PYKOBOACTB MO 3KCNyatauun U UCMosib30BaHUIO Mo
Ha3Ha4YeHWI0 TeXHNYEeCKUX Mep 3aluTbl MHopmauum

K31.4 Mepuopgnuecknii KOHTPONb (TECTUPOBaHWE) NONHOTLI peanu3aunn TEXHUYECKNX (0] T T
Mep 3alWuTbl UHopmMaLum

K3W.5 KOHTpO/Ib NPUMEHEHUSI OpraHn3aunoHHbIX Mep 3alnTbl MHOpMaLmn (6] [0} (0]

K31.6 KOHTpOsIb 6€30TKa3HOT0 (DYHKLIMOHMPOBAHUS TEXHUYECKNX CPEACTB, 06Hapyxe- O T T
HUE W NIoKa/IM3aunus 0TKa30B (PYHKLMOHMPOBAHWS, MPUHSATME MEp Nno BOcCCTa-
HOBJIEHMIO 0TKA3aBLUMX CPEACTB U UX TeCTUpoBaHue

K3Wn.7 MpoBefeHVe NPOBEPOK 3HAHWIT PabOTHUKOB (hMHAHCOBOW OpraHu3aLumn B 4acTu (0} (0] (0]
NpMMEHeHUss Mep 3alMTbl MHOpMaLun B pamkax npouecca CUCTeMbl 3aLimTbl
NHhopmaLun

K31.8 dukcauyma pesynbTaTtoB (CBMAETENLCTB) MPOBEAEHNSA MEPONPUATUIA NO KOHTPO- (0] O (0]
N0 peanusauuy npotecca CUCTeMbl 3alnTbl MHhopmaLm, NPOBOANMbIX B CO-
oTBeTCTBUM ¢ Mepamu K3N.1 — K3W.7 HacTosiLieli Tabnumubl

8.4.3 Ba3oBhbIii cocTaB Mep KOHTPO/IA npoLuecca CUCTeMbl 3aluTbl MHOPMaLUM B YaCcTu perncrpauum
CO6bITWIA 3aWwmnTbl MHOpMaLun npuBedeH B Tabnuue 51.

Ta6nuya 51 — Ba3oBblii cOCTaB Mep KOHTPO/IA MpoLecca cUCTeEMbl 3aWnTbl MHOpMaLuy B YacTu perncTpayuu
co6bITUIA 3aWuUTbl MHOPMAaL MK

YpoBeHb 3aLLmThI

YcnosHoe
0603HaveHIe CofiepxaH1e Mep CUCTeMbI 3aLLMTbl MHAIOPMALMK WHchopmaLyyv
1 HOMep Mepbl 2 1
K31.9 Peructpauus onepaumii no yctaHoBke u (unun) o6HoBneHnto MO TexHUYeckmx H T T
cpefcTB 3almnTbl HhopMaLum
K31.10 Peructpauuss onepauuii no OGHOBNEHWI CUTHATYPHbIX 6a3 TEXHUYECKMX H T T
Cpe/CTB 3aWnTbl MHOpPMaLMK (B Caly4aB UX UCMOb30BaHUS)
K31.11 Peructpauus onepauuii no U3MEHEHUD NapaMeTpPoOB HACTPOEK TeXHUYECKMX H T T
Mep 3awWmnTbl MHOpMaLUM 1 UHPOPMALMOHHON NHAPACTPYKTYpPbI, NpeAHasHa-
YEHHbIX /19 pa3MeLlLeHns TEXHUYECKUX Mep 3awuTbl nHdopmauum
K3Wn.12 Peructpauus c6oes (0Tka30B) TEXHUYECKMX Mep 3alinTbl MHopmaLuum H T T

8.5 HanpasneHue 4 «CoBeplIeHCTBOBaHME NpoLecca CUCTEMbI 3alUTbl UHoOPMaLUN»

8.5.1 [eaTenbHOCTb B paMkax HanpaBneHnsi «COBepLIeHCTBOBaHME» BbINOJIHAETCS HA OCHOBE pe3y/ib-
TaTOB NMPOBeAEHUsI MepONpuUATU A N0 0GHAPYXEHNIO MHLUMAEHTOB 3aluUTbl MHGOPMALMK 1 pearpoBaHuio Ha
HUX. 0GHAPYXEHWI0 HeOCTATKOB B 06EeCneyYeHnn 3alimTbl MH(OPMaLMM B paMkax HanpasieHust «KOHTposb»,
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a Takke B Criyvasx MU3MeHeHUs NoNnTUKN hMHAHCOBOV OpraHu3aLMmn B OTHOLIEHUW MPUHLMMOB U NPUOPUTETOB
B peanm3auuy cUCTeMbl 3alyMTbl MHpOPMaLWK, LeneBbiX nokasareneil BeNnymHbl 4ONyCTUMOro 0CTaTO4YHOro
onepaLymoHHOro pucka (pucx-annetura).

MpumeHsieMble (hMHAHCOBOI opraHm3auueli Mepbl B pamkax HanpaBneHus «CoBepLUEeHCTBOBaHME»
[OMKHbI 06ecneunBaTtb QopMUpOBaHME U (DUKCALMIO PeLIeHNn 0 He0BXOAMMOCTN BbIMOSHEHNS KOPPEeKTU-
PYIOLWUX MU NPEBEHTUBHBIX AElCTBUIA, B YACTHOCTN NEPecMOTP NPUMEHAEMbIX Mep 3awmnTbl MHDOpMaLUN.

Mpn aTomM HenocpeAcTBEHHaA AeATeNbHOCTb N0 COBEPLUEHCTBOBAHMIO Npouecca 3aliuTbl MHdopMauun Bbl-
nosiHAeTCA B paMkax HanpasfeHusa «Peanusauus» n npyu Heo6XxoAMMOCTU HanpaBneHns «MnaHupoBaHne».

8.5.2 Ba3oBbIfi coCTaB Mep NO COBEPLUEHCTBOBAHMIO NpoLEecca CUCTEeMbl 3aluTbl MHOPMaULuM npu-
BefieH B Tabnuue 52.

Tab6nuuya 52— Bba30Bblii cOCTaB Mep MO COBEPLUEHCTBOBAHMIO MpoLiecca CUCTeMbl 3aluTbl MHopMaLunm

YcnosHoe Yponewmb 3aLLyThbl

MHcbopmaLmm
0603HaueHve CopepxaHre Mep CUCTeMb! 3alLyTbl MHCopMaLmm chopmaLy
1 HOMep Mepbl 3 2 1

Cc3n.1 MpoBegeHve u hrkcauns pesynbTaToB (CBUAETENLCTB) aHannsa Heobxogumo- O (0] (0}
CTW COBEPLUEHCTBOBAHMSA NpoOLecca CUCTEMbI 3aLUTbl UHPOPMALMK B CNyyasX:
- 06HapYXeHUs1 UHUMAEHTOB 3aWNUTbl MHOpMaLuy;
- 06HapYXeHWs HeJOCTaTKOB B PaMKax KOHTPO/IS CUCTEMbI 3aLLUTbI MHhopMaLn

C31.2 MpoBeaeHve n ukcauusa pesynbLTaToB (CBMAETENLCTB) aHanusa Heobxogumo- O (0] [0}
CTV COBEPLUEHCTBOBAaHNA NpoLecca CUCTEMbI 3alyuTbl MH(hOpMaL UK B Cydasax
N3MEHEeHUs1 MOMNTMKN (PUHAHCOBOI OpraHn3aunn B OTHOLLEHWUN:
- 06n1acT NpYMeHeHns npouecca CMcTeMb 3aluTbl Hopmaluy;
- OCHOBHbIX MPVHLWNOB U NPMOPUTETOB B peanu3auun npolecca cucTemMbl 3a-
LWMUTbI MHDOPMaLWK;
- LeneBbIX nokasartesneil BeNn4WHbl A0MYCTUMOrO OCTATOYHOrO OMepalyioHHOro
pucka (puck-anneTuTa), CBA3aHHOro ¢ obecneyeHnemM 6e3onacHOCT UHopMaLun

C3n.3 MpoBeaeHne u hrkcauuns pesynbTaToB (CBMAETENLCTB) aHannsa Heobxognmo- O (0} (0}
CTW COBEPLUEHCTBOBAHMSA NpoLiecca CUCTEMbI 3alUTbl UHPOPMALMKN B Cyyasx:
- U3MeHeHu TpeGoBaHuii K 3aluTe UHhopMaLnm, onpeseneHHbIX npaBunaMm
nNaTexHol cnctems':
- U3MEHEeHW, BHECEHHbIX B 3aKOHOAATENLCTBO Poccuiickoii deagepauun, B TOM
yncne HopMaTuBHble akTbl BaHka Poccuun

C31n.4 dukcauna pelleHnii 0 NpoBeAEeHNU COBEPLUEHCTBOBaHMA npouecca cuctembl O [0} [0}
3aWmnTbl MHQOPMaLMKN B Befile KOPPEKTUPYIOLWMX NN NPEBEHTUBHbIX AeACTBUNA,
Hanpumep:
- nepecMoTp 061acTN NPYMEHEHUS NpoLiecca CUCTEMbI 3alnTbl MHOPMaLWK;
- MepecmoTp cocTaBa U COAepXaHWs OpraHn3auMoHHbIX Mep 3aluTbl NHDOP-
Mauun. NpUMeEHsSIeMbIX B pamkax npotecca cucTeMbl 3awutbl UHhopmauu;
- NepecMoTp cocTaBa TEXHMYECKUX Mep 3alyuTbl UHDOPMAaLMK, MPUMEHAEMBIX
B pamkax rnpouecca cucTtembl 3aluTbl MHopmaLmum

' TpMeHsieTcs TOMbKO A5 Y4ACTHUKOB NIATEXHbIX CUCTEM.

9 Tpeb6oBaHUA K 3aW,MTe MHPOPMALMUKN HA 3Tanax XM3HEHHOro Lukna
aBTOMATU3NPOBAHHbLIX CUCTEM U NPUNOXEHWNN

9.1 HacTtosilwmii pasgen yctaHasnuBaeT TpeboBaHMS K coAepxaHuio 6a30BOro coctaBa Mep 3aliuThbl
MHGOPMAaLMM Ha 3Tanax XXU3HeHHoro umkna AC 1 NpuUIoXeHWin, akcnyaTupyeMbIX B pamkax npeocTtaBneHnst
613HEeCc-NpPoLeccoB U (UIM) TEXHOIOTMYECKUX NMPOL,EeCcCoB (DMHAHCOBOW OpraHusauuny (g4asee npu COBMECTHOM
yrnomuHaHum — AC).

9.2 [leATenbHOCTb MO 3alUMTe MHOPMAaLUM Ha CTaAuaX XU3HeHHoro uukna AC Ao/mkHa peasn3oBbl-
BaTbCA NyTem:

- pasmMeLleHns KoMnoHeHToB AC B 3allMLLEHHON NHPOPMAaLMOHHON NHpacTpPyKType, ANA KOTOPOW Ha
CHCTEMHbIX YPOBHSAX peann3oBaHbl NPoLEecchbl CUCTEMbI 3awWuTbl MHOPMaLuK, onpefeneHHble B pasgene 7
HaCTOALLEero cTaH4apTa,;
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- co3gaHna 1 obecnevyeHns NPUMEHEHNS CUCTEMbI 3alnTbl MHOpMaLun ANna KOHKpeTHoli AC. peanu-
3yloLL el oTAeNbHbIE AOMOMHUTENbHbIE (MO OTHOLIEHWI0 K TpeboBaHWAM pasgena 8 HacToALlero ctTaHaapTa)
dyHKUMK 3awWwmnTbl nHopmauun ana AC. He peasin30BaHHbIe HA CUCTEMHbIX YPOBHSX.

9.3 MpuMeHsiemMble (hMHAHCOBOW OpraHu3aLlmeli Mepbl Ha aTanax Xn3HeHHoro uukna AC fo/mxHbl 06e-
crneunBath:

- onpefeneHne coctaBa Mep 3awuTbl MHOPMauun, peanmdyembix B AC (Mep CUCTeMbI 3alnTbl WH-
thopmauuu AC);

- AO/DKHOE MPUMEHEHWe 1 KOHTPO/Ib NPUMEHEHMUST Mep CUCTEMBI 3awuTbl nHdopmauun AC;

- KOHTPO/Ib OTCYTCTBWA YA3BMMOCTEN 3awuTbl MHopMaLmmn B npuknagHom MO AC 1 nHthopmaLnoHHO
UH(PACTPYKTYpeE, NpeaHa3HayeHHol ansa pasMelleHuns AC;

- KOH(MAeHUMaNbHOCTL 3aliuLiaeMoi nHhopmMalmu.

NMpumeuaHne — PekomeHaauuu no obecneyeHno NHOOPMaLMOHHOI 6e30N1acHOCTN Ha CTafNsAX XXU3HEHHOTO
uukna AC npusegeHbl B [18].

9.4 Cnocobbl peanusauun mep 3aluTbl MHhOpMaLMM Ha aTanax XusHeHHoro uukna AC B Tabnuuax
pasfena 9 HacTosLero crtaHjapTa o603HaveHbl kak B 7.1.6.

9.5 Ba3oBblii coCTaB Mep 3alnTbl MHopMaLum Ha aTane «Co3gaHue (MoaepHusaums) AC» npusBeseH
B Tabnumue 53.

Ta6nuua 53 — Bba3oBblii cOCTaB Mep 3alWMTbl UH(OPMaLMKN Ha 3Tane «Co3gaHue (MogepHusaums) AC»

YpoBeHb 3amThbl

YcnosHoe
MHdopMaLmm

0603HaveHne CopfepxaHne Mep cucTeMbl 3aLmThbl MHGopMaLmm

1 HOMEp MepbI 2 1

K1 [lokymeHTapHoe onpejesieHne nepeyHs 3alnwaemMoi nHpopmauum, nnaHmpy- o o [0}
emMoiil kK o6paboTke B AC

XL.2 [lokymeHTapHoe onpeferneHve cocTaBa (C yKkasaHMeM COOTBETCTBUS HACTOS- (¢] O (0]
wemy ctaHgapTy) U cofepxaHus Mep cucTeMbl 3awutbl MHgopmaumun AC
(thyHKUMOHANBHO-TEXHUYECKUX TPEOGOBAHUIA K CUCTEME 3alUTbl UHPOPMaA-
uun AC)

XKL.3 [lokymeHTapHoe onpejenieHne B NPOEKTHON 1 3KcnayaTaunoHHOK fOKYMeHTa- o o [0}
LUun Ha cucTemy 3alnTbl nHopmaummn AC:
- cocTaBa 1 nopsfka NPUMEHEHUs1 TeXHUYECKUX U (M) opraHn3aLnoHHbIX Mep
cucTeMbl 3awWwmTbl MHpopmaumm AC:
- napameTpoB HaCTPOEK TEXHUYECKMX Mep cUCTEMbI 3aluTbl MHpopmaumun AC
1N KOMMOHEHTOB MH(OPMALMOHHON MHGPACTPYKTYpbl, NpefHasHauyeHHbIX A1
pasmMeLLeHns yKadaHHbIX TEXHUYECKNX Mep*

XU.4 Peanusauua ynpasneHus sepcusamu (c60pkamn) U U3MEHEHUAMU co3jaBae- H (0] 0]
Moro (MogepHU3MpyemMoro), B TOM Ynucne Tectupyemoro, npuknagHoro MO AC.
OCYLIECTBNIAEMOrO A/15 Lesn:
- KOHTpONs peanusaumn QyHKLUMIA 3anTbl MHhopmaLuu B onpeAeneHHol Bep-
cun (c6opke) npuknagHoro MoO:
- NPUHATUA Mep, NPenAaTCTBYWNX HECAHKLMOHMPOBAHHOMY BHECEHUNIO U3Me-
HeHuii B Bepcun (c60pkmn) npuknagHoro MO

Xu.5 Vcnonb3oBaHune (KOHTPO/b NCMOMb30BaHNS) CErMEHTOB pa3paboTkn 1 TecTupo- H 0] [0}
BaHWsi. BblAeNIeHHbIX B COOTBETCTBUU C Mepoit CM3.6 Tabnuupsl 13. npu co3ga-
HUK (MogepHU3aumm), BkAovas TectuposaHme. AC

XKLU.6 KoHTposb NpefocTaBneHns u o6ecneyeHve pasrpaHnyeHus goctyna B cermed- O (o] (o]
Tax pa3paboTku U TECTUPOBAHWS

Xu.7 Peanusauusa 3anpeTa Ucnosb3oBaHNA 3almiaeMoin nHchopmalum B cermeHTax o (0] (0]
pa3paboTkm 1 TecTupoBaHusa”

XL.8 MpumeHeHne npuknagHoro MO AC. cepTudULMPOBAHHOTO Ha COOTBETCTBME H 0] [0}
TpeboBaHMAM No 6e30nacHOCTM UHhopMaLMK, BKIoYas Tpe6oBaHUs No aHanun-
3y ySI3BMMOCTEW M KOHTPOJII0 OTCYTCTBUA "AeknapnpoBaHHbIX BO3MOXHOCTEN,
B COOTBETCTBMU C 3aKOHOAaTeNbCTBOM Poccuiickoil degepauuy uam B oTHoLLe-
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OKoHYaHue Tabnuubl 53

YcnosHoe ypmﬁggb“:aumrb'
0603HaveHne CopepxaHue Mep CUCTEMbI 3aLLMTbI MHGopMaLmn pmaLy
1 HOMep Mepbl 3 2 1
JKLL.8 HMW KOTOPbIX MPOBEAEH aHaNN3 YSI3BMMOCTEN No Tpe6GoBaHMAM K OLLEHOUYHOMY H (6] (6]
YPOBHI0 floBepUsi He Hke yem OY/[l4 B cooTBeTCTBUM C TpeboBaHusmu FOCT P
MNCO/M3K 15408-3“ *
XU.9 KoHTponb (TecTupoBaHue) MOMHOTbI peanu3auun Mep CUCTeMbl 3alnTbl WH- (o] (6] (0]
dopmanun AC (hyHKLMOHANBHO-TEXHUYECKUX TpeboBaHW K cucTeMe 3aLnTbl
nHopmauun AC)
XKu.10 MpoBeaeHne mogepHusaunn AC npu naMeHeHun TpeboBaHUii k cocTasy W CO- (0] o (0]
LepXaHno Mep cucteMbl 3awmuTbl nHpopmauum AC ((hyHKLMOHANbHO-TEXHUYE-
ckue TpeboBaHmMii K cucTeme 3alnTbl MHpopmarmn AC)
JKLL11 [lokymeHTapHoe onpejeneHne B NMPOEKTHON U aKCn/yaTalMOHHO fOKYMeHTa- (0] O [0}

LMKn Ha cucTemy 3awnTbl nHpopmauum AC* “ :

- cocTaBa W nopsijka NPUMeEHEHUs kAMeHTamMu (UHAHCOBOW opraHusauuu
npuknagHoro MO u (MAKn) TEXHUYECKUX U (MAN) OpraHn3aLoHHbIX Mep 3aLu-
Tbl MHGOpMaUWK (Aanee Npu COBMECTHOM YNOMWHAHUN — K/INEHTCKME KOM-
NOHEHTHI);

- napameTpoB HaCTPOeK KAWEHTCKMX KOMMOHEHTOB U MH(OPMALMOHHON WH-
hpacTpyKTypbl KAWEHTOB (hMHAHCOBOW OpraHu3auuu, npegHasHadeHHoW Ans
pasmMeLLeHNs K/IMEHTCKUX KOMMOHEHTOB;

- onucaHua Mep no o6ecnevyeHnto UCMOb30BaHUSA KIVEHTOM OnpeaesieHHbIX
L0BepeHHbIX Bepcuii (c6opok) npuknagHoro MO

MapameTpbl HACTPOEK KOMMOHEHTOB MHAOPMAaLMOHHON MHPPaCTPYKTYpbl, NpeAHasHauYeHHbIX 415 pa3melle-
HUSA TEXHUYECKUX Mep 3aluTbl MHOpMaLun, onpeaensoTca B cy4aB Heo6Xo4MMOCTH.
3a ncknYeHnem KoHrrypaLmoHHon nichopmaymn, onpegensiowein napameTpbl paboTtbl AC.
B cnyuasnx, npesycMOTPeHHbIX HOpMaTUBHbIMK akTamu baHka Poccuu, u (an) ecnn B COOTBETCTBUM C Moje-
Nbl0 YIPo3 1 HapywuTenei 6e3onacHocTu nHdopmauum UHaHCOBOM opraHusaunm, yrpossbl, CBA3aHHble C HannYMem
YSI3BUMOCTEN U HeAeknanmpoBaHHbIX BO3MOXHOCTel B npuknagHom MO AC. npu3HaHbl akTyasibHbIMU.
" [loKymMeHTapHoe onpejefieHne B COOTBETCTBMU ¢ Mepoli XKLL.11 BbINONHSAETCS B c/lyyae He06X0AMMOCTH.

9.6 Ba3oBbIii cocTaB Mep 3awuTbl MHpopMauun Ha aTane «BBog B akcnnyataumio AC» npuBegeH B
Tabnuue 54.

Tab6nuuya 54 — Bba3oBblii cocTaB Mep 3awWmnTbl MHOPMaL KN Ha aTane «BBog B akcnayataymto AC»

YcnosHoe YpoBeHb 3awmThbl
0603HaveHIe CofiepxaH1e Mep CUCTEMbl 3alLyTbl MHAIOPMALMN WHdbopmaLyy
1 HOMEP MepbI
P mep 3 2 1
xu.12 PasmelleHre 1 HacTpoiika (KOHUTYpupoBaHue) TEXHUYECKUX MEpP CUCTEMbI o (0] [0}
3awWmnTbl MHpopmaumm AC B UHDOPMALMOHHOW UH( PACTPYKType, UCNosb3ye-
MOl Ans HenocpeAcTBEHHOW peanusauunm GU3HEC-NpoLEeccoB WU TEXHOMO-
rMyecknx npoueccosB (MHAHCOBON opraHusauuu (fanee — nNpoOMbIWIEHHAA
cpefia), B COOTBETCTBUM C NOSIOXEHUSIMU NPOEKTHOW W 3KcnyaTalMoHHOW f0-
KyMeHTauum
XLU.13 KOHTpOnb (TecTupoBaHMe) MOSIHOTLI peanu3auunm Mep CUCTEMbl 3aluTbl WH- (6] (e} (0]
dopmauun AC (hyHKLMOHANBHO-TEXHUYECKNX TPEBOBAHMWI K cMCTEME 3alnTbl
nHopmanmn AC) B NPOMbILLNEHHOR cpeae
XKLU.14 Peanunsaunsa koOHTpons 3awmiieHHocT AC. BkAovatoLero”; H (0] (0]

- TeCTMPOBaHWE Ha NPOHUKHOBEHME;
- aHanus ysi3BUMOCTEll cucTeMbl 3aluTbl MHGopMauum AC U UHHOPMALMOH-
HOM MHPPACTPYKTYPbl NPOMBILINEHHONR cpegabl

Mo peLleHU0 (PMHAHCOBOI opraHu3ayuy npu MogepHusaum AC NpoBOAUTCS KOHTPO/Ib 3aLLMLLEHHOCTYU TONbKO
3/1eMEHTOB MH(OPMALMOHHOW UHDPACTPYKTYPbI, MOABEPTHYTLIX MOLEPHU3ALUN.
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9.7 Ba3oBbIli cOCTaB Mep 3aWuTbl MH(OPMaLMKN Ha 3Tane «3Jkcnayataums (conpooxaeHne) AC» npu-
BefJleH B Tabnuue 55.

Ta6nuya 55— BasoBblii cocTaB Mep 3aWuTbl MHPOpPMaLMK Ha aTane «3kcnayaTtauus (conpoBoxaeHune) AC»

YponeHb 3awmTbl
YcnosHoe MHhopmaLmm
0603HaveHne CopepxaHvie Mep cyicTeMb! 3alLnTbl HGopMaLm
1 HOMEp MepbI

3 2 1

XU.15 Peanunsaunsa KOHTPoOnsA akcnayaTauun TEXHUYECKUX Mep CUCTeMbl 3aluUTbl UH- (e} (0] (0]
cdopmauumn AC B COOTBETCTBUM C NOSTOKEHUAMN NPOEKTHOW 1 3KCNAyaTaLnoH-
HOI [OKyMEHTauUnu, BKIOYAIOLLEro:
- KOHTPO/b (haKTU4eCcKOro pasmMeLLeHnsi TEXHUYeCKUX Mep 3alinTbl B MPOMbILL-
NeHHoW cpege;
- KOHTPO/b (hakTUYeCKMX NapamMmeTpoB HACTPOEK TEXHUYECKUX Mep 3alynTbl UH-
chopmaLmmn u nHhopmaumnoHHol HPACTPYKTYpbI, NpegHa3HaYeHHol ansa pas-
MeLLeHNA TeEXHNYECKUX Mep 3awmTbl HOpMaLun

XKL.16 Peanusauuns KOHTPO/S NPUMEHEHNUs Mep CUCTEMbI 3aLLUTbI UHGopMmaLmn AC (o] (o] o]

XLu.17 HasHaueHne n peanusauma KOHTPONA LEATE/IbHOCTU NNL. OTBETCTBEHHBIX 3a O [0} (6]
akcnayaTtaymio (CONPoBOXAEHNE) cuCTeMbl 3awwuTbl nHpopmaLun AC

XKL.18 ObecneyeHne BO3MOXHOCTU COMPOBOXAEHUA TEXHUYECKUX Mep CUCTEMbl 3a- H (0] (0}
WKTbl MHpopmauum AC B TeueHne BCero Cpoka Ux UCMosib30BaHus

XKLU.19 Ob6ecneyeHne fOCTYNHOCTU TEXHNYECKUX Mep CUCTEMbI 3alnTbl MHOPMaLUn H H T
AC;
- MPUMEHeHNe 0TKa30yCTOWUNBbLIX TEXHNYECKNX Mep:
- pe3epBupoBaHue TexHuyeckux cpefcts AC. Heo6XoAUMbIX ANA PYHKLMOHK-
pOBaHUS TEXHNYECKNX Mep;
- OCyLiecTBNEHME KOHTPONSA 6e30TKa3HOro (WYHKLMOHUPOBAHWUA TEXHUYECKMNX
mep;
- MPUHATWE pernaMeHTUPOBaHHbIX MEP MO BOCCTAHOB/IEHNIO OTKa3aBLUNX Tex-
HUYeCKNX Mep W TexHuyeckux cpefcTB AC. HEOBXOANMbBIX ANA UX (DYHKLNOHN-
poBaHus

XU.20 Peanusauna npoBeAeHNs eXerofHoro KOHTpons 3aumuieHHoctTn AC. BKoYa- H (0] (o]
rouero:
- TecTUpoBaHWe Ha NPOHUKHOBEHWE:
- aHanu3 yassumocTeil cuctembl 3awutbl uHgopmauyum AC n nHopmaumoH-
HOW MHDPACTPYKTYPbl MPOMbILIIEHHOW cpefpl

XKu.21 Ob6ecneyeHne onepaTNBHOIO YCTPAHEHUS BbISIB/IEHHbIX YSI3BUMOCTEN 3alyUThbl (0] 0 (0]
nHopmaummn AC. BkoYas ya3BumocTu npuknagHoro No

xu.22 Pernctpauusi BHeceHusi n3ameHeHuit B AC. BKouasi 06HOBNEHNE NPUKIAZHOTO H (o] (o]
no

XL.23 Pernctpauus onepauuii Mo M3MeHEHWI0 MapaMeTpoB HACTPOEK TEeXHUYECKUX [0} T T
Mep cucTeMmsbl 3aWnTbl MHopmaumn AC

XL.24 Peanunsauus KOHTPONA B CerMeHTax pa3paboTku N TeCTUPOBAHUS KOPPEKTHOCTMN H (e] 0
hYHKLMOHMPOBaHNA cucTeM 3aluTbl nHpopmauum AC nocne BHeCEHUs n3me-
HeHuii B AC. Bktouas 06HoBeHNs npuknagHoro MO

XKL.25 Peanunsauus ynpasneHus sepcmamu (c6opkamu) 1 UsSMeHeHUMy NpuKNagHoro H [0} (0}
MO npu ero o6HOBNEHUMN (MOAMdUKaLMN)
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9.8 Ba3oBbIii cocTaB Mep 3alMTbl MHPOPMALMK Ha 3Tane «3IKcnayaTauusi (CONpoBOXAEHWE) U CHATHE
¢ akcnnyatauum AC» npusegeH B Tabnuue 56.

Ta6nuya 56 — Ba3oBblii cocTaB Mep 3aluTbl MHPOpPMaLMK Ha 3Tane «IKcnayaTauus (CONPOBOXAEHUE) U CHATUE C
akcnnyatauyun AC»

VeroBHoe YpoBeHb 3aLLmThbl
0603HavEHIe CofiepxaHie Mep CUCTEMbI 3aLLMTbl MH(OPMALI WHchopmaLyy
1 HOMEp Mepb!
p Mep 3 2 1
XU.26 MpuHATUE Mep No o6ecneyeHnto 3anTbl MHPOPMAaLMN OT HECAHKLMOHUPOBAaH- O (0] (0]
HOro KOMMPOBaHWSA 1 pacnpocTpaHeHns
xu.27 O6ecneyeHmne 3alMTbl pe3epBHbIX KOMWIA 3alyMLLaeMoil tHdopmauum H (0] [0}
XL.28 Peanusaunsa KOHTPOSA YHUUTOXEHWSA 3aliuuiaeMoil uHcopmauumn B cnydasx, H (0]

Korga ykasaHHasi nHcpopmauus 60/blue He UCMoMb3yeTcs, B TOM Yucie cogep-
Xauieiics B apxuBax, ¢ npumeHeHmem mep MYWN.23 — MYWN.26 tabnuuysl 31
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Mpunoxexne A
(cnpaBoy4HOE)

OCHOBHble NOJIOXEHNA 6a30BON MOAeNN yrpos
M HapylwuTeneii 6e3o0nacHoCcT MHopmaLmm

A.1 OcHoBoOIi Ansa peanusaunm UHAHCOBOI opraHm3aLlunein cucTemsl 3almnTbl MHOPMaLMKU ABNAIOTCS pa3paboTaH-
Hble 1 yTBEPXAEHHbIe MOAENN YIPO3 U HapyluuTeneit 6e3o0nacHocTn MHopMaLMn.

CTeneHb geTanusauum CoAepXUMOro MoAenei yrpos u HapywuTtenein 6esonacHocTy nHopmMaumm MOXeT ObiTb
pasnunyHa n onpefensertcs peasbHbIMU NOTPEOHOCTAMU (PUHAHCOBOI opraHusaumu.

A.2 Mogenwu yrpos n HapywimTenein 6e30nacHOCT MHPOPMaLIMM HOCAT NPOrHO3HbIV XapakTep u paspabaTbiBaloTcsa
Ha OCHOBE OMbITa, 3HaHW N NPaKTUKM (OMHAHCOBOI OpraHu3aunn. Yem ToyHee cAenaH NPOrHO3 B OTHOLLUEHWNMN aKTyasibHbIX
ANA GUHAHCOBON opraHm3auun ygo3 6e3onacHocTn nHdopmauun, TeM ageksaTtHee n adppekTnBHee 6yayT naaHupy-
emMble ¥ nNpegnpuHUMaeMblie ycunua no obecneyeHuto TpebyeMoro ypoBHS 3aluTbl MHGopmauun. Mpu aTom cnegyet
YyunTbIBaTb, YUTO CO BPEMEHEM YrpO3bl, UX UCTOYHMKM N COMYTCTBYIOLLME PUCKA MOTYT U3MEHATLCA. M03TOMy Mogenu yrpos
1 HapywwuTeneii 6e3onacHoCcTu nHhopmaLum cnegyeTt nepuogmyeckn nepecmaTpusatb, AN Yero B hHAHCOBOI opraHu-
3alun A0DKHBI ObITb YCTAHOB/IEHBI M BbINOMHATLCA NPOLEeAypbl PErynspHOro aHanm3a Heobxo4MMOCTN NX MepecMoTpa.

A.3 B cnyyaB OTCyTCTBMSI Y (DMHAHCOBOI OpraHusauuu noteHumana, Heo6xoAMMOro AN CamoCTOATeNbHON pas-
paboTkn mojenei yrpos u HapywuTenei 6e3onacHoCTv nHpopmauun, ykasaHHble MoOenn pekoMeHgyeTca cocTaBAThb C
npuBneYeHnemM CTOPOHHNX OpraHusauuii, obnagaroLmx He06Xo04UMbIM OMbITOM, 3HAHUSMMW U KOMNETEHLNEN.

Mpwn paspaboTke mofeneii yrpos v HapylumTeneii 6e3onacHOCT MHopMaL M Heo6Xo0A4MMO yUNTbIBATb, YTO U3 BCEX
BO3MOXHbIX 06EKTOB aTak C Hanbosbluell BEpOATHOCTbIO HapyLIUTENb BbiGepeT Hanbonee cnabo KOHTPONUPYEMbIi, rae
ero AeaTenbHOCTb GyAeT ocTaBaTbCA HeOBGHaApYXEeHHO MakcuManbHO A0aro. Mo3ToMy BCe KpUTMYeckue onepauun B
pamkax 6M3Hec-NpoLeccoB N TEXHONIOTUYECKMX NPOoLLeccoB (hMHAHCOBOW opraHu3auuu, rae ocylecTenseTcs nboe B3a-
nmofeiicTene cy6beKTOB AOCTyNa c 06bekTamMmu nHchopmaTusaunm, JO/MKHbl 0CO6EeHHO Tl aTe/lbHO KOHTPOIMPOBATLCS.

A.4 Ha Kkaxpom u3 ypoBHel WHOopMaUNOHHOW MHpacTPyKTypbl, onpeAeneHHbix 8 6.2 HacToswero ctaHAapTa,
aKTyaNbHble Yrpo3bl 6€30MNacHOCTM MH(OPMAaLUN 1 UX UCTOUYHUKN ABNSIOTCA PasINYHbIMU.

OfHOW 13 OCHOBHbIX Liefieid 310yMblLlIeHHNKa ABNAeTcsa ocyuecTeaieHme HC/, k MHpopmMaLMOHHbIM pecypcamM Ha
ypoBHe AC ¥ NpWUNOXeHW, aKcnayaTupyembix B paMkax 6U3Hec-npoLeccoB 1A TEXHOMOTNYeCcknX npoLeccos thHaHco-
BOV opraHusauuu, 4to 6onee adppeKTUBHO AN 310yMbIWLIIEHHUKA U onacHee Ana (PUHAHCOBON opraHu3auumn, 4em ocy-
wecTtBnenne HC/ Yepes nHble ypoBHY, (hebytoLero cneynduyecknx 3HaHuid, pecypcoB 1 BpeMeHH.

Llenblo 3n10yMbllWNEHHMKA Takke MOXeT SBNATbCA HapyLlleHVe HeMpPepbIBHOCTM NpefocTaBneHns hrHaHCOBbIX yC-
Nyr. ocylecTBNeHUss BU3HeC-NPOLEeCcCOB UK TeXHONMOrMYecknx npoLeccoB (MHAHCOBOW opraHusauuu, Hanpumep, no-
CpeAcTBOM pacnpocTpaHeHUs BPeAOHOCHOTO KoAa, LesieHanpaB/ieHHbIX KOMMbOTEPHbIX aTak Uan HapylweHus npasui
3KcnayaTauum Ha ypoBHe annapartHoro obecnevyerus.

A.5 OCHOBHbIMW TUMamy UCTOYHUKOB Yrpo3 6e30MacHoCTM MHopMaLn ABAAIOTCS:

- HebnaronpusATHble COBbITUSA TEXHOTEHHOTO XapaKkTepa;

- cbou 1 oTKasbl B paboTe 06bLEKTOB 1 (UK) pecypcoB AOCTyNa;

- 3aBMCMMOCTb MPOLECCOB 3KCMayaTaunm 06bekToB MHGopMaTU3aLMn OT MHOCTPaHHbIX NOCTaBLYMKOB WU NPO-
BalijlepoBs yCnyr;

- BHYTPEHHWEe HapywuTenu 6e3onacHocTn nHopMauum — nuuya, B TOM Yucne paboTHUKM pUHAHCOBOW opraHu-
3aunMn 1 paboTHUKM NOAPSAAHLIX OpraHu3aunii, peanusyoline yrposbl 6€30MacHOCT MHGopMaunm ¢ UCNob30BaHUEM
neranbHO NpefoCTaB/EHHbIX UM NpaB /IOTMYECKOro Uan hn3nyeckoro AocTyna;

- BHellHWe HapylmTenun 6e3onacHocTn nHopmauum — nuuya, B ToM Ynucae paboTHUKM hMHAHCOBOW opraHu3auuu,
peanusyloLine yrposbl 6€30nacHOCTU MHpopmauny 6e3 Ncnonb3oBaHNA ferasbHO NpeAocTaBNeHHbIX NPaB I0fMYecKoro
nnm usnyeckoro Aoctyna, a Takke CyobekTbl, He ABnsAoLWMecs paboTHNKaMn (OHAHCOBON opraHusauumn, peanumsyoLme
LeneHanpaB/ieHHble KOMMNbIOTEPHbIE aTaku, B TOM YMC/e C Le/blo IMYHOro oboraieHns unnm 6/10KMpoBaHUs LTATHOrO
hyHKUMOHMPOBaHNA 6M3HEC-NPOLECCOB NN TEXHOMOTNYEeCKNX NPoLLeccoB (PUHAHCOBON opraHu3auuu.

A.6 K uncny Haubonee akTyasbHbIX UCTOYHMKOB Yrpo3 Ha YpPOBHE anmnapaTtHOro obecrnevyeHusi, ypoBHe CeTeBOro
o6opyi0oBaHNA 1 YPOBHE CETEBbLIX NPUIOXEHWA 1 CEPBUCOB OTHOCATCS cnegytoLue:

- cbomn 1 oTkasbl B paboTe 06bLEKTOB J0OCTYNA;

- BHYTpeHHWe Hapywwutenu 6e3onacHocT MHopMauMn [3KcnayaTauMoHHbIA, BCMOMOraTesbHbli (TEXHUYECKMA)
nepcoHan], ocylecTBASALNE LeleHanpaBieHHoe AeCTPYKTMBHOE BO3AelCTBME HA 0O6bEKTbl fOCTYNa;

- 3aBMCMMOCTb MPOLECCOB 3KCMyaTauun 06bEeKTOB AOCTyna OT MHOCTPaHHbIX MOCTaBLYMKOB WM MpoBaiifepoB
ycnyr;

- BHeLHWe HapylwmnTenu 6e3onacHocTu nHpopmauumu, obnagatmoLime 3HaHNAMN 0 BO3MOXHbIX YA3BUMOCTAX 3alln-
Tbl MHDOpMaLWK;
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- BHEellHWe HapywuTenn 6e3onacHocTn MHopmauum, opradusyowmne DoS. DDoOS 1 uHble BUAbI KOMMNbIOTEPHbIX
arak;

- KOMGWUHWPOBaHHbIE WCTOYHUKM YrpO3: BHELIHME W BHYTPEHHWE HapyluuTenu 6esonacHocTv vHdopmauuun, aei-
CTBYlOLLME COBMECTHO U (M/IM) COrNacoBaHHo.

A.7 K uncny Hanbonee akTyanbHbIX UCTOYHUKOB YrpO3 HA YPOBHE CEPBEPHbLIX KOMMNOHEHTOB BUPTyanu3auum, npo-
rpaMMHbIX UHPPACTPYKTYPHbLIX CEPBUCOB, ONEpPaLMOHHbIX CUCTEM, CUCTEM ynpaBieHns 6a3amu gaHHbIX 1 CepBepoB Npu-
NTOXEHWI OTHOCATCA cnegytolue:

- BHYTpPEeHHWe HapylimTenun 6esonacHocT MHdopmaLlun (3kcnayaTaunoHHbI nepcoHan), ocyliecTsasoLWme Lene-
HanpaB/fieHHble eCTPYKTUBHbIE BO3AEHCTBUS HA pecypchbl AocTyna:

- BHYTpeHHWe HapywmTenn 6e3onacHocTn MHopmauun (IKcnayaTaunoHHbIA NepcoHan), peanusyioline yTposbl
6€e30MacHOCTV UHChOpPMaL MK C UCTNOMb30BaHNEM NerasibHO NPeAoCTaB/IeHHbIX MPaB /I0rMYeckoro goctyna:

- cbon n oTkasbl B paboTte MNO;

- 3aBNWCMMOCTb NPOLLECCOB 3KCMyaTaunm pecypcos gocTtyna. MO oT MHOCTPaHHbIX NOCTaBLMKOB WU NpoBaiije-
poB ycnyr;

- BHelHWe HapylwuTenu 6esonacHocT nHdopmauumn, obnagamLime 3HaHUSIMU 0 BO3MOXHbIX YA3BMMOCTAX 3aLly-
Tbl UHYOPMAaLUN;

- KOMOGWUHMPOBaHHbIE WCTOYHUKN YrpO3: BHELUHWE W BHYTPEHHWE HapywuTenu 6e3onacHocTW uHdopmauuun, aei-
CTBYylOLLME B CrOBOpE.

A.8 K uncny Hanbonee akTya/bHbIX UCTOYHUKOB yrpo3 Ha ypoBHe AC U1 NPUIOXKEHWNIA, IKCNIyaTUpyeMblX B paMmkax
6U3HEC-NPOLLECCOB N TEXHOIOTMYECKMX NPOLLecCOB (PMHAHCOBOI opraHusalmmn, 0OTHOCSTCS creaylolime:

- BHYTpPEeHHWe HapylimTenun 6esonacHocTn nHdopmauymm (nonb3oBaTenn v akcnayaTaloHHbIi nepcoHan AC u npu-
NOXEHWIA). peanusyoLyne yrposbl 6€30MacHoCT MHGOPMaLUK C UCNOMb30BAHNEM flerasibHO NPefoCTaB/eHHbIX Npas J10-
rmyeckoro gocryna;

- BHeLUHWe HapywuTenu 6esonacHocT uHgopmaumm, obnagaioLine 3HaHUAMN 0 BO3MOXHbIX YA3BUMOCTSIX 3aLLu-
Tbl MHDOpMaL UK,

- 3aBMCMMOCTb MpoueccoB akcnayaTauum AC 1 NPUIOXEHUIA OT MHOCTPAHHbIX MOCTaBLYMKOB WK MpoBaiigepoB
yenyr;

- KOMGVHMPOBAHHbIE UCTOYHMKM Yrpo3: BHELIHWE W BHYTPEHHWE HapywuTenu 6e3onacHocTy uHgopmauun, geii-
CTBYylOLLME B CrOBOpE.

A.9 Hanbonblwnmmn BO3MOXHOCTAMMN AN HaHeceHusa yuwepba hmHaHCOBOI opraHu3auun ob6nagalT ee cOOCTBEH-
Hble paboTHUKKU. B aTOM cnyyae cogepxaHnem AesaTeslbHOCTY HapyLuMTens ABsSeTCa NpsMoe HeleneBoe NCnosb3oBaHne
npeAocTaBeHHbIX Npas (PU3NYecKoro v (Mn) normyeckoro goctyna. MNpu aTom oH 6yeT CTPEMUTLCS K COKPbITUIO Clief0B
CBOEli AeATENbHOCTH.

BHewHwWiA HapywnTenb 6e30nacHOCTM MHpopMaLuy, Kak NpaBnio, MMeeT CO06LHMKA (COO6LLHNKOB) BHYTpY (K-
HaHCOBOI opraHusaunu. Mpu ycnoBuun AoXHOro cobnogeHns TpeboBaHnii K 3aWwmnte nHpopmaLum, B TOM Ynucne Tpe-
60BaHuii K cogepxaHnio 6a3oBoro coctasa, cCocTaBy Mep 3aluTbl MHOPMAL MU, YCTAHOBNEHHbIX HACTOALW MM CTaHAap-
TOM. COB/IOAEHUS NPUHLMNA «3HATb CBOEro paboTHMKa», peannsauuns yrpo3 BHEWHUMW HapyLwmnTensiMm 6e30nacHocTu
nHopmaLlun, geicTByOWMMN CaMOCTOATENbHO, 6€3 COy4YacTHUKOB BHYTPU (DMHAHCOBOW OpraHusauuv, 3HaunTenbHo
3aTpyfHeHa.
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Mpunoxexne b
(cnpaBoy4HOE)

CocTaB U cofiep)XaHne opraHn3aLnoHHbIX Mep,
CBSA3aHHbIX C 06paboTKoli (hMHAHCOBOI OpraHM3aumneli NepcoHanbHbIX aHHbIX

B.1 Llenv 06pa6oTkun MAH A0/MDKHBI 6bITh JOKYMEHTa/IbHO YCTAHOB/EHbI U YTBEPXAEHbI PYKOBOACTBOM (hMHAHCOBOI
opraHusauum.

B.2 B hnHaHCOBOW opraHunsauuy 4o/mMkHa 6biTh YCTAHOBIEHA HEO6X0ANMOCTb OCYLLLECTBEHNS YBEAOMIEHNS YNO-
HOMOYEHHOro opraHa no 3awuTte npas cybbekTos MAH 06 o6paboTke MAH 1 opraHn3oBaHa AeATeNbHOCTb MO CBOeBpe-
MEHHOMY HanpaB/IEHNIO YKa3aHHOTO YBeJOM/IEHNS B COOTBETCTBUM C TpeboBaHuamu (8).

B.3 B chuHaHCcoOBOIi opraHu3auumn fomxHbl 6bITb yCTaHOBIEHbI KpUTEpUn oTHeceHns AC K MHDOPMaLIMOHHbIM cUCTe-
MaM nepcoHasnbHbIX gaHHbIX (MCMAH).

B.4 B cbuHaHcoBOI1 opraHusauun Jo/KHbI GblTb ONpeaesnieHbl, BbIMOMHATLCA, PErncTpMpoBaTbCA U KOHTPOANPO-
BaThCA npoueaypbl yueta pecypcos MAH. B Tom uncne ydeta ACMAH.

[Ans kaxgoro pecypca MNAH gonxHo 6biTb 06ecneyeHo:

- ycTaHoB/feHue uenu o6paboTtku MAH;

- YCTaHOB/IEHWNE U COGNAEHNE CPOKOB XpaHeHusi MAH 1 ycnoBuii npekpaleHns ux obpaboTku;

- onpefjesieHne nepeyvHs u kateropuii obpabatbiBaembix MNJH (cneuunanbHble kateropun MAH. 6rnomeTpuyeckme
MAH. NAH. nonyYeHHble U3 06LWef0CTYNHbIX UCTOYHWUKOB, UaN UHble MAH);

- BbIMOJIHEHWE MpoLeayp y4yeTa Konnyectsa cybbekTos MAH. B TOM uncne cy6bektos MAH. He aBnsowmxcs paboT-
HUKamMy OUHAHCOBOI opraHusauuy;

- BbIMOJIHEHWE OrpaHnyenuns obpaboTku MAH gocTmxeHneM Lenn o6padoTkn MAH;

- COOTBETCTBUE COAepPXaHNa n ob6bema obpabatbiBaembix MNAH yCTaHOBEHHbIM Lensam 06paboTku;

- TOYHOCTb, [OCTATOYHOCTb W aKkTyasnibHOCTb M[H. B TOM YMC/e N0 OTHOLIEHWIO K Liensim 06pa6oTku MAH;

- BbIMNOJIHEHNE YCTaHOBJIEHHbIX MpoueAyp nonyyeHus cornacvua cybbektos MAH (MX 3aKOHHbIX NpeAcTaBuTe-
neit) Ha o6paboTky nx MAOH B cnyvyae, ecny NosyvyeHne Takoro cornacua Heo6xoAnMO B COOTBETCTBMM C TpeboBaHU-
amu [8;

- BbINOJSIHEHWE YCTaHOB/IEHHbIX NpoLieAyp nonyyeHus cornacus cybbektos MAH Ha nepegady o6paboTkn ux MAH
TpeTbUM NnLaM B criyyae, ecrim nosyvyeHre Takoro cornacusi Heo6xoAMmMo B COOTBETCTBMM € TpeboBaHuamu (8);

- npekpauieHne o6paboTku MAH U yHWUTOXEeHUEe NM60 obe3nuumBanue MAH NO JOCTUXEHUU Leneii 06paboTku,
no Tpe6osaHuio cybbvekTa MAH B cnyyasx, npefycMoTpeHHbIX [8]. B TOM yucnie npu oT3biBe cybbekTom M[H cornacus Ha
o6pab6oTky ero MAaH.

5.5 B chuHaHcoBOI opraHmsauun fo/kHbl 6biTb ONpeaesnieHbl, BbIMOAHATLCA, PErncTpMpoBaTbCA U KOHTPOANPO-
BaTbCA Npoueaypbl NpekpalieHns 06paboTku MAH U UX YHNUTOXEHUA NM60 06e3n1MynBaHusa B CPOKN, YCTAHOB/EHHbIE [8].
B C/leAy0LWnX cayyasx;

- Mo JOCTUXeHUN uenu obpa6oTku MAH (ecnu nHoe He MpefycCMOTPEHO JOroBOPOM, CTOPOHOI KOTOPOro, BbIrO-
fonpuobpeTaTteniem WKW nopyuuTesem no KOTOpoMmy aBnsieTca cy6bekT MAH. WHbIM cornaleHnem mMexay uHaHCcoBO
opraHusauueii ucy6bektom MAH);

- oT3biBa cy6bekTom M[H cornacus Ha 06pa6oTky ero MAH 1 B cnyyas, ecnu coxpaHeHue MNAH 6ones He TpebyeTcs
Ansa ueneit o6pa6oTkn MNAH (ecnv MHOe He NpeAyCMOTPEHO AOTOBOPOM, CTOPOHOW KOTOPOro, BbirogonpuobpeTtartenem unm
nopyumTenem no KOTopomy sBnseTca cybbekT MAH. UHbIM cornalleHnemM Mexay opraHusaunein 6aHKoBCKON cuctemsl PP
n cybbekTom MAH);

- ecnu MNJH ABNSAIOTCA HE3aKOHHO NOJYYEHHbIMU WN HEe ABAAIOTCA HEOOXOAUMbIMU AN 3asiBMIEHHOW Lenn obpa-
60TKM;

- BbISIBNIEHNSA HENPaBOMepHO 06paboTkm MNAH, ocyliecTBNsseMoit hMHaAHCOBOW opraHu3auuneli unu o06paboTyUnkom,
AelicTBYIOLWMM N0 ee Nopy4yeHnto, ecim obecneuynTb NpaBOMepPHOCTb 06paboTku MAH HEBO3MOXHO;

- BbISIBNIEHNSA HENpaBoMepHoit 06paboTku MAH 6e3 cornacusa cybbekTta MAOH.

B cnyyae OTCYTCTBMSA BO3MOXHOCTU YHMUTOXeHWA MNAH nnbo obe3nnunaHusa MNAH B TeUeHne cpoka, yCTaHOB/EH-
Horo [8). huHaHcoBas opraHusauna obecneymsaeT nx 6:10kMpoBaHMe C NocneayoLmMm obecnedeHnemM yHUUToxeHns MAH.
YHuutoxenue MAH NpoM3BOANTCA HE NO3AHee WeCcTn MecsALeB CO AHA UX 610KMpoBaHuS.

5.6 B chuHaHCOBOIi opraHusauum fosxHa 6blTb onpegeneHa, BbIMOMHATLCS W KOHTPONIMPOBATLCSA MNOUTUKA
B OTHOWeEHUN 06paboTkn MAH. a Takke B clyyae He06XO4MMOCTU yCTaHOB/EHbl nopsaakn obpaboTku MAH ana oT-
nenbHbIX pecypcos MAH. Ans pecypcosB MAH. o6pabaTbiBaeMbix B AC, B ToMm yucne VICMNAH. nopafok o6paboTku
MAOH MOXeT ABAATLCA 4YacTblo IKCMAyaTauMOHHON AoKymeHTauun Ha AC n paspabaTtbiBaTbCA Ha 3Tane cosfaHus
(mogepHunsaynn) AC.
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YKa3aHHble AOKYMEHTbI:

- onpefensalT npoueaypsbl npegocTasneHns goctyna k MoH;

- onpeAensioT npoueaypbl BHECEHWUA n3MeHeHuit B MH C uenblo obecnevyeHns nx TOYHOCTU, JOCTOBEPHOCTU
aKTya/lbHOCTW, B TOM YKC/Ie NO OTHOLUEHMIO K LensiM 06paboTku MAH:

- onpegenslT npoueaypbl YHUUTOXEHNSA, 06e31mumBanHmns nm6o 6noknposanus MNAH B cnyyae He06X0[MMOCTH Bbl-
NOJIHEHUSA Taknx npoueayp:

- onpegenswT npouenypbl 06paboTkn obpaleHnii cy6bekToB MAOH (MX 3aKOHHbIX MpefcTaBuTenen) ans cny-
YyaeB. NpeAyCcMOTPeHHbIX PefepanbHbiM 3aKOHOM «O MepcoHasbHbIX AaHHbIX», B YACTHOCTM NOPAAOK MOATOTOBKM
nHopmaunu o Hannuun MAH. OTHOCAWMUXCA K KOHKPeTHOMY cy6bekTy MAH. uHdopmaynm, Heobxoamumoii ana npe-
flocTaB/fieHNs BO3MOXHOCTU O3HakoMeHus cy6bekTom TMAH (MX 3aKOHHbIX npefcTaBuTeneil) ¢ ero MAH. a Takke
npoueaypbl 06paboTkn obpalyeHnii 06 yTouHeHun MOH. Ux 610KMPOBaHNM UAWN YHUUTOXEHWUMW, ecnu TAH sBasTCA
HEMNoHbIMK, yCTapeBWMUMU, HETOUYHBIMU, HE3AKOHHO MOSTYYEHHBbIMU UM HEe ABASTCA HEOO6XO4VMbIMK A8 YCTaHOB-
NeHHol uenn o6paboTku:

- onpefenslT npoueaypbl 06paboTkM 3anpoca ynosHOMOYEHHOTO OpraHa no 3aljute npas Cy6bekToB MAH:

- onpefensaT npoueaypbl NosyyeHus cornacus cybwvekta MAH Ha o6paboTky ero MAH 1 Ha nepegadvy 06paboTkn
ero NAH TpeTbum nmuam:

- onpegenalT npoueaypsl nepegaun NMAH mexay nonb3osartenamu pecypca lNMAH. npegycmartpusaroLLero nepega-
4y MAH Tonbko mexay paboTHukamu hHaHCOBOV opraHu3auuu, umetowumn gocTyn K Max;

- onpegensT npoueaypbl nepegaun NAH TpeTbuM NuLam;

- onpegensaoT npoueAypbl paboTbl C MaTepuasnbHbiMu HocuTenamu MoH;

- onpeAensioT npouenypbl, He06xoAnMble ANA OCYLLECTBEHNS YBEAOM/IEHUS YNOTHOMOYEHHOIO OpraHa no 3atiu-
Te npaB cybbekToB MNAH 06 06paboTke MAH B CPOKU, yCTAHOB/EHHbIE [8];

- onpegenslnT He06X0AMMOCTb MPUMEHEHNA TUMOBbLIX POPM [OKYMEHTOB A/1A OCylwecTBAeHns 06paboTkm MAOH n
npoueaypsl pa6oTsl ¢ HUMKU. Mog TUNoBol (POpMOoi foKyMeHTa NnoHUmaeTcs WabnoH, 6/1aHK AOKYMeHTa Uan apyras yHu-
huunpoBaHHas chopma AOKyMeHTa, ucnonb3yemas hHaHCOBON opraHusaumeii ¢ uenbto cbopa MAOH.

B.7 ®uHaHcoBas opraHusaums goskHa ony6nkoBaTb UM UHBIM 06pa3oM o6ecneynTb HeorpaHW4eHHbIl JoCTyn K
[OKYMeHTy, onpefensiowemMy ee NnoMTrky B OTHOWEHUN 06paboTkn MAH. a Takke K CBeeHUsIM 0 peannsyembix Tpebo-
BaHMAX No obecnevyeHno 6e30NacHOCTN NMEePCOHasbHbIX AaHHbIX.

B.8 B thHaHCOBO opraHusaummn 4O/KHO 6bITb YCTAHOBNEHO, B Kakux ciyvasx Heo6xo4Mmo noslyyeHue cornacus
cybbekToB MAH. npyn 3TOM dhopma 1 NOpAA0K NosyYeHns cornacua cyobekTos MAH AOMKHbI O6bITb pernaMeHTpoBaHbl.

B5.9 B chuHaHcoBOI1 opraHm3auuu fosmkHbl 6blTb ONpeaesnieHbl, BbIMOMHATLCA, PErncTpMpoBaTbCA U KOHTPOANPO-
BaTbCA Mpoueaypbl yyeTa AuL,. umerwmnx goctyn k NAH.

[lokyMeHT, onpefensiowmnii nepeyerb UL, MMetoLWwmx Aoctyn k MAH. yTBepxaaetca pykosoguTenem uHaHCcoOBOA
opraHusaluu.

B.10 O6pa6oTka MAH pa6oTHUKaMK (hMHAHCOBOI OpraH13aLmmn AO/MHKHbI OCYLLEeCTBASATLCS TOMbKO C Lesbio BbINO-
HEHUA VX [O/MKHOCTHBIX 0653aHHOCTEl.

B.11 B hMHAHCOBOI OpraHu3aumun JokHbl GbiTb OnpeaesieHbl, BbIMOMHATLCA, PETMCTPMPOBATLCSA W KOHTPONPO-
BaTbCs NpoLeAypbl 0O3HAKOM/IEHNS paboTHWKOB, HENOCPEACTBEHHO OCYLLecTBAALWMX 06paboTky MAH. C NOMOXEHNSMU
3akoHofdartenbcTea P® 1 BHYTPEHHVMYU JOKYMeHTamMu (PMHAHCOBOI opraHu3auny, cogepxawmnmm TpebosaHmsa no obpa-
60TKe 1 o6ecneyeHunto 6esonacHocTn MAH B YacTu, kacatLeincs nx JOMKHOCTHbIX 0653aHHOCTE.

B5.12 B duHaHCOBOW opraHn3auun fo/mkHbl 6biTb ONpeAesieHbl, BbINOJHATLCSA, PErucTpMpoBaTbCA U KOHTPOIMPO-
BaTbCs MpoueAypbl yHeTa NnoMelLeHnii, B KOTOPbIX OcyLecTBAseTca o6padoTka MNAH. a Takke AocTyna paboTHUKOB U UHbIX
vy, B NOMeELLEeHns, B KOTOPbIX BeAeTca obpaboTka MAH.

B5.13 Mpwu pa6ote ¢ MHW MAH f0o/MKHO 6bITb 06€CNeYeHo BbINOSTHEHUE COAEPXaHWA, NPefyCMOTPEHHOTO MepaMmu
Nywn.20. Nyn.21. Nyn.22. NyN.24 n NYW.26 tabnuubl 31. a takxe:

- o6oco6neHue MMH OT MHOI MHDOpMaLUK, B HACTHOCTM MyTeM huKcauum nx Ha otaenbHbix MHU MAOH. B cneym-
anbHbIX pasgenax uav Ha nonsax opm AokymeHToB (npu o6paboTke MOH Ha ByMaXHbIX HOCUTeNsX):

- XpaHeHve MNAH. uenn o6paboTkn KOTOPbIX 3aBEJ0MO HECOBMECTUMbI, Ha 0TAeNbHbIX MHU;

- peructpauus v y4eT MecT xpaHeHua MHW MAH c dhukcauueli kateropun o6pabarbiBaeMbix NEPCOHANbHbIX faH-
HbIX (cneymanbHblie kaTeropuv MAH. 6uometpuyeckne MAH. MAH, noNyYeHHble N3 06LEef0CTYNHbIX UCTOYHUKOB, UIN UHblE
MAH). BKNOYas pasfesbHoe XxpaHeHne pecypcos MN/H. 06paboTka KOTOPbIX OCYLLECTBASAETCA C pPasINUYHbIMU Lensamu;

- yCcTaHOB/IEHWE W BbIMO/HEHWE MNOpAAKa rapaHTUPOBAHHOIO YHWUYTOXEHUs (CTupaHua) uHdopmauun c
MHW MaH.

B.14 XpaHeHve MAOH [O/MKHO OCYyLLECTBAATLCA B hopMme, No3BonsoLeli onpeaenutb cybbekta MAH He Aonblue,
yeM 3TOro TpebytoT uenn o6paboTku MAH. ecnun cpok xpaHeHus MJH He ycTaHoBNEH hegepasbHbIM 3aKOHOM, JOTOBOPOM,
CTOPOHOA KOTOPOro, BbirogonpuobperaresieM Uy Nopyyntesem no KOTopomy Aensetca cyobvekT MoH.

B.15 O6uwenocTynHbie NCTOYHKKM MOH co3galoTca n ny6amnkyloTca (OMHAHCOBONM OpraHusauunei ToNbKo ANSA Lenu
BbINO/IHEHNA TpeboBaHWii 3akoHofaTenbCTBa Poccuiickoii ®epepauun. B huHaHcoBol opraHu3anum AoMxHbl 6bITb onpe-
AeneHbl. BbIMO/HATLCA, PEerMcTpMpoBaThCs U KOHTPOIMPOBaTbCA npoueaypbl ny6avkauymmn MAH B 06WeA0CTYMHbIX NCTOY-
Hukax MAH.
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B.16 MopyyeHune o6paboTkn MAOH TpeTbeMy Nuuy (fanee — 06paboTumK) AO/HKHO OCYLLECTBAATLCA HA OCHOBaHUU
porosopa. B ykazaHHOM foroBope A0/DkHbl 6biTb OnpefeneHbl nepeyeHb aeiicTeuii (onepauuiit) ¢ MAH. koTopble 6yayT
coBepliatbca 06paboTunkom, 1 Lenn o6paboTkm, f4O/MKHA ObiTb YCTaHOBMEHA 0653aHHOCTL 06paboTynka obecneynBaTb
6e3onacHocTb MJH (B ToM uncne cobnogatb KoHugeHumanbHocTb MAH) Nnpu nx o6paboTke, He packpbiBaTb U He pac-
npocTpaHATb MNAH 6e3 cornacua cybbekta MAH. ecnm nHoe He NpeAycMOTPeHO eAepasnibHbIM 3aKOHOM, a Takke JO/DKHbI
6bITb Yka3aHbl TpeboBaHusA no obecneveHuto 6eszonacHocTy MAH. Mpu nopyvyeHun o6paboTkm MAH o06paboTunky du-
HaHCcOBas OpraHnsauns fo/mKHa NoayunTb cornacus cybbekta MAH. ecim Hoe He NpefyCMOTPEHO 3aKoHo4aTe/IbCTBOM
Poccuiickoii ®epepaunn.

B5.17 B dyMHaHCOBOW opraHn3auun Jo/mkHbl 6biTb ONpeAesieHbl, BbINOJHATLCSA, PErucTpMpoBaTbCA U KOHTPOIMPO-
BaTbCS MpoLieAypbl, BbINO/HEMbIE B CyYasx HE06XOANMOCTN OCYLLECTB/IEHNA TpaHCrpaHNYHoi nepegayn MAH.

B.18 B chnHaHCOBOI opraHusauun JO/HKHO ObiTb HasHauyeHO NMLOo, OTBETCTBEHHOE 3a opraHu3auuio 06paboTkn
MAH. MonHoMouns nuua, OTBETCTBEHHOrO 3a opraHu3auunto o6paboTtku MAOH. a Takke ero npasa 1 0653aHHOCTU A0/MKHbI
6bITb YCTAHOB/IEHbI PYKOBOACTBOM (PUHAHCOBOI opraHu3auuu.
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Mpunoxexne B
(cnpaBoy4HOE)

MepeyeHb cobObITHIA 3aWUTLI MHOPMaL UK, MOTEHLNANBHO CBA3aHHbIX
C HECAHKLVMOHMPOBAHHbLIM JOCTYNOM W MHUMAEHTaMMK 3awWnTbl MHhopMmaunuu,
pekomMeHAyeMblX ANS BbISBNEHUA, peructpaynm n aHanusa

B.1 feiicTBua u (Mnn) onepauum No Co3faHunio, yaaneHuio, KOnMpoBaHuWio pecypcos goctyna.

B.2 fleiicTBua n (11n) onepauun No CoO3faHunio, yaaneHuio, 6/10kMpoBaHunio, pa3b1o0KMPOBaHMIO YUETHbIX 3anunceil.

B.3 feiicTBua n (1nun) onepauum No n3MeHeHnto (NpegocTaseHnio) Npas N0rMyeckoro gocTtyna.

B.4 feiictBusa n (nnun) onepauun no nogkntoveHnto CBT K BbIYNC/IUTENIbHBIM CETSIM PMHAHCOBOV OpraHusalun.

B.5 fleiicTBua u (Mnn) onepauun no 3anycky NporpamMmMHbIX NPOLECcCoB.

B.6 feiicTBua n (1n) onepauun Npu ocyLLecTBAEHNUN TOTUYECKOro gocTyna.

B.7 ®akTbl BbISIB/IEHUS YSI3BUMOCTE 3alUTbl MHOPMaLUN.

B.8 ®akTbl BbIABNEHNA BPEJOHOCHOTO KoAa U (Mnmn) Mo6MAbHOTO KoAa.

B.9 ®akTbl BbIAB/IEHUA NOMNbITOK OCYLLECTB/IEHNSA BTOPXEHWI 1 CETEBbIX aTak.

B.10 ®akTbl BbIABNEHUA aTak TUNa «0TKa3 B 06CAYXUBAHUN.

B.11 fleiicTBMSA 1 (MUNK) onepauun, HanpasBfeHHblE HA U3MEHEHWe NpaBua CerMeHTaLun N MexceTeBoro aKpaHmpo-
BaHNA BbIYMC/INTENbHbIX CeTeli huHAHCOBOI opraHu3auuu.

B.12 [leiicTBusi 1 (MN1nM) onepaLymmn No M3MEHEHWIO NapaMeTPOB HACTPOEK TEXHUYECKUX Mep 3alLuTbl MHopMaLmm,
napamMeTpoB HacTpoek cuctemHoro MO. BAMALWMX Ha o6ecneyeHne 3awwuTbl UHopmaymuu.

B.13 ®akTbl BbIABNEHUA HapyLieHnit n c6oeB B paboTe TEXHUYECKUX Mep 3aluTbl MHopMaLmn.

B.14 ®akTbl BbiiBNEHNE HapYLUeHWii n c6oeB B ycTaHOBNeHUN (06HOBeHNM) MO 1 napaMeTpoB HacTpoek TexHuye-
CKMX Mep 3aluTbl MHhopMauum, nx curHaTypHblx 6a3 (B Caiyyas WX UCMO/Ib30BAHUSA).

B.15 ®akTbl BbIABNEHUA HapyleHuii n c6oeB B ycTaHOBNEHUN (06HOBMEHWUM) cuctemHoro MO n napameTpoB ero
HacTpoek, BANALWMNX Ha obecneyeHne 3awmnTbl MHOPMaLA.

B.16 flelicTBus 1 (Unn) onepayun no n3mMeHeHuto coctasa MO APM nonb3osartenieil n akcnayaTalMoHHOro nepco-
Hana. B TOM yucie 3anyckaemoro aBToMaTuiecky npu 3arpyske onepaumoHHbIX CUCTEM.

B.17 fleiicTBusi 1 (Mnn) onepayumn no n3meHeHunto coctasa MO cepBepHOro o6opyaoBaHus.

B. 18 dakTbl BbIIBNEHUA HapylieHuii uenoctHocT MO AC Ha APM nonb3oBateneii U akcnayartayMoHHOIO nepco-
Hana.

B.19 dakTbl BbIABNIEHNA HapyLleHWU JOBEPEHHO 3arpy3ku onepalmoHHbIx cucteM APM nonb3oBaTeneii n akcnaya-
TalMOHHOro nepcoHana.

B.20 ®akTbl BbISIBIEHNSA HAPYLUEHWI LeIOCTHOCTW 3TaNOHHbIX konuii MO. B TOM Yncie npu ocyLwecTBAEHNN NX pac-
npocTpaHeHuss n(nnm)o6HOBNEHNS.

B.21 ®akTbl BbIABAEHNSA CMEHbl U (M1K) KOMApOMeTauun ayTeHTUNKALNOHHbBIX AaHHbIX, UCMOb3yeMbIX A4S [0-
cTyna K cepBepHOMY 1 CeTEBOMY 060pYyA0BaHMIO.

B.22 fleiicTBrs 1 (M1n) onepayumn co cpeAcTBamu Kpuntorpadumyeckoil 3awmTbl MHpopMaLuy 1 KnioYeBoin nHdop-
Mauuei.

B.23 fleiicTBusi n (Mnn) onepayuun nNo NCNoMb30BaHNI0 Pa36bo0KMPOBAHHbBIX KOMMYHWKALMOHHbLIX MOPTOB.

B.24 fleiicTBus 1 (Wnu) onepayun no nepegaye MHdopmauum ¢ NCNoONb30BaHNEM 3MIEKTPOHHON NOYTHI.

B.25 fleficTBus 1 (Mnun) onepaymun nNpu ocywecTBieHnn JocTyna K pecypcam cetn VIHTepHer.

B.26 [leiicTBus 1 (Wnun) onepayumn npyu ocyLecTBNeHUn JOCTyna K CEpBEPHbIM KOMMOHEHTaM BUPTyanusauun Bup-
TyasibHbIMW MallMHaMuW, JI0TMYECKUMIN pasgenamm nim Tomamu.

B.27 ®akTbl BbIABNEHUA HapYLUEHWI NPV JOBEPEHHOV 3arpy3ke BUPTYasibHbIX MaLLVH.

B.28 fleiicTBus 1 (Mnn) onepaymun Npyu agMUHUCTPUPOBAHNN CUCTEMbI XPAHEHWUSA AaHHbIX.

B.29 fleiicTBusi n (Mnn) onepayuun no NCNob30BaHNI0 NOAKOHTPOIbHbLIX MOOU/IbHBIX YCTPOWMCTB.
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Buénunorpadcusa

depnepanbHblii 3akoH oT 10 miona 2002 r. Ne 86-®3 «O LleHTpanbHoM GaHke Poccuiickoii ®epepaunn (baHke

POCCVIVI)»

depnepasnbHbIii 3aKOH 0T 27 MioHSA 2011 1. Ne 161-®3 «O HauMoHanbHOU NNaTexHoin cucteme »

PepnepanbHblii 3aKoH 0T 29 nioHA 2015 1. N9 162-93 «O cTaHgapTusaummn B Poccuiickoli ®epepaummn»

HCO/M3K29115:2013(ISO/IEC 29115:2013) MHopMaLoHHaa TexHonorus. TexHuka 6esonacHocTu. Cxema
obecneyeHns naeHtTudmrkaymm obvekTa (Information technology —
Security techniques — Entity authentication assurance framework)

PekomeHgauun B obnactu ctaHgapTusaunm O6ecneyeHne UHMOPMALMOHHONW 6e30nNacHOCTN opraHu3aunii

BaHka Poccun PC BEP NBBC-2.2-2009 6aHKOBCKOI cucTemMbl Poccuiickoli ®efepaunn. MeToguka oLeHkm
PUCKOB HapyLLUeHUsi H(POPMALMOHHO 6e30nacHOCTH

Pekomengauun B o6nactu craHgaptusauum  ObecneyeHne wHopMaLWOHHOW 6e30nNacHOCTM opraHusaymi

Baxka Poccun PC BP MBBC-2.7-2015 6aHKOBCKOW cucTtembl Poccuiickoii ®epepaunn. PecypcHoe obe-
cneyeHne MHopMaLMoHHel 6e3onacHoCTH

MocTtaHoBneHue MpaBuTenbcTBa Poccuiickoin Peaepauun ot 1 HoA6pa 2012r. Ne 1119 «O6 yTBEpXAeHUN TpeboBa-

HWA K 3aWmUTe NepcoHanbHbIX JaHHbIX NpU UX 06paboTke B MHPOPMALMOHHbLIX CUCTEMAaX MepPCOHasbHbIX AaHHbIX»

depepanbHblil 3aKoH 0T 27 uonsa 2006 r. N9 152-93 «O nepcoHasbHbIX AaHHbIX»

depepasnbHblii 3aKoH 0T 6 anpens 2011 r. Ne 63-®3 «O6 3/1eKTPOHHOI nognucu»

lMonoxeHne o pa3paboTke, NPOM3BOACTBE, peanu3auun n akcnayaraumm wnupoBanbHbixX (KpunTorpaduyeckmnx)

cpeAcTB 3awmuTbl MHchopmauwum (MonoxeHue MK3-2005). yTBepxaeHHoe MNprkasom dPefepanbHoli cnyxobl 6e3onac-

HocTn Poccuiickoli ®epepaunn ot 9 chespansa 2005 . Ne 66

Mpuka3 ®CB Poccum ot 10 niona 2014 r. Ne 378 «O6 yTBepxaeHun CoctaBa M COfepXaHus opraHu3aLnoHHbIX 1

TeXHUYeCckux mep no obecneyeHnto 6€30MacHOCT NePCOHAsbHbIX AaHHbIX NPU UX 06paboTke B MHAOPMALMOHHbIX

cucTeMax NepcoHasibHbIX AaHHbIX C UCMOJ/Ib30BaHWEM CPeACTB Kpuntorpaduyeckoil 3awuTsl nHopmalum, He-

06X04MMbIX A5 BbINO/THEHNSA yCTaHOB/EHHbIX MNpaBnTenscTBOM Poccuiickoli ®egepaunn TpeboBaHuii K 3alute

nepcoHasbHbIX faHHbIX ANA KaXA0ro U3 ypoBHel 3aluLeHHOCTU»

TpeboBaHMsA k cucTemMam O6GHapyXeHUs BTOPXEHWUi, yTBepxAeHHble Mpukazom ®PCTIOK Poccum ot 6 fekabps

2011 r. Ne638

TpeboBaHNA K cpeAcTBaM aHTUBUPYCHON 3aluThl, yTBEpXAeHHble Mpukazom ®CTIK Poccun ot 20 mapTa 2012 r.

Ne 28

PekomeHgauunmn B ob6nactu craHgapTusauuu O6ecneyeHne UHMOPMALMOHHONW 6Ge30nNacHOCTU opraHusaunii

BaHka Poccun PC BP MBBC-2.9-2016 6aHKOBCKOW cucTteMbl Poccuiickoli ®epgepaunn. MNpepoTepatle-
HUe yTeuek nHhopmamm

PekomeHgauum B obnactn ctaHgaptusaumn  Ob6ecneyeHne WHMOpPMaLMOHHON 6e30nacHOCT opraHu3auuii

BaHka Poccun PC BEP MBBC-2.5-2014 6aHKOBCKOW cucTemMbl Poccuiickoil defgepaumn. MeHeaXMeHT UH-
LMAEHTOB MHChOPMAaLMOHHOWK 6e3onacHoCTu

PekomeHpaunn B obnactu ctaHgaptusaumm  ObecneveHne WHMOPMaLMOHHON 6e3onacHOCTM opraHu3aumi

Baxka Poccun PC BP MBBC-2.8-2015 6aHKOBCKOI cuctembl Poccuiickoin Pepepaunn. ObecneveHme nH-
dopmaLmoHHoli 6e30NacHOCTU NPW UCMO/b30BaHUN TEXHOOTNK
BUPTyanusauum

PekomeHgaunn B obnactu ctaHgapTusauum O6ecneyeHne UHMOPMALMOHHONW 6e30nNacHOCTN opraHu3aunii

BaHka Poccun PC BEP NBBC-2.0-2007 6aHKOBCKOW cucTtembl Poccuiickoii ®epepauun. Metoguyeckue

pekoMeHAauMm no AOKyMeHTauum B o6nactu obecneyeHuss WH-
dopmaLMoHHO 6e30MacHOCTU B COOTBETCTBUM C TpeboBaHMAMMU
CTO bP UBBC-1.0
PekomeHpaunn B obnactu ctaHgaptusaumn  ObecneveHve WHMOPMALMOHHON 6e3onacHoCTM opraHusaumi
BaHka Poccun PC BP NBBC-2.6-2014 6aHKOBCKOW cuctembl Poccuiickoli ®epepaunn. ObecneveHue
MHPOPMAaLMOHHOI 6e30MacHOCTY Ha CTafWAX XU3HEHHOrO Lykna
aBTOMaTU3MPOBAHHbIX GAHKOBCKUX CUCTEM
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KnioueBble cnosa: 3awmta nHopmMaumm, cuctema 3awmTbl MHopMaLny, ypoBeHb 3aluTbl MHhopmaLmm,
TpeboBaHMs K cUCTEME 3alnTbl MHpopMauun, TpeboBaHWA K cucTeme ynpaBieHus 3aluTbl MHopMaumu,
opraHv3aLoHHbIe Mepbl 3alWTbl MHOPMAaLMK, TEXHWYECKUE MePbI 3aLnTbl MHopMaLum
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